Franchise Ph. 3.5 CLI
Commands
CLI Reference Guide



Amphenol

Document Conventions

|‘:: | | Note: Provides related information or information of special importance.

' Caution: Indicates potential damage to hardware or software, or loss of data.
)

6 Warning: Indicates a risk of personal injury.

Document Status

Doc Status:

Page 2/876 Version 1.0 06/03/2013


http://www.marvell.com 
http://www.marvell.com 

Amphenol

Table of Contents

1

=] =T = 24
User Interface COMMANAS . .eciiiiiiiiiciiemrre e ierrcsssnr s smsne e s mms s s e s s e mmn e e s e e s s e mmnnnn e s 32
[T o] SRR 32
(o 11S= Lo [ SRR 32
[0 T | o SRR 33
(o704 1o [0 T = ORI 33
(o (@oTaNilo 0T =11 o] o) SRR 34
Lo (S0, ST ISP 34
112 T TSRS 35
L1« SO OSPOTR 35
15y (o] Y2 SO RSOSPOTR 36
(1S (o] VAR OSSOSO 37
LS el F= U T ES) (o PSSRSO 37
Ll g F= U TS (o] V= 4= S SO PROTRRTN 38
Ll g F= Ve P 2 Vo [N T3 o o USROS 39
LS ] T F= VR o L o TSSO UPOTRRTN 39
EEIMINAL PIrOMPE o oottt e e e ettt e e et et e e e abeeeeesaeeeeeaseeeaaasaeeeassaeeeansseeeansseaeansseeeansaeeeanssaessseeesnnes 40
(o =] o 0T T 4o T 1= USRS 40
] (0T 5] (o VPRSP PR 41
SNOW PIIVIIEOE . e s b st e e s e e e b e e e b e e s e s s aa e e s he e s abe e s e e e saneebe e e re s 42
o o SRS PR 42
[ Fo T =T =3 = o PRSPPI 43
DANNET TOGIN .« <o s s e s e e b e e e b e e s b e e s e e s be e sane e siae e sane e 44
[T 0= g 1T ] (o PRSPPI 45
(2 CCTom o= 1o o T SRR 47
[OGIN-DANNET .« ..o s e st e e s b e e e b e e e b e e s b e e s e e e b e e s be e s aa e e sane e a7
[T 0 B o T= gL o1 PSPPSR 48
S LoV o =T gL 1= USRS 49
/= Vo 0 T @0 Y1101 4= 0 Yo 50
L= Tod (oI g = 1 1= PP PRPRTN 50
0=V {0 PP P PP PRPRTN 52
LT T o 0 [T ) o o SN 54
[T 1o (o 0 (o] o Y- SN 55
g Tt o T | (o] o T= TN e [= Tl o] (T oSN 56
LS LoV o F= =] g 4 F= U] o S 57
System Management COMMANGAS . cuicceeeririerrminsrrrisre s s sn e s mn s s mne s 59
o] To TR PO U T U OO OO R TOURTUUTROROORONN 59
LU= o] (0] U1 (R PPPUR PR 61
L] L= S 63
TESUITIE . iiiiiiiiiieiiee ettt ettt ettt ettt et eee e e ee e eees e e s e eesseesseesse e sseessee e sss e e e e e e e e s 66
[0 L] (g =0 1= PSPPSRI 66
110 7= Lo USRS 67
£ Lo LTV (=1 (o - T RS 68

Page 3/876 Version 1.0 06/03/2013



Amphenol

ST o o] o 10 R Uy ]2 1o 69
SNOW CPU ULIIZALION . ..ttt st e e b e e e e e e e e s b e e s ae e s be e st e e saneesbeeeree s 69
[ =T ot oW I o010 ) =] £ USROS 70
service cpu-counters . .. .. 70
LS o0V o o TU o0 U o= =S 71
LS 0T T L= £ SRR 72
L] 01V AT (o) o USROS 72
LS LTS3 VA= =1 1 SRR 73
5] 01V AT £ o] o OO TP PRSP P OTP PPN 74
LS Lo Y=Y £ o T 4o L SR 74
S [TV =T 0V (o] o] 0 1 =T o S PRSPPI 75
ST S V] (= 0 PP UROPRRP 76
LS LTS3 VA= =T 1 0 T o = SR 77
ShOW SYStemM tCAM ULIHIZALION . ......oiiiieiiie ettt e s e et e s b e st e e s e e e saneenbeeereeas 78
SNOW SYSEEM AETAUITS . ...t be e s a e s e e e e 78
LS LTS A ToT T3 (o] R U o [ o SRR 82
show tech-support .. 82
LS LoV} V2= (=T 1 o 83
SEIVICE CPU-INMPUL-TALE . ..ottt ettt b e e et e e s et e e s he e e b e e e b e e sab e e s aa e e sbeesabeesieeesaneebeeereean 84
LS LoV o LU ] o101 L (= SO PURRR 84
L= T T30 L= Tt o] 1T USSR 84
LS oAV g = o T= o L= od ] o) 1o o 85

5 I 2= T4 QO 0 1 12 =T T 86
stack master . ..............
switch renumber
L] 01V =11 (o] o USROS

6 Clock Commands
o o Yo G - S
clock source . ...
clock timezone . ..........
clock summer-time "
[ o Yo 1q | o3 I ] 0 0 T=Y o 1= S 92
SNP AULNENTICALION-KEY . ...t st st e e b s e e s e s s be e s be e s e e e san e e be e e 93
LS L o U0 1 =T LT (TSRS 93
LS 10 R 0 ) (=T 20 SR 94
LS 10 0o 11T 1 o1 L 13 T 94
sntp broadcast Client @NADIE . ... e 95
SNEP ANYCASE CENE ENADIE . ..ottt e et e e e s e e e et e e e esteeeesnsaeeeensseeesnsaeeeannseeeensneas 96
LS 10 01T =T = o = SR 96
sntp client €Nable (INTEIFACE) . ...eiiiiiie et e e st e e e st e e e s e e e snte e e e anse e e e enneeeesnseeeeanneeeeenneeas 97
SNP UNICASE CIENE ENADIE . ...ttt e s e s e et e st e e san e e s beeeree s 98
sntp unicast client poll . ....... .
S AL o IS T A=) S PR PRSP 99
LS 011 oI 010 ] ST PPUPRRPP 100
LS 0T o o T o S PS 100
SNOW SNEP CONTIQUIALION . ... et s s s e e s s 101
LS LTS 11 0 - (1 S PSR 102

7 Configuration and Image File COMMAaNAS . .ioccciiiirirr e 104
[0 0 PP 104

Page 4/876 Version 1.0 06/03/2013



10

Amphenol

LTS 1 0= 12T SRS 109
1= T T PSSO TP PP T PP URTOPPPRRO 110
(o] =TT R OO PSP PP UPPTRTROPPTON 110
. 111
BT O O PSSP TP PRR PSPPI 112
=10 3T OSSP 113
o010 108537 £5] 1= o SR 114
LS LoV 8T 1 o o) ) o S 114
LS LoV} v= g (1] o o o SR 115
L] L0V o ToT o] 1Y S T U P PP P PSP RTROPPN 116
ST Ao =R a gLl o] ot ] ) o [ U= Lo o SR 117
(S g Lol Tl o] el ote] a1 T [T = LT g IET= VTt SR 118
Auto-Update and Auto-Configuration . .......cc.c....
[oTo o1 a aTo 1S3 A= LU} (o oo oo NSRRI 119
[oLo o1 a Lo 1S A= UU ] (o EU oo F= L (= USROS 119
[oTo o1 a aT0 =] e | o] o TSRS RRR 120
oL o) g0 1) = 01 (0 RS- Y= USRS 121
L] 101V o To o | APPSR 121
IP ANCP tIP-SEIVEL IP AAUIESS . ..eiieiiiiie ettt e e et e e et e e e e aa e e e staeeeansseeesassaaessseeessseeesanseeesnnseas 124
ip dhcp tftp-server file ... 124
[ LoV o I Tt o 1 0BT V=Y U SPRR 125
Management ACL COMMANAS . cccccccerrrrerissssssmneerersssssssssmessssssssssssssnesssssssssssanssssssssasssssnnsnsssssss 126
MANAGEMENT ACCESS-IIST . ..ottt ettt e e e b e e e b e s b e e s e e sae e e neenaneenenean 126
permit (MANAGEMENE) . ... it s he e s b e s e e e s b e e e b e e e b e e s b e s s aa e s abeesaneesaneesan s 127
(o L=T NV (= TaT= o =T 4 1= 0 OSSPSR 128
MANAGEMENT ACCESS-ClASS . .eeiueiieiiiieeeiieeeeiteeeasteeeeeteeeesaeeeeaseeeeaseeeeaseeeeasseeeaseeeeasseeeaanseeesnsseeeaanseneaanseeenansees 129

show management access-list .
show management access-class .

Network Management Protocol (SNMP) Commands .
SIIMP=SEIVET SEIVET . cueuiiuiiteetieteeteateeueateatessessesseasessesessesseasensessansensessensansassessenseneaseeseaneeseeseeseeseeseeneaseeseaneasensesnesnen
SNMP-SEIVET COMIMUINITY . 1ueitiitiitietteteeteeteetesteseessessessesseseessensesassensessessenseseessenseneeseessaseaseeseeseeseeseeneaseeseaneasessessesnes
snmp-server community-group . ..

snmp-server view .
show snmp views .

SINIMP-SEIVET GIOUD . .eetttiiuuiiuniiuuee s a s s s s s e s s e s e a2 25 a 52 e e a2 e e e e e e e e e e e e aaaeaaaaaeeaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaeeeeeeeeeeeeeeeeeeereeeeeees 135
LS LTV ] o T | (0T OSSPSR 136
SIIMIP=SEIVET USEI . ettt e e s oo o s s e 244224 a 524422 e e e e e e e e e e e e e e e e e e e e eeeaeaeaaeaeaaaaaaaaaaaaaaaaaaaaaaeaaaaaaaaeaaeeeaeaeaeaaaaees 137
SNOW SNIMIP USEIS . weeiiiiiiie ittt e ettt e ettt e e et e e e ettt e e sab e e e eaaeeeesateeeaaabeeeaasseeeeasseee e nseeeeassaeeesseeeeanseeeeasseeeeasseeesanseeananseas 139
[ 0] REST=T YL G {11 (=Y OSSR 140
LS LoV 1] o I {1 C=Y £SO SR 141
[ 0] REST=T YL 40 ) SRS SR 142
SNMP-SEIVEr €NGINEID T0CAI . ...oiiiiiiiiie ettt e e e e e e et e e e s e e e ssseeeeesseeeeaabeaesassaeesassaeesanseeananseas 143
snmp-server enginelD remote .. 144
[ LoV g ] T =T o [ =1 | USSR 145
SNMP-SEIVET ENADIE TTAPS . ..veiiiiiiii ittt e e et e e e ee e e e st e e e ssae e e e ssseeeeaaaeeeeasseeeeasseeeeasseeesassaeeeassaeesansseasanseas 145
SNMP-SErver trap aUhENTICALION . ........oiiiiiii et e e e e s e e e et e e e e te e e e sabeeeeesseeeeassaeesanseeasenseas 146
SNMP-SEIVET CONTACT . et e s e e e e e e e e e e e e e e e e e e e e e e e e e e e e aeeeeeaaeaaaaeaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaeaaaeeeeeeaeeaeaaaaaaes 146
[ 0] R T=T YL (oY= i o OSSPSR 147
SIIMIP=SEIVET SEE . ettt s e e s e e s e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeeeeaeeeaaaeaaaaaaaaaaaaaaaaaaaaaaaaaaeeeaaaeaseeeeaeaeeaeaeaeeeaeaaans 147

Page 5/876 Version 1.0 06/03/2013



11

12

13

14

15

Amphenol

LS 01T 0 ] oSSR 148
RSA and Certificate COMMANGAS . ciiiiiiiiiccrserrrrrrsissssssssrreresssssssssmsseessssssssssmsssssssssssssnnnssssssaases 150
CIYPLO KEY JENEIALIE US@ . ...eiiiiiiiiiiiie ittt st st e b e e b e e b e e s e e e sbe e et e e st e e s aa e e sbe e s 150
(o141 (I G Ao (LA LT = L (= - WP PRR 151
(o577 01 (o T8 G328 141 o o SR 152
LS o0 o Y] 1 (0 3N )Y/ OSSR 154
Crypto CErtifiCate GENEIALE . ......oiiiiiiie e ettt et sae e et e e s ae e s aeeesae e 155
(o157 ) (o ot g 1] {[or= | (=R =L V11 SO OPRR 156
(oY o1 (O I o= T 1= (=T 4] o] o (PR 157
LS LoV o Y] 1 (0 I o =T & 1) o3 =S 162
Web Server COMMANTS . ciiiiiiiiceiaemerreeiaassssmereesesssssssmse s e s s sasasssasmeseesssssssssmnsssssssasssssnmsesssessanann 164

... 164
... 164
... 165
... 165

.. 166

ip http server .
ip http port .
ip http timeout-policy
ip http secure-server
ip http secure-port

ip https certificate . ... 166
show ip http . ...... ... 167
show ip https . .... ... 167
sslversion . ............... ... 168
LS Lo TS A= ] T o S PRR 168
Telnet, Secure Shell (SSH) and Secure Login (Slogin) Commands ......cccccceesssssssssssnsnsnnnes 170
10 IR =] LTS AT =T SR 170
L1 IESTS] T=T /= SR 170
1 IS N o1 SR 171
[T IRSS] A o= L1530 o T 1 o SR 171
L1 18] 0 (Y= U 11 o PR 172
[/ 1 (o T GV 180 2] VAol = V1 T o SR 173
LU= ol =) PR 174
L= V=1 o SR 175
LS 10T T o T SR 176
Show crypto Key pUBKEY-CRAIN SSN . ....ooiiie et s e e e e et e e e e e e et e e e s nsaeeeanneeaeennees 176
LiNE COMMANGS .uueeiirieiiiiissssmerreresssssssssmereessssssssssmsssesesssassssnmnssssssssssssnnsnssssssssssssnsnnnssesanssssnnnnnnees 178
TSP 178
L] 01T =T o PRSPPI 178
=101 o] o - 11 o RSP UPTRTR 179
(23 CCTo 114 T=To T | TP PP UPPRTRPOTPPTON 179
LS 0T TS 180
Authentication, Authorization and Accounting (AAA) COMMaNdS ....cccceeerinsseeesinssseesinnns 182
= U0 a1 T ) o= Ua o N (o T [ PP SPRRR 182
288 aUthentiCatioN ENADIE . ... .. ettt et s it e ae e e be e et e e eab e ettt e beeenteeeateenneeenaes 183
[[oTo T 1011 g =T gL Tor= o] o ISP 184
[1aE= Lo L= 0 (g 1= o o= i {o o USSR 185
[To R qLtToJ=TUL{aT=T o i o= To] o N TSP P PSR 186
Show authentication MELNOAS . .....coo ettt e e e s bt e e e bt e e s e e e aeeas 187
PASSWOIT . ettt s h e s he e e b e e st e e e h e e e b e e e b e e e b e e e R b e e e he e e b e e eae e e sh e e e b e e e b e e b e e e b e e s e s ae e saae e nane s 188

Page 6/876 Version 1.0 06/03/2013



16

17

18

Amphenol

[ o L €= T o S 188
SEIVICE PASSWOITU-TECOVEIY . ..ottt ettt ettt et ettt e he e bt e s b e e s e e e s ae e e et e s et e e sae e e eae e s b e e sab e e s ae e e sbeeeabeesaneesannenneeeans 189
[UET=T g o T PSPPSR OPPR 190
show users accounts . ... 191
F=.E2 Eo = Lo o 181 11T TN oo 10 SR 192
888 ACCOUNTING AOTLX . c.eiiiiieiii ettt ettt b e st et e e e et e st e e sae e e ebe e e b e e sab e e s an e e sbe e et e e saneesaneennneeanes 193
[ gL T ATR= Tod oo 1U a1 i1 T PO SPRT 195
[0 T3y 1o o LSRN o 0T =T o 4 SR 195
2 TSI 1Yo o LS3R= T |1 T SR 196
PASSWOITS NISTOTY . ..ottt ettt e et s e e bt e bt e e bt e e s e e be e e bt e eat e e st e e et e e e b e e s b e e saneenneenaneenaneenenean 197
PASSWOITS IOCKOUL . ..o st e e e b e e b e s b e s s e e s b e s ne e saneesan s 197
E TN oo [ gl a1y (o] Y/ {1 OSSR 198
SEL USEINAIME BCLIVE . ..eutiiiiiieiiieeiti ettt ettt ettt ettt et e sae e e bt e bt e e bt e ea et e ebe e ettt ea bt e eae e e be e e bt e ea bt e eae e e nbe e et e e nabeensneenneeeanes 199
ST LT = Tt SR 199
Set eNabIE-PASSWOIT BCLIVE . .....cuiiiii i st s e s s s e e e e e eae e 200
ShOW PasSWOrds CONFIQUIALION . .....coiiuiiiiiiiie e ciiee et et e et e e st e e e e e e et e e e st e e e esseeeeessaeeeansaeaeesseeeeansaeeeansseasansees 200
RADIUS COMMANGS . ceiririirerisssresisssssesssssmsesssssmsesssssmsssssssmssssssmssssssanesssssnnesssssnsesssssnsesssssnsanas 202
FAAIUS-SEIVET NOSTE . ..ottt b e bt et e e a e e e h e e bt e ea et e e b e e e b et e bt e e b e e eaneeeneeeaneenineenenean 202
FAAIUS-SEIVET KBY . ..ottt e b e oo s e e s h e e s b e e et e e s ae e e s b e e e b e e e b e e e b e e s aae e sbeesneesaneesanean 203
FAAIUS-SEIVET FEIFANSIMIL . ...eiitii ittt ettt et ee e et e s see e be e e beeeabeesabeesae e e beeeateeseeeebeeambeeambeeambeeaneeenseennneenreean 204
[ 0o [T RS SY oY V=T o 10 [ o T o SR 204

radius-server source-ipv6 .. 205

radius-server timeout . ... 205
radius-server deadtime . .. .. 206
SNOW FAQIUS-SEIVEIS . ...ttt e ettt e e e e ettt e e e e e e et aaeeeeeeeaaatsseeeeeeeeeassaaeeeeeeesaaanssaeeaaeeeaannssneeens 207

TACACS+ COMMANGS . aeercserirssressssnissssisssrs s s e s s s s s s e sasas s s e s s n e saan e nanenas 208
TACACS-SEIVET NOSE . ..ottt et e e e e a e e b e e e bt e san e e san e e st et et e e e st e e eaeeeaneeereenanee e 208
TACACS-SEIVET KBY . ettt h ettt ae e b e ettt e et e eae e e b e e e bt e san e e sae e e nbe e et e e e aneeeneeenne e e reenanee e 209
tacacs-server timeout ... 209
TACACS-SEIVET SOUICED . ..ottt s e e e e s e s e e e e e e b e s s r e e e e e e e saeeseesneeneennas 210
L= Lotz Lot T =T YT =T 01U ] ot 1Y SRS 211
L] L0 = L= Tt OSSP U RSP 211
375 (e T @ 1410 1= 1 0 o 1 213
[OGGING ON . et h e b s e e s s s he e s b e e st e e s e e e e b e e e b e e b e s e he e s ae e sae s 213
[0GGING NOST . e s e s b e s e e s h e e e b e e e b e e s b e e s aa e e s ae e s ae e saee e nae s 213
logging console . ... 214
10gGING DUITEIEA . ... e e s s 215
(o (==Y g (oo To oo T T U TR OO PO TR TP 216
10GGING T . e e e e st s e e b e e s sa e naee s 216
Clear 10gGING fIlE . ..o ettt st h e et a e 217
BB 1OGGING . ot e et e e e e e h e e b e e e e e e a e a e e et e s n e aeenae e s 217
FIlE-SYSTEIM IOGGING . .ttt ettt h ettt et e e ae e e e b e e e b e e s b e e sha e e sh e e e b e e e b e e eseeesbaeeabeesnee e 218
MAaNAGEMENT IOGTING . ..ottt e et e s e s b e et e e st e e s b e e e b e e e b e e e b e e s aae e s aeesneesaneeneneas 218
100GING QGrEALION DN . ..ot et e e bt e st e e s b e e e b e e e b e e e b e e s aae e sae e s neesaneenaneas 219
logging aggregation aging-time .. ... 219
109giNg header ENADIE . ... ..o et 220
10GGING OFIGIN-I0 . <o et e e b e e st e e s b e e e b e e e b e e e b e e s b e e sbe e s neesaneesaneas 220
SNOW [OGGING .+ ettt ettt b e e bt e e b e e s ab e s be e et e e et e e s ae e e e be e e b e e e bt e e an e e e e et e nan e nan e e nne e s 221
SNOW [0GGING FIE . et b e et b e ettt e s ae e e b e e e b e e e b e e saa e e sb e e et e e saneesaeeenes 222

Page 7/876 Version 1.0 06/03/2013



19

20

21

Amphenol

LS LoV VA= (o T =T Y €SS 223
Remote Network Monitoring (RMON) Commands . ...cccucceeernssneens

SNOW IMION STALISTICS . .eeiiiiiiiiiiiiie ettt e e e ettt e e e e e e bt e e e eaeaaaastbeeeeaeeeeasssbaeeeeeeseansseaeeaaeeaannsnneeens 225
[ o] ATt ] [L=Tx o] TS = LSRR 227
(S LoV g I oo 1= Tod o) o I - £SO 227
LS Lo LTV 42 N 01 o] Y/ OSSR 228
L0010 0 I=1F= T o PRSP UPPPRP 230
ShOW rmMON @larM-taBIE . .......oiiieiei e e e et e e e et e e e e b e e e nte e e e aabe e e e nteeeeanraeeeanraeenannes 231
£ Lo LTV 42T = = g o o PR 232
L0011 AT =2Y = o | OO PPPPPPPPN 233
show rmon events . ... 234
[ (o TV 14 To o N (oo PP SPRRR 235
[ o] TR = Lo 1=t SRR 236
S0 2200 15 @0 1 Y 4 - o 237
F= T N= 10T ) o= 1o 0 [ o1 SR 237
[ L= T Lo Gy o 11 oSSR 237
[o o] B Q= TU 1o B 4T o £ =T o [T RO E OO PRSP RPTOTSOPPON 238
dotlx guest-vlan . ............ ... 239
[o o1 i g T T=Ty V] o T I = g - 1] SR 239
[o oD qo T =TSy V] o T I ] 0= 0T | SR 240
[o o] Qg T 1 o1 o Lo [T T T USSP E TP PRSP PPTOTROPPN 241
AOtIX MAC-AUINENTICALION . ...eieiiiitiiiiie ittt ettt et s e e s ae e e be e e bt e sar e e e ae e e be e et e e neneenaneenneeeanes 241
[0 o80T = - o S 242
[o o 8157 o To 4 oo 11 o S 243
dotlx radius-attributes errors filLEr-Id . .........cooiiiiiii e 244
dotdX radius-attriDULES fIEr-IA . ..ottt 244
dotlx radius-attributes vlan . .. 245
(o oD q (= U1 =T o (o3 =SSR 246
[o o1 8D Q=T UU 11 =T 01T 1T SR 246
[o o i D QS VA (=T 4 = 10 1 o) o SR 247
[o oD Q114 aT=To LU Ao [UT 1= o= T Yo S 247
[o o1 i D Tq 114 a=ToT U1 A (=T U0 i g o =Y o o S 248
AOtLX tIMEOUL SEIVEI-TIMEOUL . ..eeieiiiiiee et e et e et e et e e ettt e e s sne e e e nee e e e neeeeeanseeeeneeeeaanseeeensaeeeennseeeannneeennneas 249
(o o3 i bTq 114 aT=ToT U1 A=TU] o 4= 0 U | SR 250
[o o i 5 Tq 114 g =0T Ui 07 o 1T 4 o o ISR 250
dotlx traps mac-authentiCation fAIlUIE . ..........cooi i et e e e e et e e e nee e e s nnneeeeneeas 251
dotlx traps Mac-authentiCationN SUCCESS . ....ciiiiiiiiiieeiiiie e eeiie et e et e e et e e st e e e nee e e e nneeeesnaeeeeneeeeannneeeeneeas 252
dotlx violation-mode .. 252
£ 0111 o 4 5 S 253
L] L0111V [0} Q= Vo 1V g Tt =Y o R 255
L] LoV [0 8 Q=] = U113 12 256
L] oLV [0 8 5 QL= =SSR 257
Ethernet Configuration COMMANAS . ..iiiccciemirriiiiirmerr e sse s mms e s saaan 259
101 G 0 = oSSR 259
interface range . ... 259
£ 101 o [ 1, o OSSPSR 260
[ o =T =i o] o I8 1114 RSP RR 261
(o LT o] 1T o SRR 261
LS 0 1= SRR 262

Page 8/876 Version 1.0 06/03/2013



Amphenol

[0 11T o =SS 262
L= o L= Lo o SR 263
FIOWCONTIOL . ettt h e b et ettt e et e e e ae e e b et e st e ean e e sen e e nbe e ettt e st e e eaneenneeeaneenanee e 264
flowcontrol .. 264
SNOW FIOWCONTIOI . ...ttt ettt s e e e he e e b e e sab e e e an e e nee e et e e et e e eeneenneeenes 265
006 ) TSSOSOV E O PRTUPRURPP 265
L0211 0] £ | SR 266
L0 L 18 L a] o Lo = 4= SR 266
(o[ T oo 1] ] =] £ T PRSP PP TP RTRPOPPON 267
SELINTEITACE ACLIVE . ...ttt a bbbt h ettt e bt s et e e ae e e bt e e bt e eab e e s be e et e e et e e naneenneeenes 267
EITdISADIE TECOVETY CAUSE . ...eiiiiiiiiieitiie ettt e e st e e st e e e et e e e e e e e e enteeeaanseeeeanseeeeanseeeeanneeeeanseeeeansaeeeanneeenannees 268
[0 [EST= o Lo =Yoo ) =T oY AN ) (=] V7= | SR 269
show interfaces configuration .. 269
show interfaces status . ............... ... 270
show interfaces advertise . .......... . 271
LS Lo T a1 (= g 7= U= o L= o] o] 1T SR 272
SNOW INLEITACES COUNTEIS . ..ottt sttt et e s et e e e he e e be e s bt e sab e e nbe e e beeeateennneenneeenes 273
ShOW POItS JUMBDO-TTAME . .. e e e e e e e e st e e e anae e e e enteeeesnteeeeanseeeeenseeeeanseeeeanneeennnses 276
ShOW EITAISADIE TECOVETY . ...ttt e et e e e e e e st e e e aase e e e anseeeesnseeeeanseeeeasseeeeansaeeennneeeennses 276
SNOW €IrdiSADIE INTEITACES . ... .ttt h e e bt e e ab e eab e e nae e e beeeabeesaneenneeenes 277
StOrm-control broadCast €NADIE . ...ttt 277
sStorm-control broadCast 1EVEI KDPS . ..ottt e e e e e e st e e e a b e e et e e e nr e e e e e e e e nnnes 278
StOrM-CONIOl INCIUAE-MUITICAST . ..ot b et e st et e et e et e e saneenneeenes 279
L] L0V (o] (B oo 311 (o PP U PPN 279
22 PHY DiagnoSticCS COMMANGAS . coceeeeierreiiiieaeanmere e e sasssssmmne s s s s sssssssmmsse e s eesassssmns s e s s as s s smmmnesnssansan 281
SISl er= o] (oo [ F= Vo L0 1S) 1 [o23h o [ SR URRR SRRSOt 281
[ gLz Lo (SR [ = Vo [ o 1S3 i o33N o [ USSR 281
show cable-diagnostiCs CabI-IENGLN . .......oiiiiii e e e e e s e e e e e e snre e e e anae e e e enneas 282
Show fiDEr-PortS OPLICAI-TANSCEIVET . ....ccceiiie ittt e e e e e e et e e e s be e e e aba e e e enseeeesnsaeeeanssaassnses 283
23 LT =T oY T =T =Y 285
green-ethernet energy-detect (GIODAI) . .......oooiiiiiiiiie e 285
green-ethernet energy-detect (INTEITACE) . .......coiiiiiiiiiii e s 285
green-ethernet short-reach (QIODAI) . ......c.eoiiiiiiii e e e e s s e e e e e e snre e e s naaeeeeenneas 286
green-ethernet Short-reach (INTEIFACE) . .....eiiiiiiie e e et e e e s e e et eeenneeeesanseeeenneeas 286
green-ethernet SNOM-reach fOrCE . ... .o e e e e s e e e e e e nne e e e e nnneeeenneeas 287
green-ethernet short-reach threshold . ... s 287
green-ethernNet POWEI-MELEN TESEL . .....iiiiciiieeiiiie et e e et e e ettt e et e e e et e e e sateeeaaaaeeeeasseeeessseeeaasssaesasseeesassaeeaanseeasasseas 288
LS LoV (=T = i T T SR 289
24 Port Channel COMMANGAS . .uiiiiiiiiciisemrrerrrisssssssreesesssssssssmsre e s essasssssmnssesssssasssssmsesnsssssasssnnnnsnnsss 291
CRANNEI-GIOUD . oottt ettt ettt ea e b et b e e b e e s et e e e ae e e et e e et e e eae e e ae e e b e e ear e e nan e e nbeeeteenaneeneneennneeanes 291
POrt-Channel 10ad-DAIANCE . ........oie ettt st et e bt e b e e ne e s e nane s 291
ShOW iNterfaces POrt-CRANNEI . ..ottt e et e st e et e seneesaeeeee 292

25 Address Table Commands . ...

o] To [o T 4 aTU ] LTt A 11 (=T o S 293
o] 1o [o TN 41U LT TS A o o [ 293
Dridge MUILICASE AUAIESS . ...ttt b e e bt e et e s ab e e be e e bt e naneeseeeenbeeeneeaneeas 295
bridge multicast forbidden QAAIESS . .......eiiiiiiie et 296

Page 9/876 Version 1.0 06/03/2013



26

27

28

Amphenol

o] 1o [o = 4 aTU ] LT TS AT o =T [ | =SS 296
bridge multicast forbidden iP-addreSS . .....cooo i e nnaes 297
Lol 1o [o = 4 aTU T L= TS =T LU o= (o1 SR 298
bridge multicast forbidden SOUICE GrOUPD . ..ooieeiiiii et e e e s e e e e e e nn e e e e nnneeeenneees 299
bridge MUItICAST IPVB MOTE . .. ..ttt e e e e st e e e e e e s et e e e snneeeeeneeeeenneeeeeneeeeeanneeeenneeas 300
bridge MUItICaSt IPVB IP-AAUMESS . .....eiieeiiee et e e e et e e s e e st e e e st e e e s neeeeeseeeeenseeesanneeennneees 301
bridge multicast ipv6 forbidden iP-AdArESS . ....coiiiiiie et e e nnaes 302
bridge MUItICaSE iPVB SOUICE GIOUP . ..eeeiiiieeiiiieeeeiie e e eiiee e sttt e e st e e e st e e s e e e e amneeeesnseeeesnneeeeanseeeenseeeeenseeeannseeennneees 303
bridge multicast ipv6 forbidden SOUICE GrOUP . ..oocueiiiiiiiee ettt e e e s e e enee e e enee e e e nnneeeenneees 304
Lol gTo [o T 4 aTU T L Tor= TS U =T o ] (=] Yo PR 305
Lol 1o [o = 4 aTU ] LT TS A {0 2= Yo - | S E 306
bridge multicast forbidden FOrward-all . ............oooiuiiirie e e nnees 306
o] 1o [o T 0T g L= T3 AE ] 0124 011/ o SR 307
ShOW Dridge UNICASE UNKNOWN . ...eiiiiiiieeiiiee e siiee e e se et e e et e e e st e e e s neeeeeanseeeeasseeeeanseeeeanseeeeanseeeaanseeeaanneeennnses 308
MAC AAArESS-tADIE STALIC . ..iiiiiitii ittt ettt e s b e e e b e b e an e n e ne e naneenene s 308
Clear MAac AddreSS-tADIE . ..ot h ettt 310
g Vo= Lo [0 [f= TS = T o] (= Vo [T T (] =SSR 311
0L Y=Y oL U 1 SR 311
0T AET =T o0 120 0 0 oo [ SR 312
POIE SECUNILY IMIAX .+ weeeetiieesieeeesitieeesauueeessseeeeaaseeeeaaaseeessseaeeaaneeeeaanseeeeanseneeanseeeeansseeeansaeeeansseeeannseaeansseeeansnnennnseeenansees 313
POrt SECUrity roUted SECUME-AUUINESS . ..eiiuiieeiiiieeeiiieeesieee e st e e st e e e steeeesaeeeesseeeesseeeeaseeeeaanseeeansseeeannsenesnnseeesaneees 314
SNOW MAC UArESS-TADIE . ...ttt a et e bt bt e s bt e s ab e e s be e et e e e st e e naneenneeenes 315
ShOW MAC addreSS-tahIE COUNE . ..ottt a e bt et e b e e e e et e e et e e saeeenneeenes 316
ShOW bridge MUIICASE MOTE . .....eeeieiiie et e et e e st e e e st e e e s b e e e asseee e steeeeanseeeeasseeeeanseeeaanseeannnsens 316
show bridge multicast addresS-table . .........coo it eennaes 317
show bridge multicast address-table STALIC . .........ccciiiiiiie e e 319
Show bridge MUITICAST fIILEIING . ....eeiiiiie e e e e e e s e e e st e e e s steeeeanseeeeasseeeennseeeaanseeeennnes 321
show bridge MUItICASt UNFEGISIEIEA . .....ccueiieeiiiie e e et e et e e e st e e e st e e e s nteeeaanaeeeeasseeeeanseeeaanseeeennnes 321
LS Lo LTV oo €38 =T U 1SR 322
SHOW POItS SECUIMLY AUUINESSES . ..eiiiiiiiieeiiiieeiiiee e sttt e e st e e e ee e e st e e e esaeeeessteeeaanaeeeeasseeeeasteeeaanseeeeasseaeeanseeeaanseeannnses 323
bridge MultiCast reSErVEA-AUUIESS . .....cccuiie it e e e e e s e e e e tee e e e nteeesasseeeesseeeennseeeaanseeannsses 324
show bridge multiCast reSErved-adarESSES . .....ccciciieiiiieee e seie e ere e see e e s e e e steeeesteeeeaseeeeerseeeeansaeeeansseassnsees 325
Lo T a1/ oY o 11 o T g @ ] o 11 41> g o £ 326
[0t 1470 11 (o OSSPSR 326
[ Lo LTV o o] £=30 1 0T o1 (o U OP SR 327
[oZo gl aToTaT1 (o] gy s oo [ TSP 328
SFIOW COMMANAS . .eeeeeeiiiiiiiseccsnerrerssssssssmsereeeesssssssme s e e s eessssssmnneeenssasassssmsnnesnssassssnnnenenssasnssnnnnns 329
LS 01TV (=0T = Y= PR 329
STIOW FIOW-SAMPIING . .ottt ettt e e b e e st e s e e e ae e et e e et e e saneenneeenee 329
STIOW COUNTEIS-SAMPIING . ..ottt et e e bt e st e e e e e e et e e st e e naneenneeenes 330
[ 2= TS 0 AR o] o= PR 330
LS LoV} 01T oo T T = LT o SR 331
SNOW STIOW STALISTICS . ...ttt ettt et st e s ae e e be e e r e e ean e e san e e sbe e et e e neneesnneenes 332
Link Layer Discovery Protocol (LLDP) COmMmMAaNdS . ....ciiccccicmmrrrnisiscssmsee s ssssmmms e ssanas 333
1 T I o TSR 333
1 T IR = 10 72 11 SR 333
1 T oI SRR 334
1 T IR 0 0 =Y SR 334
1 T oI aTo] o B a T 11T o 1= SRR 335

Page 10/876 Version 1.0 06/03/2013



29

Amphenol

1 T (0 336
1 T I 1= - S 336
1 T I o] o] (T = S 337
1L T oI =T E= T =T g =T T = Vo Lo =TS 337
1 T I8 0] 11T 0%= o g S 338
1 T oI To] (1 Tor= X0 ] K3 T 1 =] - S 339
1 T 1 oo S 339
1 T oI T=To =T g = L) S 340
1 T 00 11T S 341
[1[e]oRaqt=To Walo] iyilor=NiloTat3h o] o ol [oTe )V o o= a T [ 341
IIdp Med fast-Start FEPEAI-COUNL . .......iiiiiiee et e e e e s tee e e st eeaneeaesseeeeaneeeeaneeeeenseeeannneeeeanneeas 342
lIdp med Network-poliCy (GIODAI) . .....oieee e et e e e e e s e e e e e e n e e e nn e e e e nnneeeennneean 342
(1o T oI aqT=To I T=Y AV ol g g oTo] o VAN (11 =] =T =) S 344
[ L= U 1o | o T8 = Lo = S 344
1 T I8 0 T=To 1T Tox= 14 o ] o S 345
£S] aTo LTV 1o T I oo o 18 = Lo o S 345
(S g T XAV 1o o I g =T It ) o (U= L 4o o S 347
(S LoV 1o [ I ootz LR 1 VAT 1 V7= T4 o - Vo o 348
LS Lo 11T | oo I o | S 349
LS LoV oo I = To | a1 oo =S 351
LS LoV oo T3 = L4 Tt 354
Spanning-Tree COMMEANAS ..iiiiicccemrerrriirerssnmrr e e s rs e ssmse e e s e s as s s sms s e e s ee s s e smmme e e e s sa e s mmnneenessnnnen 356
LS o L= a1 LT T (== RSP R 356
LS oL AL al oY R == o o [ PSSR 356
SPANNING-Tree FOMWAIT-TIME . ..iiiiiiiieiie et e e e e e e et e e e e e abeeeeasseeeeesseeeeansaaesessaeeeassaeesanseeasanseas 357
SPANNING-TrEE NEIIO-TIME . ..t e et e e e ettt e e e et e e e e abeeeeasseeeeesteeeeasseeesassaeeeassaeesanseeananseas 357
SPANNING-TIEE MAX-AQE .+ +eeeeuvereeirieeeateeeeaittrasiteeeaaseeeaaseeesaseeeaasseeeaassaeasassseeaasseeesassseesasseseaassesesassseesassaeesassseessssees 358
o alalaTo R (==l o1 o] 11RO SRR 359
SPANNING-TTEE AISADIE . ..eiiiiiie ettt e ettt e e s e e e eaae e e e eateeeaeabeeeeasseeeeasseeeaasseeesasseeeeassaeesanseeasanseas 359
[ oAl al gV R (=TT o0 1) USSR 360
SPANNING-TIEE POI-PIIOMILY . c.veieiitiieeiiieeeiite e e e ettt e et e e e st e e e e teeeaaabeeeeasaeeeessseeeaaaseeeeassseeeasseeeaasseaesasseeesassaeesanseeasasses 361
oAl alaTo R = Tc R o To 41 = ) APPSR 361
SPANNING-TIEE INK-TYPE .+ oottt ettt e e ettt e et e e e saaa e e e sseeeeaasseeeaasseeeesseeeaasseeessseeeensseeeaanseaensneas 362
spanning-tree PathCoSt MELNOT . ........oiiiiie e e e e st e e et e e s eab e e e e sseeeeesseeesanseeeeasseas 362
spanning-tree bPdu (GIODAI) . ... ..ooiiiiece e e e e e e e et e e e e e e e b e e e e aarneeaaareaeeanneas 363
spanning-tree DPAU (INTEITACE) . ...eii et e e e et e e e saa e e e ste e e s anaeeessseeessreeesnnseaeesneas 364
SPANNING-TrEE QUAIT FOOT . ...uiiiiiiiii it e ettt ettt e ettt e e ettt e e e ettt e e e etbeeeaaaaeeeeeaseeeasseeeeasseeessseeesassaeeansssaeessneesnnseeesnsneas 364
S oL el alTaTo R g =T=R o] oo 0o U o o I USROS P PSR 365
clear spanning-tree deteCted-ProtOCOIS . ....co.iiii ittt e et e e et snb e e nneeas 366
SPANNING-TrEE MSE PHIOMILY . ..o e st s he e s e s e e s e e aa e e ne e s 366
SPaNNING-tree MSE MAX-NOPS . .....eiiiii s s s e e s e e ae e 367
SPaNNING-tre€ MSE POIT-PIIOMILY . ....ooiiiiiii e s s s ae e st s ae e s e e ae e s 367
SPANNING-TIEE MSE COST . ... e st e e ae e e e s e s s e s ae e s e e st e s e e e aa s e ne e s 368
spanning-tree MSt CONFIGUIALION . .......ooiiiii e e s s s 369
INSTANCE (MST) oottt e e s e s b e e s b e e s e e e s he e e b e e e b e e s b e e s b e s ebeesabeesaneesannebn s 369
NAME (IMST) .« ettt e e s e e e b e e e b e e e b e e s b e e e b e e e b e e s ht e e s he e e b e e e b e e e ab e e s ab e s abeesbeesaneesbneenbneas 370
FEVISION (MST) & ittt b e e e s h e e b e e s b e e s h e e e s he e e b e e e b e e s b e e s ab e e sba e s beesaneesbneenbee s 371
SNOW (MST) .+ oottt ettt sttt a et e st s et a e s s s st en st en et en s et s s e s en st ans et ena et naesenaans 371
EXIL (MST) - oottt ettt ettt e s e e e e e s s e e st e e s st e e s e e s e s et ee st a et et en et en et en e et n e s neen et ena et enaesnaeneraes 372
AOIT (M) & ittt h e s e e e b et et e e s h e e e e h e e e e be e e b e e e b e e sha e e b e et e e e b e e e e a e e e 372
SNOW SPANNING-TIEE . ...ttt h e et e e s et e s a e e e e b e e e b e e s b e e saa e e s be e st e e sareesseneebeeeneesanas 373
ShOW SPANNING-rEE DPAU . ..ottt st e b e s e e s e e e e e e e e s e e e s aeneeneeeanis 382

Page 11/876 Version 1.0 06/03/2013



Amphenol

LS oL aTalTaTo R = T=TN (o] o] =Tt 2 o 11 - o S 383

30 Virtual Local Area Network (VLAN) Commands .

VIAN ALADASE . ..o b e e e e e 385
1Y, o IO T U PO OO PO U P TOTRTOPRTOPRPRN 385
SNOW VIBIN .+ ettt ettt e h et e st e e s he e e e b e e e b e e s b e e s e e b e e et e s an e s e e 386
INTEITACE VIAN . ..ottt e st e e s b e e e b e e e b e e s e e s aae e sbe e s neesaneesaneas 387
INTEITACE FANGE VIAN . ..ottt e st e s b e e e b e e b e e s b e e s aae e sae e s neesaeeeseeeas 388
= 00T N 389
switchport protected-port . .. ... 389
Show iNterfaces ProteCIEU-POITS . .....c.ooiiiiiii et e e st s ee e e ae e e ne e e 390
SWILCRPOIt COMMUNILY . .ottt s e e s e e s e e e e e st e e s ae e e s e e e sneeeanis 391
SWITCRIPOIT ettt ettt e e et e e s et e e s he e e e b e e e b e e sab e e s he e e sbe e st e e st e e s aenenne e e s 391
SWILCRPOIT MOTE . ..ttt et st e e b e e e b e e s e e s e e e e e st e e s e e e s ae e e sneeeans 392
SWILCRPOIT ACCESS VIAN .+ ..ottt e e st ea e e ae e e sne e 393
SWILChPOrt trunk @llOWEA VIAN . ..o et e e sae e nne e e 393
SWILChPOIt truNK NALIVE VIAN . .o sttt s en e e nne e 394
switchport general AlIOWE VIBN . .........ocoiiii ettt et et 395
SWILCHPOIT GENETIAI PVIA . ...ttt e a e bt e s e e s s e e e e et e e s eneeneneenneeens 396
switchport general ingress-filtering disable . ... 398
switchport general acceptable-frame-type . ... 398
SWItCNPOIT CUSTOMET VIAIN . ..o s 399
L1 e] T oo A T o] (=Tt =T PO P PP 400
MapP ProtOCOI PrOtOCOIS-GIOUP . ...eeeiuiiiitieiitie it ettt et e et e st e et e e bt e e e e sae e e be e st e eseee e be e e b e e e b e e sabeeaseeeneesaneeneneensnean 400
switchport general map pProtoCOIS-groUD VIAN . ......cccuiiiiiiiieiiie ittt ene e 401
SNOW VIAN PrOtOCOIS-GIOUDS . ..ottt ettt ettt ettt st e s b e e b e e s b e e san e e s ae e et e e et e e neneennneeneesans 402
L E=T N g E= T g F= T2 o | o N 403
switchport general map MacCS-groUP VIAN . ......eoiiiiiiecee et e et e e et e e s sne e e ente e e eneeeesnnneeeeneeas 404
L] Lo YT I g o Tt o | {010 o SR 405

map subnet subnets-group . .. 405

switchport general map subnets-group vlan .. .... 406
show vlan subnets-groups . ... 407
LS3TT71(od ] oYt 0] o T [ 1= 0 TNV - o SR 407
L] Lo T 1 (= 7= Lo =SR] o1 o S 408
L] Lo T (= 7= Lo SRR o] o1 o S 410
1oL = g = BT LY=o o - o S 411
LS Lo Y =TI (= g = LT TV T S 411
SWItChPOrt aCCESS MUILICAST-EV VIAN .« ..ot e e et e e et e e e ane e e ene e e e eneeeeennneeeeneeas 412
SWitchport cuStomMer MUIICAST-IV VIAN . ...t e e et e e et e e s sne e e s ne e e e eneeeesnnneeeeneeas 413
SNOW VIAN MUILICASE-V . .ottt s et e s he e e bt e et e s s e e bt et e e nateenaneenneeenes 413

31 IGMP Snooping Commands .

(190 TeTaq] I3 aoTo] o] 1aTe I (€1 o] o - 1) SR 415
[T oo T a ] o IS o To] o 1T IR/ - T oIS 415
IP IgMP SNOOPING VIAN MIOULET . ..ottt s e e b e e b e e s e e s s sbe e s ne e saneesbne s 416
ip igmp SNOOoPING VIaN MIOULET INTEITACE . ...ccueiii et e et e e et e e s aa e e esee e e ssreeeeanseaeeeneeas 416
ip igmp snooping vlan forbiddeN MIOULET . .......oiiiiiie et e s e e st ee e e e nte e e s naeeesssaeeeannseeeennseeeenneeas 417
[T oo Taa] o IS aoTo] o TaTo IRV = T TR] r= L oSS 418

... 419
... 419
... 420
O 421

ip igmp snooping vlan multicast-tv .
ip igmp snooping map cpe vian
ip igmp robustness .
ip igmp query-interval

Page 12/876 Version 1.0 06/03/2013



Amphenol

P IgMP QUETNY-MaX-TESPONSE-TIME . ..oiiiiiiiieeiiiieeeitie e e eeee e et ee e e st e e e sneeee e s eeeeeanneeeeanseeeeanneeeeaneeeeansaeeeannseeeaanneeeenneees 421
ip igmp last-MembBer-qUETrY-INTEIVAI . ........oo i e e s e e e s e e s e e e ene e e e s anneeeeneeas 422
ip igmp snNooping VIan IMMEAIAtE-IEAVE . .........eieiiee et e e s e e e s e e ene e e e eneeeesanneeeeneeas 422
(S g TNV T o I e T ] o =T T Yo 11 T I 141 €010 1 (= S 423
(<] g TV o e [ ] o T T o] o1 0T T 1 (T =T =SSR 423
(S g T2V T o I e T ] o =T T Yo 11 T T [ o T LSS 424
(S g T2V \VANT o I Te T ] o JE=T T Yo 11 T I ¢ 410114 o= L] SR 425
(S g TV o I e T ] o =T T Yo o1 T o o TSR - L LSS 426
32 (1 =AVAGR\Y/1 I D25 g Te Yo o X1 T I @20 .41 42 -0 o - 427
[TV (SR aal (o =T aTeToT o1 aTo I (©3o] o - 1 ) IR 427
[TV (SR aa (o =T aTeToT 1T aTo Y/ = o SRS 427
IPVE MIA FODUSINESS . ..ottt e et e ettt e e et e e e et e e e e aae e e e aaaaeeeeasaeeeensseeeassaaesnsseeeanseeesanseeessseas 428
iPV6 MId SNOOPING VIAN MIOULET . ...eiiieiiieie ettt et e e et e e e et e e e s b e e e esaeeeensaeeesnseaesnsseeeesseeeannseeesnsnas 428
iPV6 MId SNOOPING VIAN MIOULET . ..eeiiiiiiiiie ettt e e et e e et e e e s e e e etaeeeensseeesnseaesnsseeeanseeeannseeesnnseas 429
ipv6 mid snooping vian forbidden MIOULET . .......ccuiiiiiiiie et e e s e e et e e e enr e e e snnaeaeeenneas 430
iPV6 MId SNOOPING VIAN STALIC . ..eiiiiiiiie ittt e e e e e e s e e e e ta e e e e steeesaseaesssseeeesseeeannseeessneas 430
IPVE MIA QUETY-INTEIVAL . ...ttt e ettt e ettt e e st e e e et e e e e aseeeeaasaeeeeasseeeansseeeanseaesnsseeeasseeeannseeesnsseas 431
iPV6 MId QUErY-MAaX-TESPONSE-TIME . ..iciiiiieiiiiie et e et e ettt e e et e e e et e e e eaeeeeaaaeeessaeeeansseeesassaaeensseeeasseeeaanseeesnnseas 432
ipv6 Mid last-membEr-QUErY-INTEIVAI . .......oooiiiiiiie e e e s e e et e e e et e e e s eaa e e e sssaeeeenseeesanseeeeneeas 432
ipv6 mid snooping vian iMMEdIate-IEAVE . ..........cccuiiiiiiiee ettt e e e e e et e e e st e e s nnaa e e e eneeas 433
Show ipV6 MId SNOOPING MIOULET . ....eeiiiieii ettt e et e e e et e e e eaa e e e e eabe e e e sseeeeanseeeeesseeeeasseeesanseeennnseas 434
Show ipv6 mld SNOOPING INTEITACE . ....eiieieiiie ittt ettt e s ae e b e et e e eabeesbeeenbeeenseesneeanneeennes 434
ShOW iPV6 MId SNOOPING GIOUDS - cnieiie ittt ee ettt ettt et e e e ettt e e ab et e e aab e e e e e sttt e e aab e e e e eabe e e e anbeeeeanneeeennnes 435
33 Link Aggregation Control Protocol (LACP) COMMANAS . .cccccceerrrrsmrrrssssneerssssressssssesssssneesaas 437
JACP SYSTEMI-PIIONILY . oottt ettt ettt s e bt e et e st e e b e e bt e e et e e s e e e e b e e e b e e e b e e saneenneenaneeneneenenean 437
LE=Tot o Qe To] 4 o] g To 11 1A U SO USSP O POV RO PPTUPTRPRPP 437
JACP TIMEBOUL . <.ttt et e b e e bt e et e e h e e be e e bt e s et e e s b e e e b e e e bt e e b e e saneenbeenaneenaneenenean 438
L] 1101V = Vo o T T O OO RO TP U URPTRTROPPON 438
L] LoV = Tox o I o g o = U o T SR 440
34 GARP VLAN Registration Protocol (GVRP) COMMANAS . ccceiriiiiiicsismmrrersessssssmmsesessssssssnees 442
(o Vg s JN=IaT=To LI (€1 o] o - ) RS URR 442
(o Vg S I=Ia =T o LI (a1 (=T = Lo ) SRR 442
[o E= g o 10 1T PSR 443
[o Vg IRV = ARt (== Vo o o] f oo OSSPSR 444
[o Vg LT 1S3 (=i o] o o 0 oo SRR 444
(o LT U 1Y TS = LA 1S £ SR 445
[ gLV e 174 o JoTo ] o U = i o o RS PRR 445
[ Lo o 1Y o TR = L) [t PSSR 446
LS LoV e 1Y o I =T 0] Sy = L1 £ £ PRR 447
35 VOICE VLAN COMMANGAS . weecerrrrriisssssnmrrrssisssssssssnssssssssssssssssssssssssssssnsssnsssssssssssnssnsssssssssssnnnsnnssns 449
A Lo TTot Y =T g TS = L= S PRRPSt 449
Ao [T =T I To OSSO UROPRPR 449
VOICE VIAN OUI-LADIE . .ottt ettt h bt e bt e b e e eab e e shb e e ebeeeabeeeabeeeabeeabneebeeeanea e 450
VOICE VIAN COS MOTE . ..ttt ee e bttt ea e bt et e e et e e eh et e a e e e bt e eab e e she e e nbe e ettt eabeeenneenneeeneenanee e 451
LTt =T g T o0 LSSt 452
VOICE VIAN @QING-TIMEOUL . .ottt ettt e e e e sttt e e aa bt e e e e ane e e e eabe e e e aabeeeeaabeeeesnbeeeeanne 452
VOICE VIAN ENADIE . ...ttt h ettt et e ab e e eh et e b et e bt e sab e e ehb e e ket e beeenbeeenbeeaneeebeeea 453

Page 13/876 Version 1.0 06/03/2013



36

37

38

Amphenol

VOICE VIBN SECUIE . ..ttt ettt ettt ettt a e h ettt e et e sh et ek et et e e e as e e eae e e b et e bt e san e e nee e e et et ettt esseeemneenneeeneenanee e 454
SNOW VOICE VIBIN . .ottt h ettt et ettt et esee e e ae e e b e e s bt e e et e e e be e et e e neneenaneenneeenee 454
Loopback Detection COMMANAS . .ouiiiiiiiiciimeres e iassesmses s s s ssmme e sa s smmsn e e e s sa s smmnne e s e s sannan 456
loopback-detection enable (GIODAI) . ........ooiiiiiiiir e e e e s e et a e e e nr e e e e naae e e enres 456
loopback-detection enable (INTEIFACE) . .....cciieiiiiiie et e et e e e e e e e s aa e e e essaeeeenreeesanseeeeseeas 456
[[oTo] o] oF=Ted Gto [T 1=Tox 1o o I 44T Lo [ PSPPSR 457
[[oTo] o] oF= el 1Gte [o1 (= Tox T o I (=Y V7= LSRR 458
[ gLV (e o] o] o = Tod Ko [=1 =T o £ o o ISR 458
DHCP Snooping and ARP Inspection COMMaNdS . ..cccceviicccvssemeerressssssssssessssssssssssssessssessanns 460
10 | gTo] o JK=] g o o] o1l o T RN U OSSOSO OV RO PRTURROPRPP 460
IP ANCP SNOOPING VIAN . ..ottt ettt st a e e b et et e e st e e s b e e e b e e e b e e e b e e saneesne e e neeneneenenean 460
1000 LT o IS o o] o1 Vo IR0 0L S PR 461
ip dhcp snooping information option alloWed-UNErUSTEA . .........ccceiiiiiiir i e 462
(100 Lo IS g ToTo] o1 a Vo JRY/=T 4 Y/ PR 462
(100 a1t IS gToTo] o1 g Vo Je Fo = L F= ] = SR 463
ip dhcp snooping database UPAALE-TrEO . ...ccc.eeiiiiiie e s e e e e et e e s e e et eeeeneeeeeanneeeenneees 463
(192 1o o I3 o To] o 1T I 1 o L1 T [ SR 464
[l [=F= U T oo [ g o3 o =T g ToT o] o 1o [0 = U= o - T =SSR 465
LS Lo 111V o I | T4 o K= o T Yo o] 1 o S SR 465
(< g o201V o Je | Tt o JE=3 o T Yo o1 T I o 1o 1o 5N SR 466
10 IR0 10T o= o 11 - o SR 467
[T @IS0 10T o= o 18 E=T o o1 To 11 SR 467
iP SOUrCe-guUArd tCAM FEIMES-TIEO . .ouiiieiiiiee ettt e s e e st e e st e e s e e e e nee e e s aneeeeenneeeesanneeeeanneeennneees 468
(1o JRo 10T o= [U E=T o I (=T oI (o= | (=SS 469
show ip source-guard CONFIQUIALION . ......ccueiiriiiieeiiiee e e e stee et e e s e e e st e e e st e e e s e e e e s neeeeeanneeeeanseeeeansneeeanneeennnnes 469
SNOW IP SOUICE-QUAIT STALUS . ....eeieieieiieeieiee ettt e et e e e st e e st e e e st e e e sneeeeesnteeeeanseeeeanseeeeanseeeeanneeeeanseeeeansneeaanneeenannes 470
ShOW IP SOUICE-QUAIT INACLIVE . ...eiiiiiiieeiiiee et et e et e e st e e e st e e e s nee e e e anaeeeeanseeeesnseeeaanseeeeanseeeeanseeeeanneeesannes 471
ShOW IP SOUICE-QUAIT STALISLICS . ..eeiiiiiiieiiiiieeeiiee st e e st e et e e e st e e e st e e e st e e e anaeeeeanseeeeaneeeeeanneeeeanseeeeanseeeeanneeennnses 472
1= T ] =T (o o SR 472
1= Vg o] ] =T (oo TRV - oSSR 473
1= T ] ] =T (o T 1 1= SR 474
(1o 0= Vg o] ] o =T (0T TRV = 1 = SR 474
(100 Vg o] ] =T (o TN ) o] £ Y- LS 475
1200 TSR 476
(1o I= Vg o] ] =T (o TN Sy = Tt o | o SR 476
(1o 0= Vg o] gty oT=Tex i o g T (oo To T o To T 1 =] A7 LSS 477
LS LoV o T U4 o I T 1] 1= o o OSSR 477
LS LoV o I U o IR 1] o T= o o T T SR 478
ShOW ip @rp INSPECLION SLALISEICS . .eeeiveieiiiiieeeiiee st e e et e e st e e e st e e e st eeasaaeeeessseeeessteeeeanseeeeasseeeeanseeeaanseeasanses 478
clear ip arp INSPECLION STALISHICS . ..eieiiuiieeiieiiee et eeie e e et e e et e e e st e e st e e e s e eeesaeeeessseeeesnsaeeeanseeeesnseeeeansaneeanneeaennsees 479
DHCP Relay COMMANUS .iicciiaeerreriiiiiessmnrressssassssmmssssssssssssssmsssssssssssssssmssssssessssssnnmssssssssssssnnes 480
ip dhcp relay €nable (GIODAI) . .....ccociiieiiee et e e e e s e e st e e s teeeeenteeeaanaeaeesseeeenseeeaanseeeennnes 480
ip dhcp relay enable (INTEIACE) . ..oc.iiii ettt e e e e et e e s st e e e e nteeeeanseeeesseeeessneesanseeeeanses 480
ip dhcp relay address (GIODAI) . .....cc.uiiiiiiie et e e e e e et e e e e ate e e e na e e e e reeeeennreeeeanreeeeanres 481
(100 [aTed o1 {o]q g4 F=XiloT g T ) o o OSSPSR 482
[ g LoV o e aTed o BT a (o] g aT= 14 (o) o] o140 ] o SRR 482

Page 14/876 Version 1.0 06/03/2013



39

40

41

Amphenol

IP Addressing Commands
P AdArESS .« e
ip address dhcp . ......
renew dhcp . .coeeneeen.
ip default-gateway . ......
show ip interface . ........
=T o SR
arp timeout (Global) . ......
arp timeout . ........cccceeene
ip arp proxy disable . ....
ip proxy-arp . ...ccccceeeennne
clear arp-cache . ...
showarp . .ccoceeveeiiieeens
show arp configuration . ..
interface ip . .ooceeeeieeeen.
directed-broadcast . .....
broadcast-address . .....

ip helper-address . .............
show ip helper-address . ....
source-precedence .

IV g T T=L @0 5 ¢ 22 = T Lo £ 496
INTEITACE TUNNEI .« .ttt e e e ettt et e e e e e ab b et eeee e e e s teeeeeaeeaeasssseeeeaeeeaanssbaeeaaeeaaannsanaaaaaeaann 496
L8[ a e[ o [S1S] 1] =Y i o o TP PPUURSRTP 496
TUNNEI MOAE IPVBIP . .ttt et sh e e e b e e e b e e s b e e sha e e sb e e st e e e b e e s bb e e sbeesbeesanee e 497
TUNNEI SOUICE . oottt e ettt e e e e ettt e e e e e e eaab et eeee e e e aasseeeaeaeeasstaeeeeeeeeeassssseeeeeeeeansssaeeeeeseaansssaeeaaeeaannssnneeens 498
SNOW IPVB TUNNEI . L.ttt e e e st e st e e s ae e e e b e e s b e e et e e s ae e e sb e e st e e saneesaenens 499
DHCP Server COMMANGUS ..ccccceseerrriiirssssssnressssasssssssssssssssasssssmsssssssssssssssmsssssssssssssssnssssssasssssnnnns 500
1000 LT o TS T SR 500
1P ANCP POOI NOST . .ttt e b e e et e e ae e e bt et e e st e e s e e e e b e e e b e e e b e e eaneesneeeneenineenenean 500
IP ANCP POOI NEIWOTK . ..ot st e e b e e bbb s ne e saeeesan s 501
F= Lo (o TSR (T [ o T OSSPSR 501
F= Lo (o TSR (T [ = AN =T 4o T SR 502
[T T U OSSO OV R PR PRSPPI 503
[ 1=T 51 o g = T 1= TP PPUT RSP 504
(o= 10 ] L o 10 (T RSP RR 504
Lo ST Y PR 505
[o o] g =TT o Bl g F= 1041 T T R T PP P PP PP UPPTRTRPOPPON 506
L (o[0T T = T =TT T SRR 506
Lo (0TS aTo o [ Y/ o 1= USROS 507
NEXE-SEIVET . e eiiii ittt et et e e ettt e e e e e s aabe et e e e e e e sttt e eeeeeaaaaseeeeeeeee e e e nnbe et e e e e e e e n s bt e e e e e e e e e nnnbbeeeeeeeeannbbeeeeeeeeanntnneeeaeeaann 507
NEXE-SEIVEI-NIAITIE . ...eittiiiei ittt e e e e e ettt e e e e e e sttt e et e e e e e a s tee e et e e e e e aaa s b e et e e e e oo s s et e et e e e e e e asbbe e et e e e e e e anb e et e e e e e e aanntnneeeeeeenns 508
oo L] 11 1= TP UPPRRP 509
LR a TSR T= Y= SRS URRROTSOt 509
[ o1 1o o TSR 510
100 1o o I =21 (ed 10T (=T B= T o LSS 511
IP ANCP PING ENADIE . ...ttt et e h e et e st e s e e e e bt e e b e e e b e e san e e nae e e neenaneenanean 512
PING NADIE . .o 512
190 aTo o 38 oo oo T | USSR 513
190 LT o I8 oo R {10 1T 11 SR 513
clear ip dNCP DINAING . .ottt ettt et e s e e b e e e r e e e e e s ae e e nbe e et e e naneennneenes 514

Page 15/876 Version 1.0 06/03/2013



42

43

Amphenol

LS 10111V oI | ¥ o SR 515
Show ip dNCP eXCIUAEd-BAUIESSES . .....c..oiiiiiii et st 515
[ gLV o Je Tt o oTo Yo I o 1= APPSR 515
(S g LoV o I | g o T o Yo Yo I8 =Y 4V o] o SR 517
LS LoV o I | 0 Tt o N o 11T 1o S 518
SNOW P ANCP SEIVET SLALISTICS . ....eiiiiieiiie ittt b e et e s e e e sbe e e nneeeans 519
[ LoV o e 1ot o= 1| (o Tt (Yo ISP OPRRR 520
[ LoV o I | T o [=Tod 1 =T [ SR 521
LS LoV o I | g = o 11 = NSRS 521
ShOW P ANCP Pre-alIOCAIEA . ......ccuiiiiiieiee ettt et e s see e et e e e en e e s e e e nneeenee 522
e O I 0T 1 41 0 2 =1 0 o 524
[T Js e ot TS 115 A L =t (=2 T [T | ISR 524
[0 L= 0L (1 TSR 524
(o =101V (1230 T RSP R 526
IPV6 aCcCeSS-list (IPVB XIENAEA) . .....oiiiiiiiie ettt et e et e e e e e e e e te e e e e steeeseaseeeensseeeesseeeannseeennsseas 528
PEIMUL ([ IPV6 ) & ceeeiiiiiiie ettt ettt e ettt e ettt e e ettt e et eeeesteee e ssaeeeaasseeeassaeeeanseeeeansseeeaasseeeensseeeanssaaeensseeeensseeeaanseaennnnes 529
(o [=T 0NV G 12 L- 20 TP RR 530
g T Lo Lot ot LS ) SR PR R 532
PEIMIL ([ IMAC ) & ettt e ettt e ettt e et e e e e aae e e e eaeeee e sseeeeaasseeeessaeeeanseeeeansseeeaasseeeansseeeenseeeensseeeanseeeaanneeeeannes 533
(o LTV (72X PSPPSR 533
L1 A oT = Vo I T o T | SO 534
LA oT = Vo I o TV 1 o U USSR 535
LT aa TSR =T a Vo T TSP URR SRSt 536
F= Lo LSTo] L1 L= RS STR TR 537
[0 L= oo oSO OPRR 538
[ Lo [ [ = T To =PRSS 538
L] L0V (ool T 1 £ RS STR 539
ShOW INTEITACES ACCESS-IISIS . ...ttt e e e e e st e e e st e e s e e e aneees 539
Clear ACCESS-lISIS COUNTEIS . ... ittt a et e st e e s bt e e e ab et e e aab e e e e st e e e e nbe e e sanneeennnneas 540
ShoOW INterfaces aCCESS-IISIS COUNTEIS . ......iiiiiie ittt et e et e e et e e e e e naees 540
Quality of Service (Q0S) COMMANAS . .eirirririrrrrrrrr e rrrsr e rss e s ssr s s snr e s s s snn e e sasnneeaan 542
0OS e ... 542
gos advanced-mode trust . ... 542
ShOW OS . eeveviiieeeieee e, ... 543

class-map . ....ccoceeviieeennen. ... 544
show class-map . ............... ... 545
match . ..o, ... 545
policy-map . ..cccceevveeeennnn, ... 546
Class . i ... 547
show policy-map . .............. ... 548
trUSt .« oo, ... 548
L= S PP OPPP 549
0] o= SRR 550
LT o3 o To )T SR 551
(oo L 3=To [ [ {=To FoT (= T ] ol =T U T U TSR OO P PP URPTOTRTOPPON 552
[ (oo (o Ve [o | {Te F= N (=T 1o ] o7 =T A SRS OPPRRO 553
Lo [oT= - To To | (=T o T= L= SR 553
WIT-QUEUE COSTTIBP - ceeeiuuttitteeaesaaiteetteaaeaaauetsseeeeeaaaaaabeeeee e e e e ass e e et e e e e e aa s b e e et e e e e e e e nsbe e e e e e e e e e nRbe et e e e e e e aannbeeeeaeeeaannnnnneeeas 554
WIT-QUEUE DANAWITEIN . oottt et e st e she e et e e et e e et e e saeeeeneeereenanee e 555
Priority-qUEUE OUL NUM-Of-QUEUES . .......oiiiiiiii et e e s b s s ae e saae e san s 556

Page 16/876 Version 1.0 06/03/2013



44

45

46

Amphenol

LSV T0tS] = o PSSt 557
Traffic-SNAPE QUEUE . ...ttt e st s et e se e e et e e et e e e ae e e s ba e e areesanee e 557
[ LG T A (T T USROS 558
rate-limit (VLAN) . ........ .... 559
Lo oS3 o [ 1= U= o S 559
SNOW QOS WIT-QUEUE WITH . ..eeiiiiiiiitie ittt ettt ettt sttt et st st e e s b e e e b e e s e e s an e e sbe e et e e s aneesaneenneeeanes 560
[ gLV [o N 1) (=1 - ot PO SURR 560
WIT-QUEUE . .eiiteeteee e e e ettt e e e e e ettt e eee e e e e aetteeeee e e e e anbbeeeee e e e e a s bt e e e e e e e e o as e e e eee e e e e e nnbbeeeeee e e e nnbbeeeee e e e e nntbeeeaaaeaannnnnneaeas 563
(o oSN o [ 1= U L= 1 ] £ =] o 1o OSSR 563
(o oL g E=T ol o o] ToT=To Bo =Tt o R T R OO U OO PR TP UPPTRTROPPTON 564
0OS MAP ASCP-QUEUE . ...ttt sttt st e sae e e he e s b e e s b e s saa e s s he e £ ee e s ae e e s ae e e e be e s b e s sabe e saa e e saeesbeesaneesanneeaeeeanis 565
(o oS 4= V0 ST o o | o RS PRT 565
[o o 3R 1115 A (€] 0] oY= 1) SR 566
GOS TrUSE (INTEITACE) . ..ttt sttt ettt et s et e e s be e e bt e e e e e an e e see e et e e saneesaneenneeeanes 567
[0 [0S 01 567
[o o3 ST o 10 101 2= 14 o o SR 568
qos map dscp-mutation .. ... 569
LS o111V o o 0 0 2= T o SR 569
ClEAr OS SEALISTICS . ..ottt st sttt e e e b e e e b e e s e e aa e e et e s a e aa e re e 570
(o [ =11 (o1 o To o Y PO SPRR 570
(o [ ) oV ([t RR= o o (=T F= U= o Lo T =Y PR 571
Lo oSS =) ot o [ =T =SSR 571
SNOW OS STALISTICS . ...ttt st s e e s b e e e b e e s b e e s ab e e see e et e e s e e e sae e e ene e s 572
L= Y- T USRS 573
L= 2T LT PSP UPP TR OTPTN 574
Denial of Service (D0S) COMMANUS . .iiiicvvereririerrmissrrrssssrssssssss s sss s sss s sss s s ssmsssssssnsees 576
SECUIitY-SUItE AENY SYN-TIN . .o s e e s ae e 576
SECUNLY-SUITE BNADIE . ...ttt b e s e e e et e e st e ae e e saeeenis 576
SECUILY-SUItE AOS PIOECT . ...ttt sttt e st e e e b e e e b e e s b e e s ae e e sae e et e e st e e saeeesneeeans 578
SECUItY-SUItE A0S SYN-ALLACK . ...oeiiiiiiiiie et e et s ae e e ae e e sne e 578
security-suite deny Martian-addreSSES . ........ccciiiiiiiiiiiieie e s 579
SECUNLY-SUITE AENY SYN . ottt ettt e et e s et st e e s he e e e he e e b e e sab e e s ae e e sbe e s beesaneesaneesneeeanis 581
SECUILY-SUItE AENY ICIMP . .ottt st st e e s ae e e e be e e b e e s b e e s ae e e s be e e b e e s e e e saneenneeeans 582
security-suite deny frAgMENTEA . ..o s s 583
Show security-Suite CONFIGUIATTION . .......ocuiiiii et 583
VRRP COMMANGAS . ciiiiiiiiiicismnre s sssssssmsss e s s s sssms s sa s s smsse s e s e s s mmsne e s essa s esnmme s e e s sasnnnnnnns 585
[ LT TRV g o I ot 1U ] ) =T ¢SSR 585
LS 10T R PR 585
LS Lo R g I oo [ = =SSR 588
vrrp description ... 589
VITP P e ... 589
vIrp preempt ... 590
R0 T8 1T 11/ SRS 591
VITP SRULAOWN .« ottt h ettt sae e e e b e e e b e e s b e e s he e e she e et e e et e e e seeeabaeeabeesanee e 501
VIT SOUICE I+ tuttteeittteeeteeeeetteeaataeeeesteeeeesseeeeanaseaeansseeeaasseeeansseaeansaeeeanseeeeansseaeessaeeeanseeeeannseeesnsaneeansseeeansseasanssneeanns 592
VITP LIMEIS @UVEITISE . ooieiieeiiiieeetiee e eeee ettt e st e e ettt e e st eeeaae e e e assaeeeanseeeaamneeeeesseeeeanseeeaannseaeansaeeeansseeeansseaennsaneannns 593
R0 JRYZ= £ o o 594
53] I @ 1= o | @0 42 = T P 595
IP SSh-ClIENt QUENENTICALION . ... ettt e s e e e bt e e e aab e e e e e e naees 595

Page 17/876 Version 1.0 06/03/2013



47

48

49

Amphenol

ip ssh-client Change SEIVEr PASSWOIT . .....ceiiiiiieiiiee ettt e et e e st e e e e e e e st eeeenne e e e s neeeesnseeeeeneeeesnnneeeeneees 595
1 IR 1= 01 B ) S 596
1 IR o 1= A0 F= ET 1Yo (o S 598
ip ssh-client Server aUTNENTICALION . .......c..iiiiiie et e e st e e e s e e e st e e e sneeeesne e e e snseeeeeneeeesnnneeeennees 599
[T oIS A o 1= L =TT V=T g 10T =T o] £ | S 600
1 IR o 1= gL T LS 4 = Uy TS 601
LS Lo T o TR T 1= o S 601
LS Lo T oIS T 11T ) Y=Y = S E 603
IP Routing Protocol-Independent Commands . ..occccccccmmriiiiiccssmerr s e 606
F= LoToT=T ) 11 =1 T T OSSPSR 606
(o LT U T o1 =113 ) PR 607
[o.E53 2= L o= (1 TSP E 608
TP PIETIX-IIST bbbt e bt e st e e s b e e e b e e e b e e s b e e e e e ae e e re e saneenaee s 609
10T (0 101 (=SOSR 612
1028 1011 o SR 614
L2Vt 11 T S 614
KEY (KBY CNAIN) . ..ottt e e s e bt e e bt e s et e e s b e e e b e e e b e e s b e e s aa e e eaeesneesaneenaneas 615
LGV o111 11 USROS 616
LS1=T 0 Lo B 11 =1 110 1= RSO PP PPTRTROUPN 618
L] L0V 1153 v= Vg o T T TP P TP U PP RTROTPN 619
SNOW IP PIEIIX-TIST . ottt ettt ettt et s e s ae e e e b e e e b e e et e e s e e et e e b e et e nan e e e e s 620
LS [TV o I ] (0 (ool £ PRSPPI 622
£ LoV o TR 01U (= SR 623
LS LoV o IR L0101 (=T[4 qT o - o/ R 626
SNOW KEY CRAIN . .ttt et s ae e e a et et e e st e esae e e b e e e b e e e b e e sae e e nbe e et e e eaneennneenes 626
L L O o T 410 = 1 0 628
(o L2 U ] IR =) oSSR 628
default-information originate . ...... ... 628
default-metric . .......cccccevieerieeninnne ... 629
ip rip authentication key-chain . ... .. 630
ip rip authentication mode . .......... ... 631

ip rip authentication-key . ... ... 631
ip rip default-information originate ... 632
ip rip distribute-listin . .......cccceoiiiiiiiieee ... 633
ip rip distribute-list out . ... ... 634

..634

ip rip offset . ...cccceveeenn. .

ip rip passive-interface ... ... 635
ip rip shutdown . .............. ... 636
Network . ....cocceiceeiieeniee ... 636
passive-interface (RIP) . .... ... 637
redistribute (RIP) . .............. ... 638
router rip . ....occeeennenn. ... 641
show ip rip database . ..... ... 642
show ip rip peers . ........... ... 646
show ip rip statistics . ......... ... 646
shutdown . ... ... 647
IPV6 ROULEr COMMANGS . weeeririiiicicsmmeerersssssssssmneseeesssssssssmessnsssssssssssmessnssesssssansnssssssassssssnsnnsnesss 648
Clear IPVB NEIGNDOIS . ... .ottt ettt et e s et e e b e e bt e s an e e s an e e be e et e enaneesaneenneeenee 648
Clear IPVB PrefiX=-liSt . ..ottt et st s et e s a e e e bt e e b e e e s e e ee e et e e e an e e naneenne e s 648

Page 18/876 Version 1.0 06/03/2013



50

51

Amphenol

10T ST= T [0 1SS 649
10T (SI=To [0 [ TSI I IR 1Y/ o= L] SR 650
10V (SI=To [0 [ LTSI IR TH ] (oo o T SR 651
10T (SI= T [0 1 LTSI UL 7 SR 651
1 @Y= Yo [0 [T STS TN 1 12 oo | SR 652
1oAY (S0 L] 7= LU o F= =1 SR 653
1 @AYo L) =T =SSR 654
10T SI=T = Lo L= SR 655
10T T 10 1 SR 656
(1oAY (S o3 0] o =T o et 1 (=Y Y= S 656
[TV (S a1 (o Tor= e =Y = LR o T S 657
10T (S (o YT (o o SR 658
IPV6 N @dVETrtISEMENT-INTEIVAI . ...eiiiiiie ettt e e e e e e st e e et e e sse e e e eneeeeenaeeeenseeeeennseeeaanneeenannes 658
1oAY (ST e £= T = 10 (=T 44T ) SR 659
10T T I o] o T 14T S 661
[TV (S R Lo I F=TaT= Vo =T Bt eto g1 T K = T SR 661
1oAY (ST IS T 1 T 7 SR 662
1oV (S T o) g T=T oo o - Vo SR 663
10T (ST I (= SR 664
1oAY (ST I W10 11= 0 | UR 666
10T (ST I W11 =Y 130T PR 667
10T T I TS o] o (=7 SR 668
10V SR T == Tod g T= o L= 4= SR 669
(1Y SR Lo I Ce U 1 (=T o (=Y (T (=Y oo PR 669
10T (S TS | o SR 670
10T oL (=00 ] SR 672
10T (S (=T LT SR 675
10T (o 101 =SSR 675
1oV O a1 (01U ] o SR 676
(1Y SIS a1 (== Uod a = o L= TSR 677
LS LoV oAV T o 1] = T RS UR 678
LS TV oAV I 11 (=1 o = U]~ RSP R 678
Show ipV6B liNK-10Cal AEFAUIE ZONE . .. ..eeieeee et e e s e e e st e e e st e e e e eabe e e e sseeeeansaeeeanseaeeanneas 684
LS LT oAV TN T I o =Y RS URR 685
£ LoV oAV ST A=Y | a1 o Yo =SSR 686
LS Lo T oAV 1 (= 01 OSSPSR 687
£ LTV oAV 3 o1 (o) (o Tt o] £SO 689
£ LoV o AV T (o TV (= OSSPSR 690
SNOW IPVB FOULE SUMIMAIY . ..eiiiiiiiiiieitiee e et e ettt e ettt e e et e e e eate e e e aabeeeessaeeaessseeeaasseeeeasseeeeasseeeeanseeessseeeeassaeesansseasansnas 693
LS LT oAV TR = i oSSR 693
OPENFIOW COMMANAS . .euiiiieiiiiiieemme e e e s es s e e e e s s s s s s ssmsme e s e s ea s s s smnne e s essa s s e smmnne e s essannnnnnnneees 696
[T o =T a1 0LV =T s F= o =SOSR 696
[o] o =T a1 01V () 4712 o JF- Vo i oo PO SURR 696
[o] o =T a1 0LV =T [ [ =PRSS 697
[o] o =T a1 01V o] (0] (oo | SRS 697
[ Lo LTV o =1 a1 [ 1Y SO SPRR 698
Open Shortest Path First for IPV6(OSPFV3) COMMANAS . .evvieccrsemererrrsssssssnseesessssssssssnssessesss 700
F= L= W [T = 1B o0 L OSSR 700
area filter-list . ... 701
L= W g T PO PP PPPRPI 702

Page 19/876 Version 1.0 06/03/2013



52

Amphenol

E= T =T W - o T TSP 703
=TT W] U1 (6 (o)1 o T T USSP PR U PP TPPTOTROPPO 704
BIEA STUD . e bR et h e e et he et e e r e e et e an e sanes 704
Area VIFTUBI-IINK . .ottt e e e e bt e bt e e bt e et h et r e n e e ne e e eans 705
(o[- LT oAV R0 ] ) o 0T == 707
(o =1 = UL 1= T (YT @ 1] e S 708
180T (S0 1 o= L Y- S 708
180T {01 o o L SR 709
(1oAY (S0 1= o] o [==To 1 ) =T oY= SR 710
T3V T 0 XS] o B A= [ T a1 (=] | S 711
03V 0 XS] o 2 01U o | T - 712
YA T 0 X3 o 1 =1 | o] oo T S 712
1Yo XS] o 1T 11/ 713
IPVE OSPF retraNSIMI-INTEIVAL . ...ooiiiiiiieee et e e e e et e e e et e e e s s e e e snseeeesnseeeeanneeeeenseeeeeneeeesanneeenn 714
VLT 0 1S3 o 1] 11 o [ 117 o S 715
o)V 0 XS] o B = U ] 11 o 1= = S 715
1LY 0101 (=] G 1] ) S 716
L0 J= =T PSPPI 717
[T SIS Y 1 (=T 7= U (=Y ) S 717
L=T0 RS o T (= (O 1] o V< ) S 718
Lo UL =T g To I (1 V7 ) S 721
LS LoV 0 1V T ) SR 721
LS LoV o AV SR ] ) o = L= Lo - L PSR 724
LS Lo VT oAV ST ] ) T 1 =T =T = SR 732
[ Lo VT o AV ST ] ) 1T | 1 o o SR 733
LS Lo VT o AV T ] ) o 01 (] T S 735
LS Lo VT o AV T ] ) = a1 4] SRR 736
ShOW IPVB OSPF VIFTUAI-INK . oottt et e e ettt e e et e e et e e e e nbe e e e anseee e sseeeennseeeennneeeennsees 737
] UL Lo 1Y T LRV G T 1] = o PSR 738
SNMP-PrOCESS IPVE OSPT . .eeeieeiiiie ettt e e et e e st e e e te e e e aseeeeaneeeeasaeeeesseee e nseeeaanseeesssseeeaanseeeennseeasnnsees 739
snMp-server enable traps IPVB OSPF . ..ooiiiiiiiiie et e e e s e e et e e e ssee e e e sbeaeaasseeeessteeeeansaeeeanneeeennnees 740
snmp-server enable traps iPV6B OSPF ©ITOIS . ....uiiiciiiee e ccite et e et e et e e et e e s ssee e e e aaeeeensseeeessseeeaansaeeeanneeasansees 740
snmp-server enable traps IPVB OSPT IS . ...eiiiiiiiiiiiie e e et e e e e e et e e et e e e nneaaennnees 742
snmp-server enable traps ipv6 OSPf rate-liMit . .........cooiiiiiiiiie e ree e et e e e e e e snne e e s enees 742
snmp-server enable traps ipv6 OSPf FELFANSIMIL . ........ciiiiiiiiiie e e e e e e et e e e snseeessnneeeeenses 743
snmp-server enable traps ipv6 0SPf StAE-CRANGE . .....c.eeviiiiiee et e e e e e e s e e eneeeeennes 744
Open Shortest Path First (OSPF) COMMANAS . ..cciiiiiiiiiciismerer s sssscssmssse s s ssssssmsss e s s ssssssssmnnes 746
LT g= T I 11T L] SRRSO 746
(o] LT U oo 1Y o)l o] o o= 1RO P SR 747
[Tl o L] L= LU g 1T 1o L1 o o ISP SPRR 747
ip ospf authentication KEY-Chain . ........cooiiiiiiie e et e e et e e e st e e e nnseeeennseeaeenseas 748
IP OSPF AUTNENTICALION-KEY . ..eiiiiieieieie ettt et e e et e e et e e e e aa e e e esse e e e sbeeeaassaaeesseeeeanseeesanseeasanses 749
1o I 01 oL o1 1) AU RTO 750
(1ol o k] o1 ie [=F=To K10 (=Y V7= | PO SP SRR 751
[Tl o L] oLl aT=T 1 (o R TR (=T V7 | USROS 752
(1ol o L] 1 11 (U 1o s [o] RSO SPRR 752
ID OSPF PASSIVE-INTEITACE . ...eiiiieiiie ettt e e e e et e e et e e e e aa e e e etse e e e sseeeaassaaessseeeaanseeesanseeaeanses 753
(1o I oL oL o1 o 112U SPRR 754
iP OSPF retranNSMIT-INTEIVAI . ..oooeeeie e et e e st e e e et e e e e te e e e e abeeeeaaseeeesseeeaanseeesanseeaeanses 754
1P OSPF SNHULAOWN . oottt e et e e et e e e ae e e e et e e e esseeeesbeeeeassaaeesseeeaasseeesanseeananseas 755
1P OSPF LrANSIMIE-AEIAY . ..o ettt e e ettt e e et e e e ab e e s st e e e e st e e e e aane e e e nnees 756
LS00 1 Q=== PR 756

Page 20/876 Version 1.0 06/03/2013



53

54

55

Amphenol

Lo JE= T (=T O T O RSP OO U PRSPPI 758
PASSIVE-INTEITACE (OSPF) . .ttt et et e b e s e e b e e be e st e e sie e e s be e e beeenee s 758
[CTe [ (] o101 (I (@ 1] d = TSRS 759
L 10 L= 0 1Y o SR 762
(o101 (=] o PRSP P R PPOTPRPR 763
£ Lo LTV o T o) PR 764
LS LoV o o] ) 0 = L= o - T <SPS 767
LS LoV o T 0] ) T ) =T = T = SRR 773
[ LoV o I o] ) il 11T | ] o o SR 775
LS LoV o I ] )l o U1 =Y T PR 777
LS LoV o I ] ) 5T a4 J SRR 777
LS LoV o I ] o) A1 (U = L 1SS PRR 778
LS LU o 01T T (@ 15T = TSR 779
LS g oI o] fo o= E TS0 <Y o OSSPSR 780
SNMP-SEIVEr €NADIE TrAPS OSPF . .eeiiiiiiieiiiie et e s e e et e e e st e e e s b e e e eseeeessseeeeanseeesasseeeeansaeesanneeenenses 780
sSNMP-Server eNable trapS OSPf EITOIS . .....iiiiiiiie et e e e e e st e e e st e e e ese e e e s teeeeansaeeeesseeeeassaeeeanseeesanses 781
sSNMP-Server enable trapS OSPF ISA . ....uiiiiciiei e e s e e e et e e e e e e e e aaba e e e e rseeeeansaeeeanneaaeannes 782
snmp-server enable traps 0SPF rate-lMIt . .........ooiiiiiiiiie e e e e s e e st e e e snrae e e saneaeeenees 783
snmp-server enable traps OSPf FELFANSIMIL . .......ooiiiuiii it e et e e e s e e e e eeesnsaeeeanneeaeenneas 784
snmp-server enable traps 0SPf StAtE-CRANGE . ....cccuiiiiiiiie et e e e et e e s ae e e ena e e e eneees 784
Router ReSources COMMANUS . ..cccereriiiiecasnnerrrressssssssmereesessssssssmnesesssssssssssmsssssssssssssnsnssssssansns 786
£ VAS1 (T 01U 1T =] 01U ] {0 786
SNOW SYSEEIM FOULET FTESOUITES . ...ttt ettt ettt ettt e h e b e st e e sae e e et e st e e sae e e e ae e e b e e s b e e s ab e e seee e abeesaneesaeeeaneeens 788
0 I o 0112 = g o 790

clear ipv6 mld counters .
ipv6 mld access-group .
ipv6 mld last-member-query-interval
ipv6 mid query-interval . ..........ccccoeeiieeenns
ipv6 mld query-max-response-time
ipv6 mid robustness . ......
ipv6 mld version . ...............
show ipv6 mld counters . ...
show ipv6 mid groups . .......ccccecune...

show ipv6 mld groups summary . ....
SNOW IPVB MIA INTEITACE . ...ttt b e s e e e e et e e st e e s aneesbeeenes 798

IGMP Commands .

[l LT U o TN T [ 4] oI o010 (= RS PR 800
[T To ] o J= Lo o =TS0 [ o U1 o TSR 800
ip iIgMP last-Mmember-qQUErY-INTEIVAI . ..........oociiii ettt e s r e eenene s 802
IP IGMP QUETY-INTEIVAL . ..o st e e s e e b e e e e e s b e s e s sae e s ne e saaeesane s 803
P IgMP QUENY-MaX-TESPONSE-TIMIE . ..oiiiiiiiieeitieeeetie e e ettt e e ettt e e ate e e s staeeesseeeeasaeeeesseeeasseeeaasseaessseeeansseeeaanseeannnsees 804
[T To 0] o TR 0] 018 £S] 1 =TSSR 805
1o 0 ] o Y] £ (o o SR 805
SNOW IP IGIMP COUNTETS . ...ttt ettt e et e st e e s ae e e s ae e e b e e s b e e e aa e e sae e et e e s e e e saeeeeneeeans 806
show ip igmp groups . ........cc........ ... 807
show ip igmp groups summary ... ... 808
LS LoV o I e T 0] 1] = Vo S 809

Page 21/876 Version 1.0 06/03/2013



Amphenol

56 IPV4 IPM ROULEr COMMEANTS ..ueeiiiiiiiiiiimniress s isssssmsss s s sasssssms e s s sa s ssmns e s s ea s anmn s s e s s nn s snnnns
iP MUItICASE-TOUtING .o
ip multicast ttl-threshold . ...
show ip mroute
show ip multicast .

57 IPv6 IPM Router Commands

IPVB MUILICAST-TOULING . ..o bbb st e e e b e e b b e s s e s sbe e s ne e sane e san s 818
IPV6 MUILICASE NOP-tNIESNOIA . ... e e et e e e et e e e e anaeaeessseeeenteeesanseaeenseeas 818
LS Lo LTV o AV 302 1 (o 10 SR 819
LS LoV o AV S0 0T o3 ) ST 822
58 IPVA PIM COMMANAS . iiiiieiiiieesmeeeesssssssssmnne e s ssssssssssmese s s sessasssmmne s e s s sasssssnnnssessssasssssnnenesnessns 825
(ol E T ol o)1 I oo U o] (=] £ PO RO SPPR 825
10 o110 U PUSPOPRR 825
IP PIM AQCCEPL-TEUISIET . ..o s e b s ae e e s he e e b e e e b e s s b e s s b e e s ae e s be e saneesan s 826
1P PIM DSI-DOMTET . .o e 827
IP PIM DSI-CANMITALE . ... s e s san s 827
1P PIM Ar-PIOIILY .« oo s e st e e s h e e e s b e e e b e e s b e s s b e s sae e s beesaneesan s 828
IP PIM NEIlO-INTEIVAL . ... 829
IP PIM JOIN-PrUNE-INEIVAL . ...t san s 830
IP PIM NEIGNDOT-TIET . .o e e e sane e 830
1P PIM TP-BAUIESS . ..ot e b e s e he e s b e e st e e s he e e s b e e e b e e e b e e s b e e sae e s ebeesaneesaneas 831
1P PIM FP-CANGIAALE . ...ttt e st e s he e e s b e e e b e e e b e e s b e e s ae e e ebeesaneenaneas 833
I PIM SSIM ettt h e st e e e et e e s bt e e b e e e b e e e R b e e s he e e b e e et e e eh e e e e b e e e b e e e b e e e b e s e e e aeenaneenaneas 834
SNOW IP PIM DST ettt st e e e st e st e e s ae e e e b e e e b e e s e e s ae e e sbe e s e e e saneesaeeens 834
SNOW P PIM COUNTEIS . ..ttt h e st e h e et e st e e s ae e e e he e s b e e s b e e s et e e sbe e st e e saneesaeeens 836
SNOW P PIM GrOUP-MEBP . ottt et b e e s e s h et e s e e e st e e st e e s ae e e be e e b e e s b e e s ae e e sbee st e e saneesaenens 837
SNOW IP PIM INEEITACE . ..o ettt e e e s e e e et e e st e e s aee e sae e s 838
SNOW P PIM NEIGNDOT . ..ot e b e e s e e s e et e e st e e s aneesaeeens 840
SNOW P PIM FP MAPPING . ittt e b e b e s ae e et e e st e e s e e e s b e e e b e e e b e e sab e e sbee e sbeesaneesaneenaes 841
59 [PV PIM COMMANGS . tiveriierissriisssisss s sss s sssss s s s s sasas s s s s s ms s s s s s s sms snsanansnnn s 843
[ LTz U] o)V G 3 o[ oo 10 (= SUR 843
1007 o3 2 SR 843
10V oL g Tz T o= o) & (=Y £ (T SR 844
10V oLy T ¢ 1] o] o (=1 USSR 845
1oV oL a T o1 o= U o [ - (PSR 845
1oAY (S oL aa T |2 o] T ] 1 /PR 846
1oV oL Laa T aT=T (o R Ta T (=T Y7 OSSPSR 847
IPVE PIM JOIN-PIUNE-INTEIVAI . ..iieiiieiiiie et e et e et e ettt e e st e e s esta e e e s seeeeesasaeeeeasaeeeansseeeansseaesnsseeeansseeeannseeesnsneas 848
[TV oL La T aT=To T o Yo g {11 T PR 848
1oAY oLy a T =T [ [ =SSR 849
1oV oLy a T o o= g Lo [T F- L= PR 851
1oV oLy a T Tr=T00] o T= T o [T PR 852
10V o L0 TS 12 TSR 852
LS LoV oAV T 112 T o1 PSR 853
[ LoV oA VLG o1 o010 L (=SSR 855
SHOW IPVB PIM GIOUDP-M@P . eveieiiiiieeeiiieeeette e ettt e e ettt e e e saaeeesssteeeaasseeeaasaaeeeesseeeaasseeeeasssaeesseeeaasseaessseeeeasseeeaanseaennsseas 856
ShOW IPVB PIM U INEEITACE . .ttt ettt e e et e e e s st e e e e eabeeeeasseeeesteeeeasseeessseeeesseeeaanseaensneas 857
[ LoV oA VL ST o1 I AT Te | ] o PSR 859
ShOW IPVE PIM P MEPPING .« eeieiiiieiiiiee ettt e e et e e et e e e s te e e e aabeeeeasaeeeessseeeaassaeeeasseeeeasseeeeasseeesassseesassaeesansseasasses 860

Page 22/876 Version 1.0 06/03/2013



60

61

Amphenol

IGMP/MLD Proxy COMMANAS . ..ccccccecsrsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsnnnes 862
D IGMP-PrOXY .« coeeeeieeeieie e e eeeee s

ip igmp-proxy downstream protected . ......
IPV6 MId-ProxXy . ....cocoveviiiiieiienieeee e
ipv6 mld-proxy downstream protected . ....
show ip igmp-proxy interface .
show ipv6 mld-proxy interface .

DNS Client Commands .

ClEAN NOST . .ottt h e st e st e e s he e e e b e e e b e e s b e e s b e b e et e e s n e ae e s 869
1P AOMEIN TOOKUP . ..o h e bt e st e e s b e e e b e e e b e e s b e e s ab e e sbe e s be e saneesane s 869
1P AOMEIN NBIME . oottt sttt e e b e e b e e e bt e s h e e e be e et e e s et e e s e e e e b e e e b e e e b e e s aae e sbeesneesaneenanean 870
ip domain POIING-INTEIVAL . ...ttt s e e e e san e seee s 871
1P AOMEIN TEIMY . .ottt e b e e b e e e e s hb e e s he e et e e s et e e s e e e e b e e e b e e e b e e s abeesbeesneesaneenaneas 871
1P AOMEIN TIMEOUL . .ottt h e e e s e h e e e b e e st e e s b e e e b e e e b e e s b e e s b e e s be e s neesaneenaneas 872
108 4 (6] AT USSP TP O PO U RO PRTUPOPRPP 873
[P MBIME-SEIVET . ..ottt ettt h ettt e st e e s h e e e b e e e b e e s e b e e e a b e oo he e e bt e s et e e s e e e e be e et e e e b e e saaeesbeesneesaneesinean 874
SNOW NOSES . ettt h et e e s et e et e st e e s he e e e b e e e b e e e b e e s ae e sb e e st e saae e ae e 874

Page 23/876 Version 1.0 06/03/2013



Amphenol Franchise Ph. 3.5 CLI Commands

Preface

The CLI Reference Guide describes how to use the CLI and a list of the CLI commands and their
arguments.

The CLI commands described in this document are organized according to feature groups in
separate sections.

This section describes how to use the CLI. It contains the following topics:

User (Privilege) Levels

CLI Command Modes

Starting the CLI

CLI Command Conventions
Interface Naming Conventions
Entering Commands

IPv6z Address Conventions

IP Address and OutOfBand Port

User (Privilege) Levels
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Users can be created with one of the following user levels:

m  Level 1 —Users with this level can only run User EXEC mode commands. Users at this level
cannot access the web GUI or commands in the Privileged EXEC mode.

m  Level 15 —Users with this level can run all commands. Only users at this level can access the
web GUI.

A system administrator (user with level 15) can create passwords that allow a level 1 user to
temporarily become a level 15 user.

The passwords for each level are set (by an administrator) using the following command:

enable password [level privilege-level]{password]encrypted
encrypted-password}

Using these passwords, you can raise your user level by entering the command: enable and the
password for level 15. The higher level holds only for the current session.

The disable command returns the user to a lower level.

To create a user and assign it a user level, use the username command. Only users with command
level 15, can create users at this level.

Examples
Create passwords for level 15 (by the administrator):
switchxxxxxx#configure

switchxxxxxx<conf># enable password level 15 levell5@abc
switchxxxxxx<conf>#

Create a user with user level 1:
switchxxxxxx#configure

switchxxxxxx<conf> username john password johnl1234 privilege 1
switchxxxxxx<conf>
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Switch between Level 1 to Level 15. The user must know the password:
SWEEChXXXXXX#

switchxxxxxx# enable
Enter Password: ****** (this is the password for level 15 - levell5@abc)
SWiTChXXXXXX#

If authentication of passwords is performed on RADIUS or TACACS+ servers, the passwords
assigned to user level 15 must be configured on the external server and associated with the
$enable15$ user names. See the Authentication, Authorization and Accounting (AAA) Commands
chapter for details.

CLI Command Modes

To configure devices, the CLlI is divided into various command modes. Each command mode has its
own set of specific commands. Entering a question mark "?" at the console prompt displays a list of
commands available for that particular command mode.

A specific command, which varies from mode to mode, is used to navigate from one mode to
another. The standard order to access the modes is as follows: User EXEC mode, Privileged EXEC
mode, Global Configuration mode, and Interface Configuration modes.

When starting a session, the initial mode for non-privileged users is the User EXEC mode. Only a
limited subset of commands is available in the User EXEC mode. This level is reserved for tasks that
do not change the configuration.

Privileged users enter the Privileged EXEC mode directly using a password. This mode provides
access to the device Configuration modes.

The modes are described below.

User EXEC Mode

Privileged

After logging into the device, the user is automatically in User EXEC command mode unless the
user is defined as a privileged user. In general, the User EXEC commands enable the user to
perform basic tests, and display system information.

The user-level prompt consists of the device "host name" followed by the angle bracket (>).
console>

The default host name is "console” unless it has been changed using the hosthame command in
the Global Configuration mode.

EXEC Mode

Privileged access is password-protected to prevent unauthorized use, because many of the
privileged commands set operating system parameters: The password is not displayed on the
screen and is case sensitive.

Privileged users enter directly into the Privileged EXEC mode.

Use disable to return to the User EXEC mode.

Global Configuration Mode
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Global Configuration mode commands apply to features that affect the system as a whole, rather
than just a specific interface.

To enter the Global Configuration mode, enter configure in the Privileged EXEC mode, and press
<Enter>.

The Global Configuration mode prompt is displayed.
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console(config)#
Use exit, end or ctrl/z to return to the Privileged EXEC mode.

Interface Configuration Modes

Commands in the following modes perform specific interface operations:

m  Line Interface —Contains commands to configure the management connections. These
include commands such as line speed, timeout settings, etc. The Global Configuration mode
command line is used to enter the Line Configuration command mode.

m  VLAN Database —Contains commands to create a VLAN as a whole. The Global Configuration
mode command vlan database is used to enter the VLAN Database Interface Configuration
mode.

m Management Access List —Contains commands to define management access-lists. The
Global Configuration mode command management access-list is used to enter the
Management Access List Configuration mode.

m  Port Channel —Contains commands to configure port-channels, for example, assigning ports
to a VLAN or port-channel. The Global Configuration mode command interface port-channel is
used to enter the Port Channel Interface Configuration mode.

m  SSH Public Key-Chain —Contains commands to manually specify other device SSH public
keys. The Global Configuration mode command crypto key pubkey-chain ssh is used to enter
the SSH Public Key-chain Configuration mode.

m  Interface —Contains commands that configure the interface. The Global Configuration mode
command interface is used to enter the Interface Configuration mode.

Starting the CLI
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The switch can be managed over a direct connection to the switch console port, or via a Telnet
connection. The switch is managed by entering command keywords and parameters at the prompt.
Using the switch CLI commands is similar to entering commands on a UNIX system.

If access is via a Telnet connection, ensure the device has an IP address defined, corresponding
management access is granted, and the workstation used to access the device is connected to the
device prior to using CLI commands.

Accessing the CLI from the Console Line

1. Start the device and wait until the startup procedure is complete. The User Exec mode is
entered, and the prompt "console>" is displayed.

2. Configure the device and enter the necessary commands to complete the required tasks.
3. When finished, exit the session with the quit or exit command.

Accessing the CLI from Telnet

1. Entertelnet and the IP address of the device. A User Name prompt is displayed.

2. Enter the User Name and Password. You are in the Privileged Exec mode.

3. Configure the device and enter the necessary commands to complete the required tasks.
4. When finished, exit the session with the quit or exit command.

When another user is required to log onto the system, the login command is entered in the

Privileged EXEC command mode,. This effectively logs off the current user and logs on the new
user.
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CLI Command Conventions

The following table describes the command syntax conventions.

Conventions

Description

[]

In a command line, square brackets indicates an optional entry.

{} In a command line, curly brackets indicate a selection of compulsory parameters
separated by the | character. One option must be selected. For example: flowcontrol
{auto|on|off} means that for the flowcontrol command either auto, on or off must be
selected.

Italic font Indicates a parameter.

<Enter> Any individual key on the keyboard. For example click <Enter>.

Ctrl+F4 Any combination keys pressed simultaneously on the keyboard.

Screen Display

Indicates system messages and prompts appearing on the console.

all

When a parameter is required to define a range of ports or parameters and all is an
option, the default for the command is all when no parameters are defined. For
example, the command interface range port-channel has the option of either entering
a range of channels, or selecting all. When the command is entered without a
parameter, it automatically defaults to all.

interface-id

This indicates a port, VLAN or LAG. The syntax for interface_id is as follows:
{port_type}port-number |{vlan} vlan-id | {port-channel} LAG-number

Interface Naming Conventions

Within the CLI, interfaces are denoted by concatenating the following elements:

Type of interface—The following types of interfaces are found on the various types of devices:

GigabitEthernet ports (10/100/1000 bits)—This can be written as either
GigabitEthernet or gi or GE.

TenGigabit thernet ports (10000 bits)—This can be written as either
TenGigabitEthernet or te or xg.

LAG (Port Channel)—This can be written as either Port-Channel or po.
VLAN—This is written as VLAN

Tunnel—This is written as tunnel or tu

OOB - This is written as OutOfBand or oob

Unit Number - Unit in stack. In standalone models this is always 1 (1 by default)
Slot Number - Always 1

Interface Number—Port, LAG, tunnel or VLAN ID

The syntax for this is:

{<ethernet-type>[ ][<unit-number>/]<slot-number>/<port-number>} | {port-channel |
po | ch}[ J<port-channel-number> |
{tunnel | tu}[ J<tunnel-number> | vlan[ J<vlan-id>
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Sample of these various options are shown in the example below:

console(config)#interface GigabitEthernet 1/1/1
console(config)#interface GE 1/1/1
console(config)#interface gil/1/1
console(config)#interface FastEthernet 1/2/1
console(config)#interface fel/2/1
console(config)#interface pol

console(config)# interface vlan 1

Interface Range

Interfaces may be described on an individual basis or within a range. The interface range command
has the following syntax:

<interface-range> ::=

{<port-type>[ ][<unit-number>/]<slot-number>/<first-port-number>[ -
<last-port-number]} |

port-channel[ ]<first-port-channel-number>[ - <last-port-channel-number>] |
tunnel[ J<first-tunnel-number>[ - <last-tunnel-number>] |

vlan[ J<first-vlan-id>[ - <last-vlan-id>]

A sample of this command is shown in the example below:

console#tconfigure
console(config-if)#interface range gil/1/1-5

Interface List

A combination of interface types can be specified in the interface range command in the following
format:

<range-list> ::= <interface-range> | <range-list>, < interface-range>
Up to five ranges can be included.

Note. Range lists can contain either ports and port-channels or VLANs. Combinations of
port/port-channels and VLANSs are not allowed

The space after the comma is optional.
When a range list is defined, a space after the first entry and before the comma (,) must be entered.

A sample of this command is shown in the example below:

console#configure
console(config)#interface range gil/1/1-5 , vlan 1-2

Entering Commands
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A CLI command is a series of keywords and arguments. Keywords identify a command, and
arguments specify configuration parameters. For example, in the command "show interfaces
status gi1l/1/5", show, interfaces and status are keywords, gi is an argument that specifies the
interface type, and [application-specific] is an argument that specifies the port.
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To enter commands that require parameters, enter the required parameters after the command
keyword. For example, to set a password for the administrator, enter:

console(config)# username admin password smith
Help information can be displayed in the following ways:

m  Keyword Lookup —The character ? is entered in place of a command. A list of all valid
commands and corresponding help messages are displayed.

m  Partial Keyword Lookup —A command is incomplete and the character ? is entered in place
of a parameter. The matched parameters for this command are displayed.

The following describes features that assist in using the CLI:

Terminal Command Buffer

Every time a command is entered in the CLI, it is recorded on an internally managed Command
History buffer. Commands stored in the buffer are maintained on a First In First Out (FIFO)
basis.These commands can be recalled, reviewed, modified, and reissued. This buffer is not
preserved across device resets. The keys that can be used to access the history buffer are
described in Table 1.

By default, the history buffer system is enabled, but it can be disabled at any time. For information
about the command syntax to enable or disable the history buffer, see the history command.

There is a standard default number of commands that are stored in the buffer. The standard number
of 10 commands can be increased to 256. By configuring 0, the effect is the same as disabling the
history buffer system. For information about the command syntax for configuring the command
history buffer, see the history size command.

To display the history buffer, see show history command.

Negating the Effect of Commands

For many configuration commands, the prefix keyword "no" can be entered to cancel the effect of a
command or reset the configuration to the default value. This guide describes the negation effect for
all applicable commands.

Command Completion

If the command entered is incomplete, invalid, or has missing or invalid parameters, an appropriate
error message is displayed.

To complete an incomplete command, press the <Tab> button. If the characters already entered are
not enough for the system to identify a single matching command, press "?" to display the available
commands matching the characters already entered.

Incorrect or incomplete commands are automatically re-entered next to the cursor. If a parameter
must be added, the parameter can be added to the basic command already displayed next to the
cursor. The following example indicates that the command interface requires a missing parameter.

(config)#interface
umissing mandatory parameter
(config)#interface

Keyboard Shortcuts
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The CLI has a range of keyboard shortcuts to assist in entering the CLI commands.
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The following table describes these shortcuts:

Table 1: Keyboard Keys

Keyboard Key Description

Up-arrow key Recalls commands from the history buffer,
beginning with the most recent command.
Repeat the key sequence to recall successively
older commands.

Down-arrow key Returns the most recent commands from the
history buffer after recalling commands with the
up arrow key. Repeating the key sequence will
recall successively more recent commands.

Ctrl+A Moves the cursor to the beginning of the
command line.

Ctrl+E Moves the cursor to the end of the command
line.

Ctrl+z / End Returns back to the Privileged EXEC mode from
any mode.

Backspace key Moves the cursor back one space.

Up-arrow key Recalls commands from the history buffer,

beginning with the most recent command.
Repeat the key sequence to recall successively
older commands.

IPv6z Address Conventions

The following describes how to write an IPv6z address, which is a link-local IPv6 address:
The format is: <ipv6-link-local-address>%<egress-interface>
where:

egress-interface (also known as zone) = vlan<vlan-id> | po <number> | tunnel <number> |
port<number> | 0

If the egress interface is not specified, the default interface is selected. Specifying egress interface =
0 is equal to not defining an egress interface.

The following combinations are possible:

m  ipv6_address%egress-interface—Refers to the IPv6 address on the interface specified.
ipv6_address%0—Refers to the IPv6 address on the single interface on which an IPv6 address
is defined.

m  ipv6_address—Refers to the IPv6 address on the single interface on which an IPv6 address is
defined.

IP Address and OutOfBand Port
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The switch supports an IP stack on the OutOfBand (OOB) port. This IP stack is separate from the IP
stack running on the ASIC ports, and it has a separate routing table.

If the switch supports more than one IP interface, when you specify a remote IP address or a DNS
name, you must also specify the IP stack that is being referred to.

To indicate that the OOB IP stack is being specified, add 'oob/’ before the remote IP address or the
DNS name.
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The following examples specify the OOB network::

m  ping oob/1.1.1.1
m  sntp server oob/sntp-server.company.com
m  permit ip-source 2.2.2.0 mask /24 oob (Management ACL)
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2 User Interface Commands

2.1 enable

The enable EXEC mode command enters the Privileged EXEC mode.

Syntax
enable [privilege-level]

Parameters
privilege-level—Specifies the privilege level at which to enter the system. (Range: 1, 15)

Default Configuration
The default privilege level is 15.

Command Mode
EXEC mode

Example
The following example enters privilege level 15.

switchxxxxxx# enable
enter password:*xx*x*sxrrx

switchxxxxxx#Accepted

2.2 disable

The disable Privileged EXEC mode command leaves the Privileged EXEC mode and returns to the
User EXEC mode.

Syntax
disable [privilege-level]

Parameters

privilege-level—Reduces the privilege level to the specified privileged level. If privilege level is left
blank, the level is reduce to 1.

Default Configuration
The default privilege level is 1.

Command Mode
Privileged EXEC mode
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Example
The following example returns the user to user level 1.

switchxxxxxx# disable 1

SWi tChXXXxXxx#

2.3 login

The login EXEC mode command enables changing the user that is logged in. When this command
is logged in, the user is prompted for a username/password.

Syntax
login

Parameters
N/A

Default Configuration
N/A

Command Mode
EXEC mode

Example
The following example enters Privileged EXEC mode and logs in with the required username ‘bob’.

switchxxxxxx# login
User Name:bob
Password :*****

SWitChXXXXXX#

2.4  configure

The configure Privileged EXEC mode command enters the Global Configuration mode.

Syntax
configure [terminal]

Parameters
terminal—Enter the Global Configuration mode with or without the keyword terminal.

Command Mode
Privileged EXEC mode
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Example
The following example enters Global Configuration mode.

switchxxxxxx# configure

switchxxxxxx(config)#

2.5 exit (Configuration)

The exit command exits any mode and brings the user to the next higher mode in the CLI mode
hierarchy.

Syntax
exit

Parameters
N/A

Default Configuration
N/A

Command Mode
All.

Examples

The following examples change the configuration mode from Interface Configuration mode to
Privileged EXEC mode.

switchxxxxxx(config-if)# exit

switchxxxxxx(config)# exit

2.6  exit (EXEC)

The exit EXEC mode command closes an active terminal session by logging off the device.

Syntax
exit

Parameters
N/A

Default Configuration
N/A

Command Mode
EXEC mode
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Example
The following example closes an active terminal session.

switchxxxxxx# exit

2.7 end

The end command ends the current configuration session and returns to the Privileged EXEC
mode.

Syntax
end

Parameters
N/A

Default Configuration
N/A

Command Mode
All

Example

The following example ends the Global Configuration mode session and returns to the Privileged
EXEC mode.

switchxxxxxx(config)# end

SWItChXXXXXx#

2.8 help

The help command displays a brief description of the Help system.
Syntax

help

Parameters

N/A

Default Configuration
N/A

Command Mode
Al
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Example
The following example describes the Help system.

switchxxxxxx# help

Help may be requested at any point in a command by entering a question mark "?". If
nothing matches the currently entered incomplete command, the help list is empty. This
indicates that there is no command matching the input as it currently appears. If the
request is within a command, press the Backspace key and erase the entered characters to
a point where the request results in a match.

Help is provided when:

1. There is a valid command and a help request is made for entering a parameter or
argument (e.g. "show ?"). All possible parameters or arguments for the entered command
are then displayed.

2. An abbreviated argument is entered and a help request is made for arguments matching
the input (e.g. "show pr?7).

2.9 history

The history Line Configuration mode command enables saving commands that have been entered.
Use the no form of this command to disable the command.

Syntax
history

no history

Parameters
N/A

Default Configuration
Enabled.

Command Mode
Line Configuration mode

User Guidelines

This command enables saving user-entered commands for a specified line. You can return to
previous lines by using the up or down arrows.

It is effective from the next time that the user logs in via console/telnet/ssh.
The following are related commands:

m  Use the terminal history size EXEC mode command to enable or disable this command for the
current terminal session.

m  Use the history size Line Configuration mode command to set the size of the command history
buffer.

Example
The following example enables the command for Telnet.

switchxxxxxx(config)# line telnet
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switchxxxxxx(config-line)# history

2.10 history size

The history size Line Configuration mode command changes the maximum number of user
commands that are saved in the history buffer for a particular line. Use the no form of this command
to reset the command history buffer size to the default value.

Syntax
history size number-of-commands

no history size

Parameters

number-of-commands—Specifies the number of commands the system records in its history
buffer.

Default Configuration
The default command history buffer size is 10 commands.

Command Mode
Line Configuration mode

User Guidelines

This command configures the command history buffer size for a particular line. It is effective from the
next time that the user logs in via console/telnet/ssh.

Use the terminal history size EXEC mode command to configure the command history buffer size
for the current terminal session.

The allocated command history buffer is per terminal user, and is taken from a shared buffer. If there
is not enough space available in the shared buffer, the command history buffer size cannot be
increased above the default size.

Example
The following example changes the command history buffer size to 100 entries for Telnet.

switchxxxxxx(config)# line telnet

switchxxxxxx(config-line)# history size 100

2.11 terminal history

The terminal history EXEC mode command enables the command history function for the current
terminal session. Use the no form of this command to disable the command.

Syntax
terminal history

terminal no history
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Default Configuration

The default configuration for all terminal sessions is defined by the history Line Configuration mode
command.

Command Mode
EXEC mode

User Guidelines

The command enables the command history for the current session. The default is determined by
the history Line Configuration mode command.

This command is effective immediately.

Example
The following example disables the command history function for the current terminal session.

switchxxxxxx# terminal no history

2.12 terminal history size

The terminal history size EXEC mode command changes the command history buffer size for the
current terminal session. Use the no form of this command to reset the command history buffer size
to the default value.

Syntax
terminal history size number-of-commands

terminal no history size

Parameters

number-of-commands—Specifies the number of commands the system maintains in its history
buffer. (Range: 10-207)

Default Configuration

The default configuration for all terminal sessions is defined by the history size Line Configuration
mode command.

Command Mode
EXEC mode

User Guidelines

The terminal history size EXEC command changes the command history buffer size for the current
terminal session. Use the history Line Configuration mode command to change the default history
buffer size.

The maximum number of commands in all buffers is 207.
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Example

The following example sets the command history buffer size to 20 commands for the current
terminal session.

switchxxxxxx#terminal history size 20

2.13 terminal datadump

The terminal datadump EXEC mode command enables dumping all the output of a show
command without prompting. Use the no form of this command to disable dumping.

Syntax
terminal datadump

terminal no datadump

Parameters
N/A

Default Configuration
When printing, dumping is disabled and printing is paused every 24 lines.

Command Mode
EXEC mode

User Guidelines

By default, a More prompt is displayed when the output contains more than 24 lines. Pressing the
Enter key displays the next line; pressing the Spacebar displays the next screen of output.

The terminal datadump command enables dumping all output immediately after entering the show
command by removing the pause.

The width is not limited, and the width of the line being printed on the terminal is based on the
terminal itself.

This command is relevant only for the current session.

Example
The following example dumps all output immediately after entering a show command.

switchxxxxxx# terminal datadump

2.14 terminal width

Use the terminal width EXEC mode command to determine the width of the display for the echo
input to CLI sessions. Use terminal no width to return to the default.

The command is per session and will not be saved in the configuration database.

Syntax
terminal width number-of-characters
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terminal no width

Parameters

number-of-characters - Specifies the number of characters to be displayed for the echo output of
the CLI commands and the configuration file,'0" means endless number of characters on a screen
line. (Range: 0, 70-512)

Default Configuration
The default number of characters is 77.

Command Mode
Privileged EXEC mode

Example
The following example sets the terminal width to 100 characters

switchxxxxxx# terminal width 100

2.15 terminal prompt

Use the terminal prompt EXEC mode command to enable the terminal prompts. Use terminal no
prompt command to disable the terminal prompts.

The command is per session and will not be saved in the configuration database.

Syntax
terminal prompt

terminal no prompt

Parameters
N/A

Default Configuration
The default configuration is prompts enabled.

Command Mode
Privileged EXEC mode

Example
The following example disables the terminal prompts

switchxxxxxx# terminal no prompt

2.16 debug-mode

The debug-mode Privileged EXEC mode command mode switches to debug mode.

Syntax
debug-mode
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Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example
The following example enters Debug mode.

switchxxxxxx# debug-mode

2.17 show history

The show history EXEC mode command lists commands entered in the current session.

Syntax
show history

Parameters
N/A

Default Configuration
N/A

Command Mode
EXEC mode

User Guidelines
The buffer includes executed and unexecuted commands.

Commands are listed from the first to the most recent command.

The buffer remains unchanged when entering into and returning from configuration modes.

Example

The following example displays all the commands entered while in the current Privileged EXEC
mode.

switchxxxxxx# show version

SW version 3.131 (date 23-Jul-2005 time 17:34:19)
HW version 1.0.0

switchxxxxxx# show clock

15:29:03 Jun 17 2005

switchxxxxxx# show history

show version
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show clock
show history
3 commands were logged (buffer size is 10)

2.18 show privilege

The show privilege EXEC mode command displays the current privilege level.

Syntax
show privilege

Parameters
N/A

Default Configuration
N/A

Command Mode
EXEC mode

Example
The following example displays the privilege level for the user logged on.

switchxxxxxx# show privilege

Current privilege level is 15

2.19 do

The do command executes an EXEC-level command from Global Configuration mode or any
configuration submode.

Syntax
do command

Parameters
command—Specifies the EXEC-level command to execute.

Command Mode
All configuration modes

Example
The following example executes the show vlan Privileged EXEC mode command from Global

Configuration mode.

Example

switchxxxxxx(config)# do show vlan
Vlan Name Ports Type Authorization
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1 1 gil/1/1-39,Pol,Po2, other Required

2 2 gil/1/1 dynamicGvrp Required

10 v0010 gil/1/1 permanent Not Required
11 V0011 gil/1/1,9i1/1/3 permanent Required
20 20 gil/1l/1 permanent Required

30 30 gil/1/1,9i1/1/3 permanent Required
31 31 gil/1/1 permanent Required

91 91 gil/1/1,9i1/1/4 permanent Required
4093 guest-vlan g¢il/1/1,9il/1/3 permanent Guest

switchxxxxxx(config)#

2.20 banner exec

Use the banner exec Global Configuration mode command to specify and enable a message to be
displayed after a successful logon. This banner is applied automatically on all the CLI interfaces:
console, Telnet and SSH. Use the no form of this command to delete the existing EXEC banner.

Syntax
banner exec d message-text d

no banner exec

Parameters

m  d—Delimiting character of user’s choice—a pound sign (#), for example. You cannot use the
delimiting character in the banner message.

m  message-text—The message must start in a new line. You can enter multi-line messages. You
can include tokens in the form of $(token) in the message text. Tokens are replaced with the
corresponding configuration variable (see User Guidelines). The message can contain up to
2000 characters (after every 510 characters, press <Enter> to continue).

Default Configuration
Disabled (no EXEC banner is displayed).

Command Mode
Global Configuration mode

User Guidelines

Follow this command with one or more blank spaces and a delimiting character of your choice. Then
enter one or more lines of text, terminating the message with the second occurrence of the
delimiting character.

Use tokens in the form of $(token) in the message text to customize the banner. The tokens are
described in the table below:

| Token | Information Displayed in the Banner
$(hostname) Displays the host name for the device.
$(domain) Displays the domain name for the device.
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| Token | Information Displayed in the Banner

$(bold) Indicates that the next text is a bold text. Using this token again
indicates the end of the bold text.

$(inverse) Indicates that the next text is an inverse text. Using this token
again indicates the end of the inverse text.

$(contact) Displays the system contact string.

$(location) Displays the system location string.

$(mac-address) Displays the base MAC address of the device.

Use the no banner exec Line Configuration command to disable the Exec banner on a particular
line or lines.

Example

The following example sets an EXEC banner that uses tokens. The percent sign (%) is used as a
delimiting character. Note that the $(token) syntax is replaced by the corresponding configuration
variable.

switchxxxxxx(config)# banner exec %

Enter TEXT message. End with the character "%".

$(bold)Session activated.$(bold) Enter commands at the prompt.

%

When a user logs on to the system, the following output is displayed:
Session activated. Enter commands at the prompt.

2.21 banner login

Use the banner login command in Global Configuration mode to specify a message to be displayed
before the username and password login prompts. This banner is applied automatically on all the
CLI interfaces: Console, Telnet and SSH and also on the WEB GUI. Use the no form of this
command to delete the existing login banner.

Syntax
banner login d message-text d

no banner login

Parameters

m  d—Delimiting character of user’s choice—a pound sign (#), for example. You cannot use the
delimiting character in the banner message.

m  message-text—Message text. The message must start on a new line. You can enter multi-line
messages. You can include tokens in the form of $(token) in the message text. Tokens are
replaced with the corresponding configuration variable (see User Guidelines). The message
can contain up to 2000 characters (after every 510 characters, you must press <Enter> to
continue).

Default Configuration
Disabled (no Login banner is displayed).
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Command Mode
Global Configuration mode

User Guidelines

Follow this command with one or more blank spaces and a delimiting character of your choice. Then
enter one or more lines of text, terminating the message with the second occurrence of the
delimiting character.

Use tokens in the form of $(token) in the message text to customize the banner. The tokens are
described in the table below:

| Token | Information displayed in the banner

$(hostname) Displays the host name for the device.

$(domain) Displays the domain name for the device.

$(bold) Indicates that the next text is a bold text. Using this token again
indicates the end of the bold text.

$(inverse) Indicates that the next text is an inverse text. Using this token
again indicates the end of the inverse text.

$(contact) Displays the system contact string.

$(location) Displays the system location string.

$(mac-address) Displays the base MAC address of the device.

Use the no banner login Line Configuration command to disable the Login banner on a particular
line or lines.

Example

The following example sets a Login banner that uses tokens. The percent sign (%) is used as a
delimiting character. Note that the $(token) syntax is replaced by the corresponding configuration
variable.

switchxxxxxx(config)# banner login %

Enter TEXT message. End with the character "%".

You have entered $(hostname).$(domain)

%

When the login banner is executed, the user will see the following banner:
You have entered hostl123.ourdomain.com

2.22 banner motd

Use the banner motd command in Global Configuration mode to specify and enable a
message-of-the-day banner. This message is displayed before the login banner. Use the no form of
this command to delete the existing MOTD banner.

Syntax
banner motd d message-text d

no banner motd

Version 1.0 06/03/2013



Amphenol Franchise Ph. 3.5 CLI Commands

Page 46/876

Parameters

m  d—Delimiting character of user’s choice—a pound sign (#), for example. You cannot use the
delimiting character in the banner message.

m  message-text—The message must start on a new line. You can enter multi-line messages. You
can include tokens in the form of $(token) in the message text. Tokens are replaced with the
corresponding configuration variable. Tokens are described in the User Guidelines. The
message can contain up to 2000 characters (after every 510 characters, you must press
<Enter> to continue).

Default Configuration
Disabled (no MOTD banner is displayed).

Command Mode
Global Configuration mode

User Guidelines

Follow this command with one or more blank spaces and a delimiting character of your choice. Then
enter one or more lines of text, terminating the message with the second occurrence of the
delimiting character.

When a user connects to a device, the message-of-the-day (MOTD) banner appears first, followed
by the login banner and prompts. After the user logs in to the device, the EXEC banner is displayed.

Use tokens in the form of $(token) in the message text to customize the banner. The tokens are
described in the table below:

| Token | Information displayed in the banner

$(hostname) Displays the host name for the device.

$(domain) Displays the domain name for the device.

$(bold) Indicates that the next text is a bold text. Using this token again
to indicates the end of the bold text.

$(inverse) Indicates that the next text is an inverse text. Using this token
again indicates the end of the inverse text.

$(contact) Displays the system contact string.

$(location) Displays the system location string.

$(mac-address) Displays the base MAC address of the device.

Use the no banner motd Line Configuration command to disable the MOTD banner on a particular
line or lines.

Example

The following example sets an MOTD banner that uses tokens. The percent sign (%) is used as a
delimiting character. Note that the $(token) syntax is replaced by the corresponding configuration
variable.

switchxxxxxx(config)# banner motd %

Enter TEXT message. End with the character "%".
$(bold)Upgrade$(bold) to all devices begins at March 12
%
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When the login banner is executed, the user will see the following banner:

Upgrade to all devices begins at March 12

2.23 exec-banner

Use the exec-banner command in Line Configuration mode to enable the display of exec banners.
Use the no form of this command to disable the display of exec banners.

Syntax
exec-banner

no exec-banner

Parameters

This command has no arguments or keywords.

Default Configuration
Disabled

Command Mode
Line Configuration mode

Example

switchxxxxxx# configure
switchxxxxxx(config)# line console
switchxxxxxx(config-line)# exec-banner
switchxxxxxx(config-line)# exit
switchxxxxxx(config)# line telnet
switchxxxxxx(config-line)# exec-banner
switchxxxxxx(config-line)# exit
switchxxxxxx(config)# line ssh
switchxxxxxx(config-line)# exec-banner

2.24 login-banner

Use the login-banner command in Line Configuration mode to enable the display of login banners.
Use the no form of this command to disable the display of login banners.

Syntax
login-banner

no login-banner

Parameters

This command has no arguments or keywords.
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Default Configuration
Enabled

Command Mode
Line Configuration mode

Example

Franchise Ph. 3.5 CLI Commands

switchxxxxxx# configure

switchxxxxxx(config)# line console

switchxxxxxx(config-line)# login-banner

switchxxxxxx(config-line)# exit
switchxxxxxx(config)# line telnet

switchxxxxxx(config-line)# login-banner

switchxxxxxx(config-line)# exit

switchxxxxxx(config)# line ssh

switchxxxxxx(config-line)# login-banner

2.25 motd-banner

Use the motd-banner command in Line Configuration mode to enable the display of

message-of-the-day banners. Use the no form of this command to disable the display of MOTD

banners.

Syntax
motd-banner

no motd-banner

Parameters
This command has no arguments or keywords.

Default Configuration
Enabled

Command Mode
Line Configuration mode

Example

switchxxxxxx# configure
switchxxxxxx(config)# line console
switchxxxxxx(config-line)# motd-banner
switchxxxxxx(config-line)# exit
switchxxxxxx(config)# line telnet
switchxxxxxx(config-line)# motd-banner
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switchxxxxxx(config-line)# exit
switchxxxxxx(config)# line ssh
switchxxxxxx(config-line)# motd-banner

2.26 show banner

Use the show banner commands in EXEC mode to display the banners that have been defined.

Syntax
show banner motd

show banner login

show banner exec

Parameters
This command has no arguments or keywords.

Command Mode
EXEC mode

Examples

switchxxxxxx# show banner motd
Banner: MOTD

Line SSH: Enabled

Line Telnet: Enabled

Line Console: Enabled

10000 giga ports switch

switchxxxxxx# show banner login

Banner: Login

Line SSH: Enabled
Line Telnet: Enabled
Line Console: Enabled

switchxxxxxx# show banner exec

Banner: EXEC

Line SSH: Enabled
Line Telnet: Enabled
Line Console: Enabled
You have logged on
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3.1 macro name

Use the macro name Global Configuration mode command to define a macro. There are two types
of macros that can be defined:
Global macros define a group of CLI commands that can be run at any time.

Smartport macros are associated with Smartport types (Section 45 "Smartport Commands" ).
For each Smartport macro there must be an anti macro (a macro whose name is concatenated
with no_ ). The anti macro reverses the action of the macro.

If a macro with this name already exists, it overrides the previously-defined one.

Use the no form of this command to delete the macro definition.

Syntax
macro name [macro-name]

no macro name [macro-name]

Parameters
macro-name—Name of the macro. Macro names are case sensitive.

Default Configuration
N/A

Command Mode
Global Configuration mode

User Guidelines

A macro is a script that contains CLI commands and is assigned a name by the user. It can contain
up to 3000 characters and 200 lines.

Keywords

Macros may contain keywords (parameters). The following describes keywords:

A macro can contain up to three keywords.

All matching occurrences of the keyword are replaced by the corresponding value specified in
macro.

m  Keyword matching is case-sensitive
m  Applying a macro with keywords does not change the state of the original macro definition.
User Feedback

The behavior of a macro command requiring user feedback is the same as if the command is
entered from terminal: it sends its prompt to the terminal and accepts the user reply.

Creating a Macro
Use the following guidelines to create a macro:

m  Use macro name to create the macro with the specified name.
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Enter one macro command per line.
Use the @ character to end the macro.
Use the # character at the beginning of a line to enter a comment in the macro.

In addition, # is used to identify certain preprocessor commands that can only be used within a
macro. There are two possible preprocessor commands:

» #macro key description - Each macro can be configured with up to 3 keyword/description
pairs. The keywords and descriptions are displayed in the GUI pages when the macro is
displayed.

The syntax for this preprocessor command is as follows:

#macro key description $keyword1 descriptionl $keyword?2 description2 $keyword3
description3

A keyword must be prefixed with '$'".

* #macro keywords - This instruction enables the device to display the keywords as part of
the CLI help. It accepts up to 3 keywords. The command creates a CLI help string with the
keywords for the macro. The help string will be displayed if help on the macro is requested
from the macro and macro global commands. The GUI also uses the keywords specified in
the command as the parameter names for the macro. See Example 2 and 3 below for a
description of how this command is used in the CLI.

The syntax for this preprocessor command is as follows:

#macro keywords $keywordl $keyword2 $Skeyword3

where $keywordn is the name of the keyword.
Editing a Macro
Macros cannot be edited. Modify a macro by creating a new macro with the same name as the
existing macro. The newer macro overwrites the existing macro.

The exceptions to this are the built-in macros and corresponding anti-macros for the Smartport
feature. You cannot override a Smartport macro. To change a Smartport macro, create a new macro
(my_macro) and an anti macro (no_my_macro) and associate it with the Smartport type using macro
auto user smartport macro.

Scope of Macro

It is important to consider the scope of any user-defined macro. Because of the potential hazards of
applying unintended configurations, do not change configuration modes within the macro by using
commands such as exit, end, or interface interface-id. With a few exceptions, there are other ways
of executing macros in the various configuration modes. Macros may be executed in Privileged Exec
mode, Global Configuration mode, and Interface Configuration mode (when the interface is NOT a
VLAN.)

Examples
Example 1 -The following example shows how to create a macro that configures the duplex mode of
a port.

switchxxxxxx(config)# macro name dup

Enter macro commands one per line. End with the character “@”.
#macro description dup

duplex full

negotiation

@

Example 2 -The following example shows how to create a macro with the parameters: DUPLEX and
SPEED. When the macro is run, the values of DUPLEX and SPEED must be provided by the user.
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The #macro keywords command enables the user to receive help for the macro as shown in
Example 3.

switchxxxxxx(config) # macro name duplex

Enter macro commands one per line. End with the character “@”.
duplex $DUPLEX

no negotiation

speed $SPEED

#macro keywords $DUPLEX $SPEED

@

Example 3 -The following example shows how to display the keywords using the help character ?
(as defined by the macro keywords command above) and then run the macro on the port. The
#macro keywords command entered in the macro definition enables the user to receive help for the
macro, as shown after the words e.g. below.
switchxxxxxx(config-if)#interface gil
switchxxxxxx(config-if)#macro apply duplex ?
WORD <1-32> Keyword to replace with value e.g. $DUPLEX, $SPEED
<Cr>
switchxxxxxx(config-if)#macro apply duplex $DUPLEX ?
WORD<1-32> First parameter value
<Cr>
switchxxxxxx(config-if)#macro apply duplex $DUPLEX full $SPEED ?
WORD<1-32> Second parameter value
switchxxxxxx(config-if)#macro apply duplex $DUPLEX full $SPEED 100

3.2 macro

Use the macro apply/trace Interface Configuration command to either:

m  Apply a macro to an interface without displaying the actions being performed
m  Apply a macro to the interface while displaying the actions being performed

Syntax
macro {apply | trace} macro-name [parameter-namel {value}] [parameter-name2 {value}]
[parameter-name3 {value}]

Parameters

m  apply—Apply a macro to the specific interface.

m  trace—Apply and trace a macro to the specific interface.
m  macro-name—Name of the macro.
u

parameter-name value—(Optional) For each parameter defined in the macro, specify its
name and value. You can enter up to three parameter-value pairs. Parameter keyword matching
is case sensitive. All matching occurrences of the parameter name in the macro are replaced
with the corresponding value.

Default Configuration
The command has no default setting.
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Command Mode
Interface Configuration mode

User Guidelines

The macro apply command hides the commands of the macro from the user while it is being run.
The macro trace command displays the commands along with any errors which are generated by
them as they are executed. This is used to debug the macro and find syntax or configuration errors.

When you run a macro, if a line in it fails because of a syntax or configuration error, the macro
continues to apply the remaining commands to the interface.

If you apply a macro that contains parameters in its commands, the command fails if you do not
provide the values for the parameters. You can use the macro apply macro-name with a '?' to
display the help string for the macro keywords (if you have defined these with the #macro
keywords preprocessor command).

Parameter (keyword) matching is case sensitive. All matching occurrences of the parameter are
replaced with the provided value. Any full match of a keyword, even if it is part of a large string, is
considered a match and replaced by the corresponding value.

When you apply a macro to an interface, the switch automatically generates a macro description
command with the macro name. As a result, the macro name is appended to the macro history of
the interface. The show parser macro command displays the macro history of an interface.

A macro applied to an interface range behaves the same way as a macro applied to a single
interface. When a macro is applied to an interface range, it is applied sequentially to each interface
within the range. If a macro command fails on one interface, it is nonetheless attempted to be
applied and may fail or succeed on the remaining interfaces.

Examples.

Example 1 - The following is an example of a macro being applied to an interface with the trace
option.
switchxxxxxx(config) # interface gil/l/2
switchxxxxxx<config-if> # macro trace dup $DUPLEX full $SPEED 100
Applying command.. “duplex full”
Applying command.. “speed 100~
switchxxxxxx<config-if> #

Example 2 - The following is an example of a macro being applied without the trace option.

switchxxxxxx(config) # interface gil/1/2
switchxxxxxx<config-if> # macro apply dup $DUPLEX full $SPEED 100
switchxxxxxx<config-if> #

Example 3 - The following is an example of an incorrect macro being applied.
switchxxxxxx(config-if)#macro trace dup

Applying command. .. duplex full*

Applying command..."speed auto”

% bad parameter value
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3.3  macro description

Use the macro description Interface Configuration mode command to append a description, for
example, a macro name, to the macro history of an interface. Use the no form of this command to
clear the macro history of an interface. When the macro is applied to an interface, the switch
automatically generates a macro description command with the macro name. As a result, the name
of the macro is appended to the macro history of the interface.

Syntax
macro description text

no macro description

Parameters
text—Description text. The text can contain up to 160 characters. The text must be double quoted if
it contains multiple words.

Default Configuration
The command has no default setting.

Command Mode
Interface Configuration mode

User Guidelines

When multiple macros are applied on a single interface, the description text is a concatenation of
texts from a number of previously-applied macros.

To verify the settings created by this command, run show parser macro.

Example

switchxxxxxx(config)#interface gil/1/2
switchxxxxxx(config-if)#macro apply dup
switchxxxxxx(config-if)#exit

switchxxxxxx(config)#interface gil/1/3
switchxxxxxx(config-if)#macro apply duplex $DUPLEX full $SPEED 100
switchxxxxxx(config-if)#macro description dup
switchxxxxxx(config-if)#macro description duplex
switchxxxxxx(config-if)#end

switchxxxxxx#show parser macro description

Global Macro(s):

Interface Macro Description(s)
gil/1/2 dup
gil/1/3 duplex | dup | duplex

switchxxxxxx#configure
switchxxxxxx(config)#interface gil/1/2
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switchxxxxxx(config-iT)#no macro description
switchxxxxxx(config-if)#end
switchxxxxxx#show parser macro description
Global Macro(s):

Interface Macro Description(s)
gi3 duplex | dup | duplex
SWITChXXXXXX#

3.4  macro global

Use the macro global Global Configuration command to apply a macro to a switch (with or without
the trace option).

Syntax
macro global {apply | trace} macro-name [parameter-namel {value}] [parameter-name2 {value}]
[parameter -name3 {value}]

Parameters

m  apply—Apply a macro to the switch.

m  trace—Apply and trace a macro to the switch.
®  macro-name—Specify the name of the macro.
u

parameter-name value—(Optional) Specify the parameter values required for the switch. You
can enter up to three parameter-value pairs. Parameter keyword matching is case sensitive. All
matching occurrences of the parameters are replaced with the corresponding value.

Default Configuration
The command has no default setting.

Command Mode
Global Configuration mode

User Guidelines

If a command fails because of a syntax error or a configuration error when you apply a macro, the
macro continues to apply the remaining commands to the switch.

Keyword matching is case sensitive. All matching occurrences of the keyword are replaced with the
corresponding value. Any full match of a keyword, even if it is part of a large string, is considered a
match and replaced by the corresponding value.

If you apply a macro that contains keywords in its commands, the command fails if you do not
specify the proper values for the keywords when you apply the macro. You can use this command
with a '?' to display the help string for the macro keywords. You define the keywords in the help string
using the preprocessor command #macro keywords when you define a macro.

When you apply a macro in Global Configuration mode, the switch automatically generates a global
macro description command with the macro name. As a result, the macro name is appended to the
global macro history. Use show parser macro to display the global macro history.
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Example.

The following is an example of a macro being defined and then applied to the switch with the trace
option.

switchxxxxxx(config)# macro name console-timeout

Enter macro commands one per line. End with the character “@”.

line console

exec-timeout $timeout-interval

e

switchxxxxxx(config)# macro global trace console-timeout
$timeout-interval 100

Applying command.. “line console”
Applying command.. “exec-timeout 100~
switchxxxxxx(config)#

3.5 macro global description

Use the macro global description Global Configuration command to enter a description which is
used to indicate which macros have been applied to the switch. Use the no form of this command to
remove the description.

Syntax
macro global description text

no macro global description

Parameters
text—Description text. The text can contain up to 160 characters.

Default Configuration
The command has no default setting.

Command Mode
Global Configuration mode

User Guidelines

When multiple global macros are applied to a switch, the global description text is a concatenation of
texts from a number of previously applied macros.

You can verify your settings by entering the show parser macro description privileged EXEC
mode command.

Examples

switchxxxxxx(conf)# macro global description "set console timeout
interval”
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3.6 show parser macro

Use the show parser macro User EXEC mode command to display the parameters for all
configured macros or for one macro on the switch.

Syntax
show parser macro [{brief | description [interface interface-id | detailed] | name macro-name}]

Parameters
m  brief—Display the name of all macros.

m  description [interface interface-id]|—Display the macro descriptions for all interfaces or if an
interface is specified, display the macro descriptions for that interface.

name macro-name—Display information about a single macro identified by the macro name.
detailed—Displays information for non-present ports in addition to present ports.

Default Configuration
Display description of all macros on present ports. If detailed is not used, only present ports are
displayed.

Command Mode
User EXEC mode

Examples
Example 1 - This is a partial output example from the show parser macro command.

switchxxxxxx# show parser macro

Total number of macros = 6

Macro name : cisco-global

Macro type : default global

# Enable dynamic port error recovery for link state
# failures

<output truncated>

Macro name : cisco-desktop

Macro type : default interface

# macro keywords $AVID

# Basic interface - Enable data VLAN only

# Recommended value for access vlan (AVID) should not be 1
switchport access vlan $AVID

switchport mode access

<output truncated>

Example 2 - This is an example of output from the show parser macro name command.
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switchxxxxxx# show parser macro standard-switchl0
Macro name : standard-switchl0

Macro type : customizable

macro description standard-switchl0

# Trust QoS settings on VOIP packets

auto gos voip trust

# Allow port channels to be automatically formed
channel-protocol pagp

Example 3 - This is an example of output from the show parser macro brief command.

switchxxxxxx# show parser macro brief
default global : cisco-global

default interface: cisco-desktop
default interface: cisco-phone

default interface: cisco-switch
default interface: cisco-router
customizable : snmp

This is an example of output from the show parser macro description command.

switchxxxxxx# show parser macro description
Global Macro(s): cisco-global

Example 4 - This is an example of output from the show parser macro description interface
command.

switchxxxxxx# show parser macro description interface gil/1/2
Interface Macro Description
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System Management Commands

4.1 ping
Use the ping EXEC mode command to send ICMP echo request packets to another node on the
network.

Syntax
ping [ip] {ipv4-address | hostname} [size packet_size] [count packet_count] [timeout time_out]

ping ipv6 {ipv6-address | hostname} [size packet_size] [count packet_count] [timeout time_out]

Parameters

m  ip—Use IPv4 to check the network connectivity.

m  ipv6—Use IPVv6 to check the network connectivity.
m  ipv4-address—IPv4 address to ping.
| |

ipv6-address—Unicast or Multicast IPv6 address to ping. When the IPv6 address is a Link
Local address (IPv6Z address), the outgoing interface name must be specified. See 1Pv6z
Address Conventions.

m  hostname—Hostname to ping (Length: 1-160 characters. Maximum label size for each part of
the host name: 63.)

m  size packet_size—Number of bytes in the packet not including the VLAN tag. The default is 64
bytes. (IPv4:64-1518, IPv6: 68-1518)

m  count packet_count—Number of packets to send, from 1 to 65535 packets. The default is 4
packets. If 0 is entered, it pings until stopped (0-65535).

m time time-out—Timeout in milliseconds to wait for each reply, from 50 to 65535 milliseconds.
The default is 2000 milliseconds (50—65535).

Default Usage
N/A

Command Mode
EXEC mode

User Guidelines

Press Esc to stop pinging. Following are sample results of the ping command:

m  Destination does not respond—If the host does not respond, a “no answer from host”
appears within 10 seconds.

m  Destination unreachable—The gateway for this destination indicates that the destination is
unreachable.

m  Network or host unreachable—The switch found no corresponding entry in the route table.
See IPv6z Address Conventions.
When using the ping ipv6 command to check network connectivity of a directly attached host using

its link local address, the egress interface may be specified in the IPv6Z format. If the egress
interface is not specified, the default interface is selected.
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When using the ping ipv6 command with a Multicast address, the information displayed is taken

from all received echo responses.

Examples
Example 1 - Ping an IP address.

switchxxxxxx# ping ip 10.1.1.1

Pinging 10.1.1.1 with 64 bytes of data:

64 bytes from 10.1.1.1: icmp_seq=0. time=11 ms

64 bytes from 10.1.1.1: icmp_seg=1. time=8 ms

64 bytes from 10.1.1.1: icmp_seqg=2. time=8 ms

64 bytes from 10.1.1.1: icmp_seqg=3. time=7 ms
----10.1.1.1 PING Statistics----

4 packets transmitted, 4 packets received, 0% packet loss
round-trip (ms) min/avg/max = 7/8/11

Example 2 - Ping a site.

switchxxxxxx# ping ip yahoo.com

Pinging yahoo.com [66.218.71.198] with 64 bytes of data:
64 bytes from 10.1.1.1: icmp_seg=0. time=11l ms

64 bytes from 10.1.1.1: icmp_seg=1. time=8 ms

64 bytes from 10.1.1.1: icmp_seqg=2. time=8 ms

64 bytes from 10.1.1.1: icmp_seg=3. time=7 ms
----10.1.1.1 PING Statistics----

4 packets transmitted, 4 packets received, 0% packet loss
round-trip (ms) min/avg/max = 7/8/11

Example 3 - Ping an IPv6 address.

switchxxxxxx# ping ipv6 3003::11

Pinging 3003::11 with 64 bytes of data:

64 bytes from 3003::11: icmp_seg=1. time=0 ms

64 bytes from 3003::11: icmp_seg=2. time=50 ms

64 bytes from 3003::11: icmp_seqg=3. time=0 ms

64 bytes from 3003::11: icmp_seq=4. time=0 ms
----3003::11 PING Statistics----

4 packets transmitted, 4 packets received, 0% packet loss
round-trip (ms) min/avg/max = 0/12/50

switchxxxxxx# ping ipv6 FF02::1

Pinging FF02::1 with 64 bytes of data:

64 bytes from 3003::11: icmp_seg=1. time=0 ms

64 bytes from 3003::33: icmp_seg=1l. time=70 ms
64 bytes from 3003::11: icmp_seqg=2. time=0 ms

64 bytes from 3003::55: icmp_seg=1. time=1050 ms
64 bytes from 3003::33: icmp_seg=2. time=70 ms
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64 bytes from 3003::55: icmp_seg=2. time=1050 ms
64 bytes from 3003::11: icmp_seg=3. time=0 ms

64 bytes from 3003::33: icmp_seg=3. time=70 ms
64 bytes from 3003::11: icmp_seqg=4. time=0 ms

64 bytes from 3003::55: icmp_seg=3. time=1050 ms
64 bytes from 3003::33: icmp_seg=4. time=70 ms
64 bytes from 3003::55: icmp_sg=4. time=1050 ms
---- FF02::1 PING Statistics----

4 packets transmitted, 12 packets received

4.2 traceroute

To display the routes that packets will take when traveling to their destination, use the traceroute
EXEC mode command.

Syntax
traceroute ip {ipv4-address | hostname} [size packet_size] [ttl max-tt]] [count packet_count]
[timeout time_out] [source ip-address] [tos tos]

traceroute ipv6 {ipv6-address | hostname} [size packet_size] [ttl max-ttl]] [count packet_count]
[timeout time_out] [source ip-address] [tos tos]

Parameters

m  ip—Use IPv4 to discover the route.

ipv6—Use IPv6 to discover the route.
ipv4-address—IPv4 address of the destination host.
ipv6-address—IPv6 address of the destination host.

hostname—Hostname of the destination host. (Length: 1-160 characters. Maximum label size

for each part of the host name: 63.)

m  size packet_size—Number of bytes in the packet not including the VLAN tag. The default is 64
bytes. (IPv4:64-1518, IPv6: 68-1518)

m ttl max-tt—The largest TTL value that can be used. The default is 30. The traceroute
command terminates when the destination is reached or when this value is reached. (Range:
1-255)

m count packet_count—The number of probes to be sent at each TTL level. The default count
is 3. (Range: 1-10)

m timeout time_out—The number of seconds to wait for a response to a probe packet. The
default is 3 seconds. (Range: 1-60)

m  source ip-address—One of the interface addresses of the device to use as a source address
for the probes. The device selects the optimal source address by default. (Range: Valid IP
address)

m  tos tos—The Type-Of-Service byte in the IP Header of the packet. (Range: 0-255)

Default Usage
N/A

Command Mode
EXEC mode
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User Guidelines
The traceroute command works by taking advantage of the error messages generated by routers
when a datagram exceeds its time-to-live (TTL) value.

The traceroute command starts by sending probe datagrams with a TTL value of one. This causes
the first router to discard the probe datagram and send back an error message. The traceroute
command sends several probes at each TTL level and displays the round-trip time for each.

The traceroute command sends out one probe at a time. Each outgoing packet can result in one or
two error messages. A "time exceeded” error message indicates that an intermediate router has
seen and discarded the probe. A "destination unreachable" error message indicates that the
destination node has received the probe and discarded it because it could not deliver the packet. If
the timer goes off before a response comes in, the traceroute command prints an asterisk (*).

The traceroute command terminates when the destination responds, when the maximum TTL is
exceeded, or when the user interrupts the trace with Esc.

The traceroute command is not relevant to IPv6 link local addresses.

Example

switchxxxxxx# traceroute ip umaxpl.physics.lsa.umich.edu

Type Esc to abort.

Tracing the route to umaxpl.physics.lsa.umich.edu (141.211.101.64)
i2-gateway.stanford.edu (192.68.191.83) 0O msec 0 msec O msec
STAN.POS.calren2_.NET (171.64.1.213) 0 msec O msec 0 msec
SUNV--STAN.POS.calren2.net (198.32.249.73) 1 msec 1 msec 1 msec
Abilene--QSV.POS.calren2.net (198.32.249.162) 1 msec 1 msec 1 msec
kscyng-snvang.abilene.ucaid.edu (198.32.8.103) 33 msec 35 msec 35 msec
iplsng-kscyng.abilene.ucaid.edu (198.32.8.80) 47 msec 45 msec 45 msec
s0-0-2-0x1.aal.mich.net (192.122.183.9) 56 msec 53 msec 54 msec
atml-0x24._michnet8.mich.net (198.108.23.82) 56 msec 56 msec 57 msec

* X X

10 A-ARB3-LSA-NG.c-SEB.umnet.umich.edu(141.211.5.22)58 msec 58msec 58
msec

11 umaxpl.physics.lsa.umich.edu (141.211.101.64) 62 msec 63 msec 63 msec
Trace completed

The following table describes the significant fields shown in the display:

© 0 ~NO Ul WN PR

Field Description
1 Indicates the sequence number of the router in the path
to the host.

i2-gateway.stanford.edu Host name of this router.

192.68.191.83 IP address of this router.
1 msec 1 msec 1 msec Round-trip time for each of the probes that are sent.
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The following are characters that can appear in the traceroute command output:

Field Description

* The probe timed out.

? Unknown packet type.

A Administratively unreachable. Usually, this output indicates that an

access list is blocking traffic.
Fragmentation required and DF is set.
Host unreachable.

Network unreachable.

Protocol unreachable.

Source quench.

Fragment reassembly time exceeded

Source route failed.

cC w1 O T =2 T T

Port unreachable.

4.3 telnet

The telnet EXEC mode command logs on to a host that supports Telnet.

Syntax
telnet {ip-address | hostname} [port] [keyword...]

Parameters
m ip-address—Specifies the destination host IP address (IPv4 or IPv6).

m  hostname—Specifies the destination host name. (Length: 1-160 characters. Maximum label
size for each part of the host name: 63.)

m  port—Specifies the decimal TCP port number or one of the keywords listed in the Ports table in
the User Guidelines.

m  keyword—Specifies the one or more keywords listed in the Keywords table in the User
Guidelines.

Default Configuration
The default port is the Telnet port (23) on the host.

Command Mode
EXEC mode

User Guidelines

Telnet software supports special Telnet commands in the form of Telnet sequences that map generic
terminal control functions to operating system-specific functions. To enter a Telnet sequence, press
the escape sequence keys (Ctrl-shift-6) followed by a Telnet command character.
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Special Telnet Sequences

Telnet Sequence
Ctrl-shift-6-b
Ctrl-shift-6-c
Ctrl-shift-6-h
Ctrl-shift-6-o0
Ctrl-shift-6-t
Ctrl-shift-6-u

Purpose

Break

Interrupt Process (IP)
Erase Character (EC)
Abort Output (AO)
Are You There? (AYT)
Erase Line (EL)

At any time during an active Telnet session, available Telnet commands can be listed by pressing
the ?/help keys at the system prompt.

A sample of this list follows.

switchxxxxxx# ?/help
[Special telnet escape help]
~ B sends telnet BREAK

~M C sends telnet IP

M H sends telnet EC

A0 sends telnet A0

M T sends telnet AYT

~ U sends telnet EL

?/help suspends the session (return to system command prompt)

Several concurrent Telnet sessions can be opened, enabling switching between the sessions. To
open a subsequent session, the current connection has to be suspended by pressing the escape
sequence keys (Ctrl-shift-6) and x to return to the system command prompt. Then open a new

connection with the telnet EXEC mode command.

This command lists concurrent Telnet connections to remote hosts that were opened by the current
Telnet session to the local device. It does not list Telnet connections to remote hosts that were
opened by other Telnet sessions.

Keywords Table

Options
/echo

/quiet

/source-interface

/stream

Ctrl-shift-6 x

Description
Enables local echo.

Prevents onscreen display of all messages from the
software.

Specifies the source interface.

Turns on stream processing, which enables a raw TCP
stream with no Telnet control sequences. A stream
connection does not process Telnet options and can be
appropriate for connections to ports running UNIX-to-UNIX
Copy Program (UUCP) and other non-Telnet protocols.

Returns to the System Command Prompt.
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Ports Table

Keyword
BGP
chargen
cmd
daytime
discard
domain
echo
exec
finger
ftp
ftp-data
gopher
hostname
ident

irc
klogin
kshell
login

Ipd

nntp
pim-auto-rp
pop2
pop3
smtp
sunrpc
syslog
tacacs
talk
telnet
time
uucp
whois

www
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Description

Border Gateway Protocol
Character generator
Remote commands
Daytime

Discard

Domain Name Service
Echo

Exec

Finger

File Transfer Protocol
FTP data connections
Gopher

NIC hostname server
Ident Protocol

Internet Relay Chat
Kerberos login
Kerberos shell

Login

Printer service

Network News Transport Protocol

PIM Auto-RP

Post Office Protocol v2

Post Office Protocol v3
Simple Mail Transport Protocol
Sun Remote Procedure Call
Syslog

TAC Access Control System
Talk

Telnet

Time

Unix-to-Unix Copy Program
Nickname

World Wide Web

Version 1.0
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Port Number
179

19

514

13

53

512
79
21
20
70
101
113
194
543
544
513
515
119
496
109
110
25
111
514
49
517
23
37
540
43
80
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Example
The following example displays logging in to IP address 176.213.10.50 via Telnet.

switchxxxxxx# telnet 176.213.10.50

4.4 resume

The resume EXEC mode command enables switching to another open Telnet session.

Syntax
resume [connection]

Parameters
connection—Specifies the connection number. (Range: 1-4 connections.)

Default Configuration
The default connection number is that of the most recent connection.

Command Mode
EXEC mode

Example
The following command switches to open Telnet session number 1.

switchxxxxxx# resume 1

4.5 hostname

The hostname Global Configuration mode command specifies or modifies the device host name.
Use the no form of the command to remove the existing host name.

Syntax
hostname name

no hostname

Parameters

Name—Specifies the device host name. (Length: 1-160 characters. Maximum label size for each
part of the host name: 63). The hostname must start with a letter, end with a letter or digit, and have
as interior characters only letters, digits, and hyphens.

Default Configuration
No host name is defined.

Command Mode
Global Configuration mode
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Example
The following example specifies the device host name as ‘enterprise’.

switchxxxxxx(config)# hostname enterprise
enterprise(config)#

4.6 reload

The reload Privileged EXEC mode command reloads the operating system.

Syntax
reload [[in [hhh:mm | mmm] | at hh:mm [day month]] | cancel] [slot unit-id]

Parameters

m in hhh:mm | mmm - Schedules a reload of the software to take effect in the specified minutes or
hours and minutes. The reload must take place within approximately 24 days.

m  at hh:mm - Schedules a reload of the software to take place at the specified time (using a

24-hour clock). If you specify the month and day, the reload is scheduled to take place at the

specified time and date. If you do not specify the month and day, the reload takes place at the

specified time on the current day (if the specified time is later than the current time) or on the

next day (if the specified time is earlier than the current time). Specifying 00:00 schedules the

reload for midnight. The reload must take place within 24 days.

day - Number of the day in the range from 1 to 31.

month - Month of the year.

cancel - Cancels a scheduled reload.

slot unit-id—Specifies the unit number to be reloaded. (Range: 1-0). If unspecified, reloads all

the units.

Default Usage
N/A

Command Mode
Privileged EXEC mode

User Guidelines

The at keyword can be used only if the system clock has been set on the device. To schedule
reloads across several devices to occur simultaneously, synchronize the time on each device with
SNTP.

When you specify the reload time using the at keyword, if you specify the month and day, the reload
takes place at the specified time and date. If you do not specify the month and day, the reload takes
place at the specified time on the current day (if the specified time is later than the current time), or
on the next day (if the specified time is earlier than the current time). Specifying 00:00 schedules the
reload for midnight. The reload must take place within 24 days.

To display information about a scheduled reload, use the show reload command.
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Examples
Example 1: The following example reloads the operating system on all units.

switchxxxxxx# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue? (y/n) [Y]

Example 2: The following example reloads the operating system in 10 minutes on all units.

switchxxxxxx# reload in 10

This command will reset the whole system and disconnect your current
session. Reload is scheduled for 11:57:08 UTC Fri Apr 21 2012 (in 10
minutes). Do you want to continue? (y/n) [Y]

Example 3: The following example reloads the operating system at 13:00 on all units.

switchxxxxxx# reload at 13:00

This command will reset the whole system and disconnect your current
session. Reload is scheduled for 13:00:00 UTC Fri Apr 21 2012 (in 1 hour
and 3 minutes). Do you want to continue? (y/n) [Y]

Example 4: The following example cancels a reload.

switchxxxxxx# reload cancel
Reload cancelled.

4.7 show reload

The show reload Privileged EXEC mode command displays reload status of the device.

Syntax
show reload

Parameters
N/A

Default Usage
N/A

Command Mode
Privileged EXEC mode

User Guidelines

You can use the show reload command to display a pending software reload. To cancel the reload,
use the reload cancel privileged EXEC command.
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Example
The following example displays that reboot is scheduled for 00:00 on Saturday, April-20.

switchxxxxxx# show reload
Reload scheduled for 00:00:00 UTC Sat April 20 (in 3 hours and 12 minutes)

4.8  service cpu-utilization

The service cpu-utilization Global Configuration mode command enables measuring CPU
utilization. Use the no form of this command to restore the default configuration.

Syntax
service cpu-utilization

no service cpu-utilization

Parameters
N/A

Default Configuration
Measuring CPU utilization is disabled.

Command Mode
Global Configuration mode

User Guidelines
Use the service cpu utilization command to measure information on CPU utilization.

Example
The following example enables measuring CPU utilization.

switchxxxxxx(config)# service cpu-utilization

4.9  show cpu utilization

The show cpu utilization Privileged EXEC mode command displays information about CPU
utilization.

Syntax
show cpu utilization

Parameters
N/A

Default Usage
N/A
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Command Mode
Privileged EXEC mode

User Guidelines
Use the show cpu-utilization command to enable measuring CPU utilization.

Example
The following example displays CPU utilization information.

switchxxxxxx# show cpu utilization
CPU utilization service is on.
CPU utilization

five seconds: 5%; one minute: 3%; Ffive minutes: 3%

4.10 clear cpu counters

The clear cpu counters EXEC mode command clears traffic counters to and from the CPU.

Syntax
clear cpu counters

Parameters
N/A

Default Usage
N/A

Command Mode
EXEC mode

Example
The following example clears the CPU traffic counters.

switchxxxxxx# clear cpu counters

4.11 service cpu-counters

The service cpu-counters Global Configuration mode command enables traffic counting to and
from the CPU. To disable counting, use the no form of this command.

Syntax
service cpu-counters

no service cpu-counters

Page 70/876 Version 1.0 06/03/2013



Amphenol System Management Commands

Parameters
N/A

Default Usage
N/A

Command Mode
Global Configuration mode

User Guidelines
Use the show cpu counters command to display the CPU traffic counters.

Example
The following example enables counting CPU traffic.

switchxxxxxx(config)# service cpu-counters

4.12 show cpu counters

The show cpu counters EXEC mode command displays traffic counter information to and from the
CPU.

Syntax
show cpu counters

Parameters
N/A

Default Usage
N/A

Command Mode
EXEC mode

User Guidelines
Use the service cpu-counters command to enable traffic counting to and from the CPU.

Example
The following example displays the CPU traffic counters.

switchxxxxxx# show cpu counters
CPU counters are active.

In Octets: 987891

In Unicast Packets: 3589

In Multicast Packets: 29

In Broadcast Packets: 8
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Out Octets: 972181

Out Unicast Packets: 3322
Out Multicast Packets: 22
Out Broadcast Packets: 8

4.13 show users

The show users EXEC mode command displays information about the active users.

Syntax
show users

Parameters
N/A

Default Usage
N/A

Command Mode
EXEC mode

Example
The following example displays information about the active users.

switchxxxxxx# show users

Username Protocol Location
Bob Serial

John SSH 172.16.0.1
Robert HTTP 172.16.0.8
Betty Telnet 172.16.1.7
Sam 172.16.1.6

4.14 show sessions

The show sessions EXEC mode command displays open Telnet sessions.

Syntax
show sessions

Parameters
N/A

Default Usage
N/A
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Command Mode
EXEC mode

User Guidelines

The show sessions command displays Telnet sessions to remote hosts opened by the current
Telnet session to the local device. It does not display Telnet sessions to remote hosts opened by
other Telnet sessions to the local device.

Example
The following example displays open Telnet sessions.

switchxxxxxx# show sessions

Connection Host Address Port Byte
1 Remote router 172.16.1.1 23 89
2 172.16.1.2 172.16.1.2 23 8

The following table describes significant fields shown above.

Field Description

Connection The connection number.

Host The remote host to which the device is connected through a
Telnet session.

Address The remote host IP address.

Port The Telnet TCP port number.

Byte The number of unread bytes for the user to see on the
connection.

4.15 show system

The show system EXEC mode command displays system information.

Syntax
show system unit unit-id

Parameters
unit-id —Specifies the unit number. (Range: 1-0)

Command Mode
EXEC mode
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Example

4.16 show version

The show version EXEC mode command displays system version information.

Syntax
show version[unit unit-id]

Parameters
m  unit —Specifies the unit number. (Range: 1-0)

Default Usage
Show version on all units if no unit is specified.

Command Mode
EXEC mode

Example
The following example displays system version information.

switchxxxxxx# show version

SW Version 1.1.0.5 ( date 15-Sep-2010 time 10:31:33 )
Boot Version 1.1.0.2 ( date 04-Sep-2010 time 21:51:53 )
HW Version Vo1l

Unit SW Version Boot Version HW Version

1 3.131 2.178 1.0.0

2 3.131 2.178 1.0.0

4.17 show version md5

Use the show version md5 EXEC mode command to display external MD5 digest of firmware.

Syntax
show version md>5 [unit unit-id]

Parameters
unit unit-—uUnit number. (Range: 1-0)

Default Usage
N/A

Command Mode
EXEC mode
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Example

switchxxxxxx# show version md5

unit Filename Status MD5 Digest

1 imagel Active 23FA000012857D8855AABC7577AB5562
1 image2 Not Active 23FA000012857D8855AABEA7451265456
1 boot 23FA000012857D8855AABC7577AB8999
2 imagel Not Active 23FA000012857D8855AABC757FE693844
2 image2 Active 23FA000012857D8855AABC7577AB5562
2 boot 23FA000012857D8855AABC7577AC9999

4.18 show environment

The show environment EXEC mode command displays environment information.

Syntax
show environment {all | fan | temperature {status} | stack [switch-number]}

Parameters

m all —Displays the fan and temperature general status
m fan —Displays the fan status

m  temperature status —Displays the temperature status
u

stack switch-number —Displays detailed environment status of a stack. If the switch-number
is specified, the environment status of the selected device number is displayed. (Range: 1-0)

Command Mode
EXEC mode

User Guidelines

The fan and temperature status parameters are available only on devices on which FAN and/or
temperature sensor are installed.

Fan status can be one of:

OK - The fan/s functions correctly.
Failure - The fan failed.
NA - No fan is installed.

Sensor status can be one of:

m  OK - The sensor/s functions correctly.
m  Failure - The sensotr/s failed.
m NA - No sensor is installed.

Example

The following example displays the general environment status of a device or a stack.
switchxxxxxx # show environment all
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FAN is OK
TEMPERATURE is OK

The following example displays the general FAN status of a device or a stack.
switchxxxxxx # show environment fan
FAN is OK

The following example displays the detailed temperature status of a device or a stack.
switchxxxxxx # show environment temperature status

TEMPERATURE is OK

The following example displays the detailed environment status of a stack.
switchxxxxxx # show environment stack

Unit FAN FAN

Status Direction*
1 OK NA
2 Failure Front-to-Back
3 OK Back-to-Front
4 NA
5 Not Present

#EDITOR: * FAN Direction column will be printed only in SKUs which support
this feature, or in a stack when one of the units might support this
feature.

Unit Sensor Temperature(C/F)
Status

1 oK 37/99

2 Failure

3 NA

4.19 set system

The set system Privileged EXEC mode command puts the device into various modes depending on
the parameters entered.

Syntax
set system openflow {active | inactive} egress_acl {active | inactive}

Parameters
m  openflow {active | inactive}—Specifies that the Openflow feature is active/inactive.

m  egress_acl {active | inactive}—Specifies that the Egress ACL feature is active/inactive.

Default Configuration
Supports Egress ACL mode
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Command Mode
Privileged EXEC mode

User Guidelines

The system mode is saved in the configuration file header to specify the system mode. It appears
even if it specifies the default system mode.

If this command is entered manually, the Startup Configuration file is deleted and the device is
rebooted. It is highly recommended to back up the Startup Configuration file before executing this
command; otherwise the device is configured in the new system mode with an empty configuration.

If the system mode is contained in a configuration file that is downloaded to the device, but the file’s

system mode matches the current system mode, this information is ignored. Otherwise the following

cases occurs:

m  If this file is copied manually onto the device (using copy tftp, for example), the operation is
aborted, and a message is displayed indicating that the system mode must be changed
manually.

m  If this file is downloaded during the automatic configuration process, the Startup Configuration
file is deleted and the device reboots automatically in the new system mode and the device is
configured with an empty configuration.

Examples

Example - The following example configures the device to function with Openflow mode active and
Egress_ACL mode inactive.

switchxxxxxx# set system openflow active egress-acl inactive

4.20 show system mode

The show system mode EXEC mode command displays information on features control.

Syntax
show system mode

Parameters
N/A

Default Usage
N/A

Command Mode
EXEC mode

Example
The following example displays system mode information.

switchxxxxxx# show system mode
Feature State
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Egress_acl: Active

4.21 show system tcam utilization

The show system tcam utilization EXEC mode command displays the Ternary Content
Addressable Memory (TCAM) utilization.

Syntax
show system tcam utilization [unit unit-id]

Parameters
N/A

Default Usage
unit-id—Specifies the unit number. (Range: 1-0)

Command Mode
EXEC mode

Example
The following example displays TCAM utilization information.

switchxxxxxx# show system tcam utilization
TCAM utilization: 58%

System: 75%

Unit TCAM utilization [%]

1 58
2 57

4.22 show system defaults

Use the show system defaults EXEC mode command to display system defaults.

Syntax
show system defaults [session]

Parameters
session—Show information for specific session only. Available values are: management,

802.1x,

port, fdb, port-mirroring, spanning-tree, vlan, voice-vlan, ip-addressing, network-security and

gos-acl.
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Command Mode
EXEC mode

Examples
switchxxxxxx# show system defaults

System Mode: Router
# Management defaults
Telnet: Enabled (Maximum 4 sessions, shared with SSH)
SSH server: Enabled (Maximum 4 sessions, shared with Telnet)
SCP: Enabled (1 session)
HTTP: Enabled, port 80 (Maximum 11 sessions)
HTTPS: Disabled
SNMP: Enabled.
User: first
SNMP version: V3
SNMP Local Engine ID: 0000000001
SNMP Notifications: Enabled
SNMP Authentication Notifications: Enabled
Console: Enabled.
Cryptographic keys are generated
HTTPS certificate is generated
Management ACL: No ACL is defined
AAA Telnet authentication login: Local user data base
AAA HTTP authentication login: Local data base
AAA HTTPS authentication login: Local data base
Radius accounting: Disabled
Radius: No server is defined
Tacacs: No server is defined
Syslog: No server is defined
Logging: Enabled
Logging to console: Informational messages
Logging to internal buffer: Informational messages
Logging to file: Error messages
Logging to remote server: Informational messages
Maximum no. of syslog messages: 200
SNTP: supported
SNTP Port No.: 123
SNTP Interface: Enabled
IP Domain Naming System: Enabled
DHCP Server: Enabled
DHCP Auto Configuration: Enabled
DHCP Option 67: Enabled
DHCP Option 82: Disabled

# IPv6 defaults
MLD Version: version 2

# 802.1x defaults
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802.1X is disabled

Mode: Multiple session

Guest VLAN: Not defined

Port Authentication Auto Recovery: Disabled

# Interface defaults in present unit

20 GE regular

2 10G fiberOptics

4 GE combo

Duplex: Full

Negotiation: Enabled

Flow control: Off

Mdix mode: auto

LAGs: No LAG is defined

Storm control: Disabled

Storm control mode: unknown unicast, broadcast, multicast
Port security: Disabled

Port security Auto Recovery: Disabled
LLDP: Enabled

LLDPDU Handeling: Filtering

Jumbo frames: Disabled

Port-Channel Load Balancing: Layer 2,3 & 4

# Bridging defaults

Maximum 16K entries

Aging time: 5 minutes

Loopback Detection: Disabled

Loopback Detection mode: Source MAC Address
Loopback Detection Auto Recovery: Disabled

# Multicast defaults

Multicast filtering: Disabled

IGMP snooping: Disabled

Unregistered Multicast Addresses: disabled
MLD snooping: Disabled

Multicast TV Vlan Interface: disabled

# Port monitoring defaults

Port monitor is not defined

Maximum source port: 8

Maximum destination ports for mirroring: 1

# Spanning tree defaults

Spanning tree is Enabled

Spanning tree mode is Classic
Spanning tree interface: Enabled

Port fast: Disabled

BPDU handling: Flooding

BPDU Guard: Disabled

BPDU Guard Auto Recovery: Disabled
Loopback Guard: Disabled
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Loopback Guard Auto Recovery: Disabled

# Vlan defaults
Maximum Vlans: 4094
Default VLAN: Enabled
Default VLAN id: 1
GVRP: Disabled

Port mode: Access
PVID: 1

VLAN membership: 1
PVE: Disabled

# Voice vlan defaults
Voice VLAN: Disabled
Cos: 6 with no remark
OUlI table:

00:E0:BB 3COM
00:03:6B Cisco
00:EO0:75 Veritel
00:D0O:1E Pingtel
00:01:E3 Simens
00:60:B9 NEC/Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

# Network security defaults

DHCP snooping: Disabled

IP source guard: Disabled

ARP inspection: Disabled

ARP inspection Validation: Disabled

# DOS attacks
Security Suite: Enabled

# IP addressing defaults
No IP interface is defined

# QOS and ACLs defaults

QoS mode is basic

QoS Basic Trust Mode: CoS

QoS Advanced Trust Mode: CoS-DSCP
ACL Auto Recovery: Disabled

Queue default mapping:

cos qid:

0 3

o0 WNBE
~NOo o h~ADNBRE
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4.23 show services tcp-udp

Use the show services tcp-udp Privileged EXEC mode command to display information about the
active TCP and UDP services.

Syntax
show services tcp-udp

Parameters
This command has no arguments or keywords.

Command Mode
Privileged EXEC mode

User Guidelines
The output does not show sessions where the device is a TCP/UDP client.

Examples

switchxxxxxx# show services tcp-udp
Type Local IP Address Remote IP address Service Name State

TCP All:22 SSH LISTEN

TCP All:-23 Telnet LISTEN

TCP All:-80 HTTP LISTEN

TCP All:443 HTTPS LISTEN

TCP 172.16.1.1:23172.16.1.18:8789 Telnet ESTABLISHED

TCP6  AlIl-23 Telnet LISTEN

TCP6  fe80::200:bOff:fe00:0-23 Telnet
£e80::200:b0ff:fe00:0-8999 ESTABLISHED

UDP All:161 SNMP

UDP6A 11-161 SNMP

4.24 show tech-support

Use the show tech-support EXEC mode command to display system and configuration information
that can be provided to the Technical Assistance Center when reporting a problem.

Syntax
show tech-support [config] [memory]

Parameters

= memory—Displays memory and processor state data.
m  config—Displays switch configuration within the CLI commands supported on the device.
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Default Configuration

By default, this command displays the output of technical-support-related show commands. Use
keywords to specify the type of information to be displayed. If you do not specify any parameters, the
system displays all configuration and memory data.

Command Types
Switch command.

Command Mode
EXEC mode

User Guidelines
Caution: Avoid running multiple show tech-support commands on a switch or multiple switches on
the network segment. Doing so may cause starvation of some time sensitive protocols, like STP.

The show tech-support command may time out if the configuration file output takes longer to
display than the configured session time out time. If this happens, enter a set logout timeout value
of 0 to disable automatic disconnection of idle sessions or enter a longer timeout value.

The show tech-support command output is continuous, meaning that it does not display one
screen at a time. To interrupt the output, press Esc.

If the user specifies the memory keyword, the show tech-support command displays the following
output:

Flash info (dir if exists, or flash mapping)

Output of command show bootvar

Buffers info (like print os buff)

Memory info (like print os mem)

Proc info (like print OS tasks)

Versions of software components

Output of command show cpu utilization

4.25 show system id

The show system id EXEC mode command displays the system identity information.

Syntax
show system id [unit unit-id]

Parameters
unit unit-id—Unit number or all. If unspecified, defaults to all. (Range: 1-0)

Command Mode
EXEC mode

Example
The following example displays the system identity information.

switchxxxxxx# show system id
Serial number : 17
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4.26 service cpu-input-rate

The show cpu input rate Global Configuration mode command enables counting the rate of input
frames to the CPU in packets per seconds (pps).

Syntax
service cpu-input-rate

Command Mode
Global Configuration mode

Example
The following example displays CPU input rate information.

switchxxxxxx(conf)# service cpu-input-rate

4.27 show cpu input rate

The show cpu input rate EXEC mode command displays the rate of input frames to the CPU in
packets per seconds (pps).

Syntax
show cpu input rate

Command Mode
EXEC mode

Example
The following example displays CPU input rate information.

switchxxxxxx# show cpu input rate
Input Rate to CPU is 1030 pps.-

4.28 image description

To define image description, use the image description command in Global configuration mode. To
remove the description, use the no form of the command.

Syntax
image description image-number description

no image description image-number
Parameters

m  image-number—Specifies the number of the image: 1 or 2.
m  description—Specifies the image description: printable text up to 80 characters.
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Default Configuration
No description is defined.

Command Mode
Global Configuration mode

Example
The following example defines description for image 1:

switchxxxxxx(config)# image description 1 new-image

4.29 show image description

To display the image descriptions, use the show image description EXEC mode command.

Syntax
show image description

Command Mode
EXEC mode

Examples
The following example displays the image descriptions:

switchxxxxxx# show image description
Image Description

1 Active-Image

2  Backup-Image
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5 Stack Commands

5.1 stack master

Use the stack master Global/Interface Configuration mode command to configure a specific unit to
be the stack master (forced master).

Use the no form of this command to restore the default configuration.

Syntax
stack master unit unit-id

no stack master

Parameters
unit-id—Specifies the new master unit number. (Range: 1-2)

Default Configuration
The default is no forced master, and the master is selected during the master election process.

Command Mode
Global Configuration mode or Interface Configuration mode

User Guidelines
This command has the same effect whether it is run from Global or Interface Configuration mode.

Example
The following example forces the stack master to be unit 2.

switchxxxxxx(config)# stack master unit 2

5.2 switch renumber

Use the switch renumber Global Configuration command to change the unit ID of a specific unit.

Syntax
switch current-unit-id renumber new-unit-id

Parameters
m  current-unit-id—Specify Unit number. (Range: 1-8)

m  new-unit-id—The new unit number. (Range: 1-8, unit-id-auto)

Default Configuration
N/A
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Command Mode
Global Configuration mode

Example
The following renumbers unit 1 to unit 2.

console#configure
console(config)# switch 1 renumber 2

5.3 show switch

The show switch EXEC mode command displays stack status information for the stack or stack
member.

Syntax
show switch [unit-id]

Parameters
unit-id—Specifies the unit number. (Range: 1-8)

Default Usage
Displays information for all units.

Command Mode
EXEC mode

Example

The following examples display the stack status information for all units on the stack and for the unit
specified.

console#show switch

Unit MAC Address Software Master Uplink Downlink  Status
1 00:31:06:13:16:11 1.2.0.38 Forced 2 link down master
2 00:24:05:11:08:49 1.2.0.38 Enabled 1 link down backup

Topology is Chain
Stack image auto synchronization is enabled
Unit Unit Id After Reset

console#show switch 1
Unit: 1
MAC address: 00:31:06:13:16:11
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Master: Forced.

Product: SG500-28P. Software: 1.2.0.38
Uplink unit: 2 Downlink unit: O.

Status: master

Active image: image2.

Selected for next boot: imagel.

Topology is Chain

Stack image auto synchronization is enabled
Unit Num After Reset: 0

console#
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Clock Commands

6.1 clock set

The clock set Privileged EXEC mode command manually sets the system clock.

Syntax
clock set hh:mm:ss {[day month] | [month day]} year

Parameters

m  hh:mm:ss—Specifies the current time in hours (military format), minutes, and seconds.
(Range: hh: 0-23, mm: 0-59, ss: 0-59)
day—Specifies the current day of the month. (Range: 1-31)
month—Specifies the current month using the first three letters of the month name. (Range:
Jan-Dec)

m  year—Specifies the current year. (Range: 2000-2037)

Command Mode
Privileged EXEC mode

User Guidelines
It is recommended that the user enter the local clock time and date.

Example
The following example sets the system time to 13:32:00 on March 7th, 2005.

switchxxxxxx# clock set 13:32:00 7 Mar 2005

6.2 clock source

The clock source Global Configuration mode command configures an external time source for the
system clock. Use the no form of this command to disable the external time source.

Syntax
clock source [sntp] [browser]

no clock source

Parameters
sntp—Specifies that an SNTP server is the external clock source.

browser—Specifies that if the system clock is not already set (either manually or by SNTP) and a
user login to the device using a WEB browser (either via HTTP or HTTPS), the system clock will be
set according to the browser’s time information.

Default Configuration
There is no external clock source.
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If no parameter is specified, SNTP will be configured as the time source.

Command Mode
Global Configuration mode

Example
The following example configures an SNTP server as an external time source for the system clock.

switchxxxxxx(config)# clock source sntp

6.3 clock timezone

Use the clock timezone Global Configuration command to set the time zone for display purposes.
Use the no form of this command to set the time to Coordinated Universal Time (UTC) or Greenwich
Mean Time (GMT), which is the same.

Syntax
clock timezone zone hours-offset [minutes-offset]

no clock timezone

Parameters

m  zone—The acronym of the time zone.(Range: Up to 4 characters)
m  hours-offset—Hours difference from UTC. (Range: (-12)—(+13))
m  minutes-offset—Minutes difference from UTC. (Range: 0-59)

Default Configuration
Offsets are O.

Acronym is empty.

Command Mode
Global Configuration mode

User Guidelines
The system internally keeps time in UTC, so this command is used only for display purposes and

when the time is manually set.

Example

switchxxxxxx(config)# clock timezone abc +2 minutes 32

6.4 clock summer-time

Use one of the formats of the clock summer-time Global Configuration command to configure the
system to automatically switch to summer time (Daylight Saving Time). Use the no form of this
command to configure the software not to automatically switch to summer time.
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Syntax

clock summer-time zone recurring {usa | eu | {week day month hh:mm week day month hh:mm}}
[offset]

clock summer-time zone date day month year hh:mm date month year hh:mm [offset]

clock summer-time zone date month day year hh:mm month day year hh:mm [offset]

no clock summer-time

Parameters

m  zone—The acronym of the time zone to be displayed when summer time is in effect. (Range: up
to 4 characters)

m  recurring—Indicates that summer time starts and ends on the corresponding specified days
every year.

m  date—Indicates that summer time starts on the first date listed in the command and ends on the
second date in the command.

usa—The summer time rules are the United States rules.

eu—The summer time rules are the European Union rules.

week—Week of the month. Can be 1-4, first, last.

day—Day of the week (first three characters by name, such as Sun).

date—Date of the month. (Range: 1-31)

month—Month (first three characters by name, such as Feb).

year—year (no abbreviation). (Range: 2000—2097)

hh:mm—Time (military format) in hours and minutes. (Range: hh:mmhh: 0-23, mm: 0-59)
offset—Number of minutes to add during summer time (default is 60). (Range: 1440)

Default Configuration
Summer time is disabled.

Command Mode
Global Configuration mode

User Guidelines

In both the date and recurring forms of the command, the first part of the command specifies when
summer time begins, and the second part specifies when it ends. All times are relative to the local
time zone. The start time is relative to standard time. The end time is relative to summer time. If the
starting month is chronologically after the ending month, the system assumes that you are in the
southern hemisphere.

USA rules for Daylight Saving Time:

m From 2007:
» Start: Second Sunday in March
* End: First Sunday in November
e Time: 2 AM local time

m  Before 2007:
e Start: First Sunday in April
* End: Last Sunday in October
* Time: 2 AM local time

EU rules for Daylight Saving Time:
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m  Start: Last Sunday in March
m  End: Last Sunday in October
= Time: 1.00 am (01:00) Greenwich Mean Time (GMT)

Example

switchxxxxxx(config)# clock summer-time abc date apr 1 2010 09:00 aug 2
2010 09:00

6.5 clock dhcp timezone

Use the clock dhcp timezone Global Configuration command to specify that the timezone and the
Summer Time (Daylight Saving Time) of the system can be taken from the DHCP Timezone option.
Use the no form of this command disable this option.

Syntax
clock dhcp timezone

no clock dhcp timezone

Parameters
N/A

Default Configuration
Disabled

Command Mode
Global Configuration mode

User Guidelines
The TimeZone taken from the DHCP server has precedence over the static TimeZone.

The Summer Time taken from the DHCP server has precedence over static SummerTime.
The TimeZone and SummerTime remain effective after the IP address lease time has expired.
The TimeZone and SummerTime that are taken from the DHCP server are cleared after reboot.

The no form of the command clears the dynamic Time Zone and Summer Time from the DHCP
server are cleared.

In case of multiple DHCP-enabled interfaces, the following precedence is applied:
- information received from DHCPv6 precedes information received from DHCPv4

- information received from DHCP client running on lower interface precedes information received
from DHCP client running on higher interfac

Disabling the DHCP client from where the DHCP-TimeZone option was taken, clears the dynamic
Time Zone and Summer Time configuration.

Example

switchxxxxxx(config)# clock dhcp timezone
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6.6  sntp authentication-key

The sntp authentication-key Global Configuration mode command defines an authentication key
for Simple Network Time Protocol (SNTP). Use the no form of this command to remove the

authentication key for SNTP.

Syntax
sntp authentication-key key-number md5 key-value

no sntp authentication-key key-number

Parameters
m  key-number—Specifies the key number. (Range: 1-4294967295)
m  key-value—Specifies the key value. (Length: 1-8 characters)

Default Configuration
No authentication key is defined.

Command Mode
Global Configuration mode

Examples
The following example defines the authentication key for SNTP.

switchxxxxxx(config)# sntp authentication-key 8 md5 ClkKey
switchxxxxxx(config)# sntp authentication-key 8 md5 ClkKey

switchxxxxxx(config)# sntp trusted-key 8
switchxxxxxx(config)# sntp authenticate

6.7  sntp authenticate

The sntp authenticate Global Configuration mode command enables authentication for received
SNTP traffic from servers. Use the no form of this command to disable the feature.

Syntax
sntp authenticate

no sntp authenticate

Parameters
N/A

Default Configuration
Authentication is disabled.

Command Mode
Global Configuration mode
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User Guidelines
The command is relevant for both Unicast and Broadcast.

Examples

The following example enables authentication for received SNTP traffic and sets the key and
encryption key.

switchxxxxxx(config)# sntp authenticate
switchxxxxxx(config)# sntp authentication-key 8 md5 ClkKey
switchxxxxxx(config)# sntp trusted-key 8

6.8  sntp trusted-key

The sntp trusted-key Global Configuration mode command authenticates the identity of the system
with which SNTP synchronizes. Use the no form of this command to disable system identity
authentication.

Syntax
sntp trusted-key key-number

no sntp trusted-key key-number

Parameters

key-number—Specifies the key number of the authentication key to be trusted. (Range:
1-4294967295)

Default Configuration
No keys are trusted.

Command Mode
Global Configuration mode

User Guidelines
The command is relevant for both received unicast and broadcast.

Examples
The following example authenticates key 8.

switchxxxxxx(config)# sntp trusted-key 8
switchxxxxxx(config)# sntp authentication-key 8 md5 ClkKey
switchxxxxxx(config)# sntp trusted-key 8
switchxxxxxx(config)# sntp authenticate

6.9  sntp client poll timer

The sntp client poll timer Global Configuration mode command sets the polling time for the SNTP
client. Use the no form of this command to restore the default configuration.
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Syntax
sntp client poll timer seconds

no sntp client poll timer

Parameters
seconds—Specifies the polling interval in seconds. (Range: 60-86400)

Default Configuration
The default polling interval is 1024 seconds.

Command Mode
Global Configuration mode

aa

Example
The following example sets the polling time for the SNTP client to 120 seconds.

switchxxxxxx(config)# sntp client poll timer 120

6.10 sntp broadcast client enable

The sntp broadcast client enable Global Configuration mode command enables SNTP Broadcast
clients.

Use the no form of this command to disable SNTP Broadcast clients.

Syntax
sntp broadcast client enable [both | ipv4 | ipv6]

no sntp broadcast client enable

Parameters

both—Specifies the IPv4 and IPv6 SNTP Broadcast clients are enabled. If the parameter is not
defined it is the default value.

ipv4—Specifies the IPv4 SNTP Broadcast clients are enabled.
ipv6—Specifies the IPv6 SNTP Broadcast clients are enabled.

Default Configuration
The SNTP Broadcast client is disabled.

Command Mode
Global Configuration mode

User Guidelines

Use the sntp broadcast client enable Interface Configuration mode command to enable the SNTP
Broadcast client on a specific interface.

After entering this command, you must enter clock source snmp for the command to be run. If this
command is not run, the switch will not synchronize with Broadcast servers.
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Example
The following example enables SNTP Broadcast clients.

éwitchxxxxxx(config)# sntp broadcast client enable

6.11 sntp anycast client enable

The sntp anycast client enable Global Configuration mode command enables the SNTP Anycast
client. Use the no form of this command to disable the SNTP Anycast client.

Syntax

sntp anycast client enable [both | ipv4 | ipv6]
no sntp anycast client enable

Parameters

m  both—Specifies the IPv4 and IPv6 SNTP Anycast clients are enabled. If the parameter is not
defined it is the default value.

ipv4—Specifies the IPv4 SNTP Anycast clients are enabled.
m  ipv6—Specifies the IPv6 SNTP Anycast clients are enabled.

Default Configuration
The SNTP anycast client is disabled.

Command Mode
Global Configuration mode

User Guidelines
Use this command to enable the SNTP Anycast client.

Example
The following example enables SNTP Anycast clients.

switchxxxxxx(config)# sntp anycast client enable

6.12 sntp client enable

The sntp client enable Global Configuration mode command enables the SNTP Broadcast and
Anycast client on an interface . Use the no form of this command to disable the SNTP Broadcast
and Anycast client.

Syntax
sntp client enable {interface-id}

no sntp client enable {interface-id}

Version 1.0 06/03/2013



Amphenol Clock Commands

Page 97/876

Parameters

interface-id—Specifies an interface 1D, which can be one of the following types: Ethernet port,
Port-channel or VLAN.

Default Configuration
The SNTP client is disabled on an interface.

Command Mode
Global Configuration mode - Ethernet port, Port-channel or VLAN.

User Guidelines

The sntp anycast client enable Global Configuration mode command globally enables Anycast
clients.

This command enables both.

Example
The following example enables the SNTP Broadcast and Anycast client on port gil/1/3.

switchxxxxxx(config)# sntp client enable gil/1/3

6.13 sntp client enable (Interface)

To enable the SNTP Broadcast and Anycast client on an interface, use the sntp client enable
Interface Configuration command. Use the no form of this command to disable the SNTP client.

This command enables the SNTP Broadcast and Anycast client on an interface. Use the no form of
this command to disable the SNTP client.

Syntax
sntp client enable

no sntp client enable

Parameters
N/A

Default Configuration
The SNTP client is disabled on an interface.

Command Mode
Interface Configuration (Ethernet, Port-channel, VLAN) mode

User Guidelines

The sntp anycast client enable Global Configuration mode command globally enables Anycast
clients.

Example
The following example enables the SNTP broadcast and anycast client on an interface.
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switchxxxxxx(config-if)# sntp client enable

6.14 sntp unicast client enable

The sntp unicast client enable Global Configuration mode command enables the device to use
Simple Network Time Protocol (SNTP)-predefined Unicast clients. Use the no form of this command
to disable the SNTP Unicast clients.

Syntax
sntp unicast client enable

no sntp unicast client enable

Parameters
N/A

Default Configuration
The SNTP unicast client is disabled.

Command Mode
Global Configuration mode

User Guidelines
Use the sntp server Global Configuration mode command to define SNTP servers.

Example
The following example enables the device to use SNTP Unicast clients.

switchxxxxxx(config)# sntp unicast client enable

6.15 sntp unicast client poll

The sntp unicast client poll Global Configuration mode command enables polling for the SNTP
predefined Unicast clients. Use the no form of this command to disable the polling for the SNTP
client.

Syntax
sntp unicast client poll

no sntp unicast client poll

Default Configuration
Polling is disabled.

Command Mode
Global Configuration mode

User Guidelines
Polling time is configured with the sntp client poll timer Global Configuration mode command.
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Example
The following example enables polling for SNTP predefined unicast clients.

switchxxxxxx(config)# sntp unicast client poll

6.16 sntp server

The sntp server Global Configuration mode command configures the device to use the SNTP to
request and accept Network Time Protocol (NTP) traffic from a specified server (meaning to accept
system time from an SNTP server). Use the no form of this command to remove a server from the
list of SNTP servers.

Syntax
sntp server {ip-address | hostname} [poll] [key keyid]

no sntp server {ip-address | hostname}

Parameters

m  ip-address—Specifies the server IP address. This can be an IPv4, IPv6 or IPv6z address. See
IPv6z Address Conventions:

m  hostname—Specifies the server hostname. Only translation to IPv4 addresses is supported.
(Length: 1-158 characters. Maximum label length for each part of the hostname: 63 characters)

m  poll—Enables polling.

key keyid—Specifies the Authentication key to use when sending packets to this peer.
(Range:1-4294967295)

Default Configuration
No servers are defined.

Command Mode
Global Configuration mode

User Guidelines
Up to 8 SNTP servers can be defined.

The sntp unicast client enable Global Configuration mode command enables predefined Unicast
clients.

The sntp anycast client enable Global Configuration mode command globally enables Anycast
clients.

Example

The following example configures the device to accept SNTP traffic from the server on 192.1.1.1
with polling.

switchxxxxxx(config)# sntp server 192.1.1.1 poll
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6.17 sntp port

The sntp port Global Configuration mode command specifies a SNTP User Datagram Protocol
(UDP) port. Use the no form of this command to use the SNTP server default port.

Syntax
sntp port port-number

no sntp port

Parameters
port-number—Specifies the UDP port number used by an SNTP server. (Range 1-65535)

Default Configuration
The default port number is 123.

Command Mode
Global Configuration mode

Example
The following example specifies that port 321 of the SNTP server is the UDP port.

switchxxxxxx(config)# sntp port 321

6.18 show clock

The show clock EXEC mode command displays the time and date from the system clock.

Syntax
show clock [detail]

Parameters
detail—Displays the time zone and summer time configuration.

Command Mode
EXEC mode

Examples
Example 1 - The following example displays the system time and date.

switchxxxxxx# show clock
15:29:03 PDT(UTC-7) Jun 17 2002
Time source is SNTP

Time from Browser is enabled
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Example 2 - The following example displays the system time and date along with the time zone and

summer time configuration.

switchxxxxxx# show clock detail
15:22:55 SUN Apr 23 2012

Time source is sntp

Time from Browser is enabled

Time zone (DHCPv4 on VLAN1):
Acronym is RAIN
Offset is UTC+2

Time zone (Static):
Offset is UTC+0

Summertime (DHCPv4 on VLAN1):
Acronym is SUN
Recurring every year.

Begins at first Sunday of Apr at 02:00.

Ends at first Tuesday of Sep at 02:00.
Offset is 60 minutes.

Summertime (Static):
Acronym is GMT
Recurring every year.

Begins at first Sunday of Mar at 10:00.

Ends at first Sunday of Sep at 10:00.
Offset is 60 minutes.

DHCP timezone: Enabled

6.19 show sntp configuration

The show sntp configuration Privileged EXEC mode command displays the SNTP configuration

on the device.

Syntax
show sntp configuration

Parameters
N/A

Default Configuration
N/A
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Command Mode
Privileged EXEC mode

Example

The following example displays the device’s current SNTP configuration.

switchxxxxxx# show sntp configuration
SNTP port : 123
Polling interval: 1024 seconds
MD5 Authentication Keys
2 Johnl23
3  Alice456
Authentication is not required for synchronization.
No trusted keys
Unicast Clients: enabled
Unicast Clients Polling: enabled
Server: 1.1.1.121
Polling: disabled
Encryption Key: disabled
Server: 3001:1:1::1
Polling: enabled
Encryption Key: disabled
Server: dns_server.comapany.com
Polling: enabled
Encryption Key: disabled
Broadcast Clients: enabled for IPv4 and IPv6
Anycast Clients: disabled
No Broadcast Interfaces

6.20 show sntp status

The show sntp status Privileged EXEC mode command displays the SNTP servers status.

Syntax
show sntp status

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode
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Example
The following example displays the SNTP servers status:

switchxxxxxx# show sntp status
Clock is synchronized, stratum 4, reference is 176.1.1.8, unicast
Reference time is afe2525e.70597b34 (00:10:22.438 PDT Jul 5 1993)

Unicast servers:
Server: 176.1.1.8
Source: DHCPv4 on VLAN 1
Status: Up
Last response: 19:58:22.289 PDT Feb 19 2005
Stratum Level: 1
Offset: 7.33mSec
Delay: 117.79mSec
Server: dns_server.comapany.com
Source: static
Status: Unknown
Last response: 12:17.17.987 PDT Feb 19 2005
Stratum Level: 1
Offset: 8.98mSec
Delay: 189.19mSec
Server: 3001:1:1::1
Source: DHCPv6 on VLAN 2
Status: Unknown
Last response:
Offset: mSec
Delay: mSec
Server: dnsl.company.com
Source: DHCPv6 on VLAN 20
Status: Unknown
Last response:
Offset: mSec
Delay: mSec

Anycast servers:
Server: 176.1.11.8
Interface: VLAN 112
Status: Up
Last response: 9:53:21.789 PDT Feb 19 2005
Stratum Level: 10
Offset: 9.98mSec
Delay: 289.19mSec

Broadcast servers:

Server: 3001:1::12
Interface: VLAN 101
Last response: 9:53:21.789 PDT Feb 19 2005
Stratum Level: 255
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7 Configuration and Image File Commands

7.1 copy

The copy Privileged EXEC mode command copies a source file to a destination file.

Syntax

copy source-url destination-url

Parameters

m  source-url—Specifies the source file URL or source file reserved keyword to be copied.
(Length: 1-160 characters)

m  destination-url—Specifies the destination file URL or destination file reserved keyword.
(Length: 1-160 characters).

m  "Flash://" —The source or destination URL scheme that specifies the access method to the
local flash memory. It stands for the root directory of the local flash. It is the default scheme for a
URL that does not explicitly contain a scheme/access method (e.qg. for copying the running
configuration file, the user may either use flash://running-config or just running-conig).

The following table displays the URL options.

Source and/or Destination URL
running-config

startup-config
image
boot

tftp://

scp

xmodem:

unit://member/image

unit://member/boot

unit://member/ startup-config
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Source or Destination
Currently running configuration file.

Startup configuration file.

Image file. If specified as the source file, it is the active image file. If
specified as the destination file, it is the non-active image file.

Boot file.

Source or destination URL for a TFTP network server. The syntax for this
alias is tftp://host/[directory]/filename. The host can be either an IP
address or a host name.

Source or destination URL for a Secure Copy Protocol (SCP) network
server. The syntax for this alias is:
scp://[username:password@]host/[directory]/filename.

The host can be either the IP address or hostname. The default on the
switch is SSH authentication by password with username and password
anonymous. The SSH authentication parameters can be reconfigured to
match the SSH/SCP server’s parameters.

Source for the file from a serial connection that uses the Xmodem
protocol.

Image file on one of the units. To copy from the master to all units, specify
* in the member field.

Boot file on one of the units. To copy from the master to all units, specify *
in the member field

Configuration file used during initialization (startup) on one of the units.
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Source and/or Destination URL Source or Destination

null:

Null destination for copies or files. A remote file can be copied to null to
determine its size. For instance copy running-conf null returns the size
of the running configuration file.

unit://member/backup-config Backup configuration file on one of the units.

mirror-config

Mirrored configuration file. If the running config and the startup config
have been identical for 24 hours, the startup config is automatically
copied to the mirror-conf file by the system. It can then be copied to the
startup or running conf if required.

unit://member/localization The secondary language file on one of the units. To copy to all units,

Word<1-128>
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specify * in the member field.
Example: copy tftp://10.5.234.203/french.txt unit://*/localization.

Specifies the SYSLOG file.

Name of file (e.g. backup-config).

Default Configuration
Sensitive data is excluded if no method was specified

Command Mode
Privileged EXEC mode

User Guidelines
The location of the file system dictates the format of the source or destination URL.

The entire copying process may take several minutes and differs from protocol to protocol and from
network to network.

IPv6z Address Format

If the IPv6 address is a Link Local address (IPv6z address), the outgoing interface name must be
specified. The format of an IPv6z address is: {ipv6-link-local-address}%({interface-id}. The
subparameters are:

m  ipv6-link-local-address—Specifies the IPv6 Link Local address.

m  interface-id—{<port-type>[ ]<port-number>}|{port-channel | po}{]J<port-channel-number> |
{tunnel | tu}[ ]<tunnel-number> | vlan[ ]<vlan-id>

If the egress interface is not specified, the default interface is selected. The following combinations
are possible:
ipv6_address%interface_id - Refers to the IPv6 address on the interface specified.

ipv6_address%0 - Refers to the IPv6 address on the single interface on which an IPv6 address
is defined.

m  ipv6_address - Refers to the IPv6 address on the single interface on which an IPv6 address is
defined.

Invalid Combinations of Source and Destination
The following are invalid combinations of source and destination files:

m  The source file and destination file are the same file.
m xmodem: is the destination file. The source file can be copied to image, boot and null: only.
m  tftp:// is the source file and destination file on the same copy.
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m  *.prv files cannot be copied. The source or destination is a slave unit (except forimage and boot
files).
m  mirror-config cannot be used as a destination

The following table describes the characters displayed by the system when copy is being run:

Character Description

! For network transfers, indicates that the copy process is taking
place. Each exclamation point indicates successful transfer of ten
packets (512 bytes each).

For network transfers, indicates that the copy process timed out.

Various Copy Options Guidelines

m  Copying an Image File from a Server to Flash Memory

Use the copy source-url flash://image command to copy an image file from a server to flash
memory. When the administrator copies an image file from the server to a device, the image file
is saved to the "inactive" image. To use this image, the administrator must switch the inactive
image to the active image and reboot. The device will then use this new image.

Copying a Boot File from a Server to Flash Memory

Use the copy source-url boot command to copy a boot file from a server to flash memory.
Copying a Configuration File from a Server to the Running Configuration File

Use the copy source-url running-config command to load a configuration file from a network
server to the running configuration file of the device. The commands in the loaded configuration
file are added to those in the running configuration file as if the commands were typed in the
command-line interface (CLI). The resulting configuration file is a combination of the previous
running configuration and the loaded configuration files, with the loaded configuration file taking
precedence.

m  Copying a Configuration File from a Server to the Startup Configuration
Use the copy source-url startup-config command to copy a configuration file from a network
server to the device startup configuration file. The startup configuration file is replaced by the
copied configuration file.

m  Storing the Running Config or Startup Config on a Server
Use the copy running-config destination-url command to copy the current configuration file to
a network server using TFTP.

Use the copy startup-config destination-url command to copy the startup configuration file to a
network server.

m  Saving the Running Configuration to the Startup Configuration
Use the copy running-config startup-config command to copy the running configuration to
the startup configuration file.

m  Backing Up the Running Configuration or Startup Configuration to a Backup
Configuration file
Use the copy running-config flash://file_name command to back up the running configuration
to a backup configuration file.

Use the copy startup-config flash://file_name command to back up the startup configuration
to a backup configuration file.

m  Restoring the Mirror Configuration File.

Use copy mirror-config startup-config or copy mirror-config running-config to copy the
mirror configuration file to one of the configuration files being used.

SCP Copy Authentication Options
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The following options are possible for using the SCP copy feature:

m  scp://host/[directory]/filename

In this option, the SSH authentication method (either by password or by key) and the credentials
are specified by the CLI commands for ip ssh client (ip ssh-client authentication, ip
ssh-client key-type or ip ssh-client password/username, and also the server authentication
configuration commands),.

m  scp://lusername:password@.host/[directory]/filename..

This option specifies SSH authentication by password, and the user name and password for
this specific SCP session (one-time only).

Examples
Example 1 - The following example copies system image filel from the TFTP server
172.16.101.101 to the non-active image file.

switchxxxxxx# copy tftp://172.16.101.101/Filel image
Accessing file "filel™ on 172.16.101.101...

Loading filel from 172.16.101.101:
rrprpnpnnnnRnpnRERRERRRRRRRRRERRRRERRERRERRERRRNRRRRRRNLNRLRLLRLRR

Copy took 0:01:11 [hh:mm:ss]

Example 2 - Copying an Image from a Server to Flash Memory

The following example copies a system image named filel from the TFTP server with an IP address
of 172.16.101.101 to a non-active image file.

switchxxxxxx# copy tftp://172.16.101.101/filel flash://image
Accessing file "filel® on 172.16.101.101...

Loading filel from 172.16.101.101:
rrrrpnnnnppnRnRRRRRRRRRRRRRRR R R ERR LRI RRRRRRRRIRLIRPRRrrrrnnnnnnnnn

Copy took 0:01:11 [hh:mm:ss]

Example 3 - Copying the mirror-config file to the startup-configuration file

The following example copies the mirror configuration file, saved by the system, to the Startup
Configuration file.

switchxxxxxx# copy mirror-config startup-config

Example 4 - Copy filel from SCP server to startup config
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The following example copies filel to the Startup Configuration file. The username and password
used for SCP session authentication are: jeff and adminl. The IP address of the server containing
filel is 102.1.2.2.

switchxxxxxx# copy scp://jeff:adminl@102.1.2.2/Ffilel startup-config
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7.2  write memory

Use the write memory Privileged EXEC mode command to save the Running Configuration file to
the Startup Configuration file.

Syntax
write memory

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Examples
This example shows how to overwrite the startup-config with the running-config.

switchxxxxxx# write memory

Overwrite file [startup-config] ?[Yes/press any key for no]....15-Sep-2010
11:27

148 %COPY-I1-FILECPY: Files Copy - source URL running-config destination
URL flash://startup-config

15-Sep-2010 11:27:50 %COPY-N-TRAP: The copy operation was completed
successfully

Copy succeeded
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7.3 write

Use the write Privileged EXEC mode command to save the running configuration to the startup
configuration file.

Syntax
write [memory]

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Examples
The following example shows how to overwrite the startup-config file with the running-config file with
the write command.

switchxxxxxx# write

Overwrite file [startup-config] ?[Yes/press any key for no]....15-Sep-2010
11:27

:48 %COPY-I1-FILECPY: Files Copy - source URL running-config destination
URL flash://startup-config

15-Sep-2010 11:27:50 %COPY-N-TRAP: The copy operation was completed
successfully

Copy succeeded

7.4 delete

The delete Privileged EXEC mode command deletes a file from a flash memory device.

Syntax
delete url

Parameters
url—Specifies the location URL or reserved keyword of the file to be deleted. (Length: 1-160
characters)

"Flash://" is the source or destination URL scheme that specifies the access method to the local flash
memory. It simply stands for the root directory of the local flash. It is the default scheme for a URL that
does not explicitly contain a scheme/access method (e.g. for copying the running configuration file, the
user may either use flash://running-config or just running-conig).
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The following table displays keywords and URL prefixes:

URL
startup-config Startup configuration file.
WORD Name of file (e.g. backup-config).

Default Configuration
N/A

Command Mode
Privileged EXEC mode

User Guidelines
mirror-config, *.sys, *.prv, image-1 and image-2 files cannot be deleted.

Example
The following example deletes the file called ‘backup-config’ from the flash memory.

Configuration and Image File Commands

switchxxxxxx# delete flash://backup-config
Delete flash:backup-config? [confirm]

7.5 dir

The dir Privileged EXEC mode command displays the list of files on a flash file system.

Syntax
dir [directory-path]

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example

The following example displays the list of files on a flash file system

Total size of flash: 33292288 bytes

Free size of flash: 20708893 bytes

switchxxxxxx# dir

Directory of flash:

File Name Permission Flash Size Data Size Modified
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backup-config rw 524288 104 01-Jan-2010 05:35:04
image-1 rw 10485760 10485760 01-Jan-2010 06:10:23
image-2 rw 10485760 10485760 01-Jan-2010 05:43:54
mirror-config rw 524288 104 01-Jan-2010 05:35:04
dhcpsn.prv -- 262144 -- 01-Jan-2010 05:25:07
syslogl.sys r- 524288 - 01-Jan-2010 05:57:00
syslog2.sys r- 524288 - 01-Jan-2010 05:57:00
directry.prv  -- 262144 - 01-Jan-2010 05:25:07
startup-config rw 786432 1081 01-Jan-2010 10:05:34

Total size of flash: 66322432 bytes
Free size of flash: 42205184 bytes

7.6 more

The more Privileged EXEC mode command displays a file.

Syntax
more url

Parameters
url—Specifies the location URL or reserved keyword of the source file to be displayed. (Length:
1-160 characters).

"Flash:/[" is the source or destination URL scheme that specifies the access method to the local flash
memory. It simply stands for the root directory of the local flash. It is the default scheme for a URL that
does not explicitly contain a scheme/access method (e.g. for copying the running configuration file, the
user may either use flash://running-config or just running-conig).

The following table displays options for the URL parameter:

Keyword Source or Destination

running-config Current running configuration file.
startup-config Startup configuration file.
mirror-config

WORD

Mirrored configuration file.

Name of file (e.g. backup-config).

Default Configuration
N/A

Command Mode
Privileged EXEC mode

User Guidelines
Files are displayed in ASCII format, except for the images, which are displayed in a hexadecimal
format.

*.prv files cannot be displayed.
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Example
The following example displays the running configuration file contents.

switchxxxxxx# more running-config
no spanning-tree

interface range gil/1/1-48

speed 1000

exit

no Ildp run

line console

exec-timeout O

1.7 rename

The rename Privileged EXEC mode command renames a file.

Syntax
rename url new-url

Parameters
m  url—Specifies the file location URL. (Length: 1-160 characters)
m  new-url—Specifies the file’s new URL. (Length: 1-160 characters)

"Flash://" is the source or destination URL scheme that specifies the access method to the local flash
memory. It simply stands for the root directory of the local flash. It is the default scheme for a URL that
does not explicitly contain a scheme/access method (e.g. for copying the running configuration file, the
user may either use flash://running-config or just running-conig).

The following table displays options for the URL parameter:

Keyword Source or Destination
WORD<1-128> | Name of file (e.g. backup-config)..

Default Configuration
N/A

Command Mode
Privileged EXEC mode

User Guidelines
mirror-config, *.sys and *.prv files cannot be renamed.

Example
The following example renames the configuration backup file.

switchxxxxxx# rename backup-config m-config.bak
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7.8 boot system

The boot system Privileged EXEC mode command specifies the active system image file that will
be loaded by the device at startup.

Syntax
boot system {image-1 | image-2} [switch unit-id | all]

Parameters

m  switch unit-id—Specifies the unit number.

m  all—Specifies that the active image of all units is being set by the command.

m  image-1—Specifies that image-1 is loaded as the system image during the next device startup.
m  image-2—Specifies that image-2 is loaded as the system image during the next device startup.

Default Configuration
The default unit number is the master unit number (if the switch parameter is omitted, the active
system image file that will be loaded by the device at startup will be set only for the master unit) .

Command Mode
Privileged EXEC mode

User Guidelines
Use the show bootvar command to display the active image.

Example
The following example specifies that image-1 is the active system image file loaded by the device at
startup. The results of this command is displayed in show bootvar.

switchxxxxxx# boot system image-1

switchxxxxxx#show bootvar

Unit Image Filename Version Date Status

1 1 image-1 1.2.0.34 04-Jul-2011 15:03:07 Not active*
1 2 image-2 1.2.0.38 13-Jul-2011 17:51:53 Active

2 1 image-1 1.2.0.38 13-Jul-2011 17:51:53 Active*

2 image-2 1.2.0.34 04-Jul-2011 15:03:07 Not active
"*" designates that the image was selected for the next boot

N

7.9 show running-config

Use the show running-config privileged EXEC command to display the contents of the currently
running configuration file.

show running-config [interface interface-id-list | detailed | brief]
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Parameters
m interface interface-id-list—Specifies a list of interface IDs. The interface IDs can be one of the
following types: Ethernet port, port-channel or VLAN.

detailed—Displays configuration with SSL and SSH keys.
brief—Displays configuration without SSL and SSH keys.

Default Configuration
All interfaces are displayed. If detailed or brief is not specified, the default is detailed.

Command Mode
Privileged EXEC mode

Example
The following example displays the running configuration file contents.

switchxxxxxx# show running-config
config-file-header

SG500X-SA

v1.2.5.76 / R750_NIK_1 2 584 002
CLI v1.0

no spanning-tree

interface range gil/1/1-48

speed 1000

exit

no Ildp run

interface vlan 1

ip address 1.1.1.1 255.0.0.0
exit

line console

exec-timeout 0O

exit

SW I EChXXXXXX#

7.10 show startup-config

Use the show startup-config Privileged EXEC mode command to display the Startup Configuration
file contents.

Syntax
show startup-config

Parameters
N/A

Default Configuration
N/A
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Command Mode
Privileged EXEC mode

Example
The following example displays the startup configuration file contents.

switchxxxxxx# show startup-config
config-file-header

SG500X-SA

v1.2.5.76 / R750_NIK_1 2 584 002
CLI v1.0

no spanning-tree

interface range gil/1/1-48

speed 1000

exit

no Ildp run

interface vlan 1

ip address 1.1.1.1 255.0.0.0
exit

line console

exec-timeout O

exit

SW I EChXXXXXX#

7.11 show bootvar

Use the show bootvar EXEC mode command to display the active system image file that was
loaded by the device at startup, and to display the system image file that will be loaded after
rebooting the switch.

Syntax
show bootvar [unit unit-id]

Parameters
unit-id—Specifies the unit number. Range 1-0

Command Mode
EXEC mode
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Example
The following example displays the active system image file that was loaded by the device at startup
and the system image file that will be loaded after rebooting the switch.

switchxxxxxx# show bootvar

unit Image filename Version Date Status

1 1 filel 3.1.31 23-Jul-2002 Active

1 2 file2 3.2.19 22-Jan-2003 Not active*
2 1 filel 3.1.31 23-Jul-2002 Not active
2 2 file2 3.2.19 22-Jan-2003 2 Active

"*'": Designates that the image was selected for the next boot.

7.12 service mirror-configuration

Use the service mirror-configuration Global Configuration mode command to enable the
mirror-configuration service. Use no service mirror-configuration command to disable the service.

Syntax
service mirror-configuration

no service mirror-configuration

Parameters
m  There are no parameters for this command

Default Configuration
The default configuration is mirror-configuration service enabled.

Command Mode
Global Configuration mode

User Guidelines

The mirror-configuration service automatically keeps a copy of the last known stable
configuration (startup configuration that wasn’t modified for 24H). The mirror-configuration
file is not deleted when restoring to factory default.

When this service is disabled, the mirror-configuration file is not created and if such file already
exists, it is deleted.

Note that enabling the service doesn't implicitly creates a mirror-configuration file.

Examples
1. The following example disables the mirror-configuration service

no service mirror-configuration
This operation will delete the mirror-config file if exists. Do you want to continue? (Y/N) [N]

2. The following example enables the mirror-configuration service

service mirror-configuration
Service is enabled.
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Note that the running-configuration must be first copied to the startup-configuration in order to
initiate backing up the startup-config to the mirror-config.

7.13 show mirror-configuration service

Use the show mirror-configuration service EXEC mode command to display the
mirror-configuration service status set by service mirror-configuration.

Syntax
show mirror-configuration service

Command Mode
EXEC mode

Example
The following example displays the status of the mirror-configuration service

show mirror-configuration service

Mirror-configuration service is enabled
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Auto-Update and Auto-Configuration

Auto-Update and Auto-Configuration

8.1 boot host auto-config

Use the boot host auto-config Global Configuration mode command to enable DHCP auto
configuration via either the TFTP or SCP protocols. Use the no form of this command to disable
DHCP auto configuration.

Syntax
boot host auto-config [tftp | scp | auto [extension]]

no boot host auto-config

Parameters
m  tftp- Only the TFTP protocol is used by auto-configuration.
m  scp- Only the SCP protocol is used by auto-configuration.

m  auto-(Default) Auto-configuration uses the TFTP or SCP protocol depending on the
configuration file's extension. If this option is selected, the extension parameter may be
specified or, if not, the default extension is used.

m  extension- The SCP file extension. When no value is specified, 'scp' is used. (Range: 0-128)

Default Configuration
The auto option is the default.

Command Mode
Global Configuration mode

Default Configuration
Enabled by default.

Examples:

Example 1. The following example specifies the auto mode and specifies "scon" as the SCP
extension:

boot host auto-config auto scon

Example 2. The following example specifies the auto mode and does not provide an SCP extension.
In this case "scp" is used.

boot host auto-config auto
Example 3. The following example specifies that only the SCP protocol will be used:
boot host auto-config scp

8.2 boot host auto-update

Use the boot host auto-update Global Configuration mode command to enable the support of auto
updated via DHCP. Use the no form of this command to disable DHCP auto configuration.
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Syntax
boot host auto-update

no boot host auto-update

Parameters
N/A

Default Configuration
Enabled by default.

Command Mode
Global Configuration mode

Default Configuration
Enabled by default.

Example

switchxxxxxx(conf)# boot host auto-update

8.3 boot host dhcp

Use the boot host dhcp Global Configuration mode command to force downloading a configuration
file at the next system startup. Use the no form of this command to restore the host configuration file

to the default.

Syntax
boot host dhcp
no boot host dhcp

Parameters
N/A

Default Configuration
Disabled.

Command Mode
Global Configuration mode

User Guidelines

Configuring boot host dhcp does not take effect until the next reboot.

Example

switchxxxxxx(conf)# boot host dhcp
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8.4 boot host auto-save

Use the boot host auto-save Global Configuration mode command to automatically save the
Running configuration file in the Startup configuration file after download. Use the no form of this

command restore default behavior.

Syntax
boot host auto-save

no boot host auto-save

Parameters
N/A

Default Configuration
Disable

Command Mode
Global Configuration mode

Examples

switchxxxxxx(conf)# boot host auto-save

8.5 show boot

Use the show boot Privilege EXEC mode command to show the status of the IP DHCP Auto Config

process.

Syntax
show boot

Parameters
N/A

Default Configuration
N/A

Command Mode
Privilege EXEC mode

Examples

switchxxxxxx show boot
Auto Config

Config Download via DHCP: enabled
Download Protocol Mode is SCP

Version 1.0
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SCP extension is scp

Next Boot Config Download via DHCP: default

Auto Config

Config Download via DHCP: enable

Next Boot Config Download via DHCP: force

Auto Config State: Finished

Server IP address: 1.2.20.2

Configuration filename: /config/configfilel.cfg
Auto Update

Image Download via DHCP: enabled

switchxxxxxx# show boot

Auto Config

Config Download via DHCP: enable

Next Boot Config Download via DHCP: default

Auto Config State: Opening <hostname>-config file
Auto Update

Image Download via DHCP: enabled

Example 3.

switchxxxxxx# show boot

Auto Config

Config Download via DHCP: enable

Next Boot Config Download via DHCP: default

Auto Config State: Downloading configuration file
Auto Update

Image Download via DHCP: enabled

switchxxxxxx# show boot

Auto Config

Config Download via DHCP: enable

Next Boot Config Download via DHCP: default

Auto Config State: Searching hostname in indirect configuration file
Auto Update
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Image Download via DHCP: enabled

switchxxxxxx# show boot

Auto Config

Config Download via DHCP: enable

Next Boot Config Download via DHCP: default

Auto Config State: Quit — failed all steps of finding existing configuration file
Auto Update

Image Download via DHCP: enabled

switchxxxxxx# show boot

Auto Config

Config Download via DHCP: enable

Next Boot Config Download via DHCP: default
Auto Update

Image Download via DHCP: enabled

Auto Update State: Downloaded indirect image file

switchxxxxxx# show boot

Auto Config

Config Download via DHCP: enable

Next Boot Config Download via DHCP: default
Auto Update

Image Download via DHCP: enabled

Auto Update State: Downloading image file

switchxxxxxx# show boot

Auto Config

Config Download via DHCP: enable

Next Boot Config Download via DHCP: default
Auto Config State: Finished

Server IP address: 1.2.20.2

Configuration filename: /config/configfilel.cfg
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Auto Update

Image Download via DHCP: enabled
Auto Update State: Downloading image file

8.6  ip dhcp tftp-server ip address

Use the ip dhcp tftp-server ip address Global Configuration mode command to set the TFTP or
SCP server’s IP address. This address server as the default address used by a switch when it has
not been received from the DHCP server. Use the no form of the command to return to default.

Syntax
ip dhcp tftp-server ip address ip-addr

no ip dhcp tftp-server ip address

Parameters
ip-addr—IPv4 Address or IPv6 Address or DNS name of TFTPor SCP server.

Default Configuration
No IP address

Command Mode
Global Configuration mode

User Guidelines
The backup server can be a TFTP server. It can also be an SCP server.

Examples
Example 1. The example specifies the IPv4 address of TFTP server:

switchxxxxxx(conf)# ip dhcp tftp-server ip address 10.5.234.232

Example 2. The example specifies the IPv6 address of TFTP server:

switchxxxxxx(conf)# ip dhcp tftp-server ip address 3000:1::12

Example 3. The example specifies the IPv6 address of TFTP server:

switchxxxxxx(conf)# ip dhcp tftp-server ip address tftp-server.company.com

8.7 ip dhcp tftp-server file

Use the ip dhcp tftp-server file Global Configuration mode command to set the full file name of the
configuration file to be downloaded on the TFTP or SCPserver when it has not been received from
the DHCP server. This serves as the default configuration file.

Use the no form of this command to remove the name.
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Syntax
ip dhcp tftp-server file file-path
no ip dhcp tftp-server file

Parameters
file-path—Full file path and name of the configuration file on the server

Default Configuration
No file name

Command Mode
Global Configuration mode

Examples

switchxxxxxx(conf)# ip dhcp tftp-server file conf/conf-file

8.8 show ip dhcp tftp-server

Use the show ip dhcp tftp-server EXEC mode command to display information about the
TFTP/SCP server.

Syntax
show ip dhcp tftp-server

Parameters
N/A

Default Configuration
N/A

Command Mode
EXEC

Example

switchxxxxxx# show ip dhcp tftp-server
server address

active 1.1.1.1 from sname

manual 2.2.2.2

file path on tftp server

file path on server

active conf/conf-file from option 67
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9.1 management access-list

The management access-list Global Configuration mode command configures a management
access list (ACL) and enters the Management Access-List Configuration command mode. Use the
no form of this command to delete an ACL

Syntax
management access-list name

no management access-list name

Parameters
name—Specifies the ACL name. (Length: 1-32 characters)

Default Configuration
N/A

Command Mode
Global Configuration mode

User Guidelines

Use this command to configure a management access list. This command enters the Management
Access-List Configuration mode, where the denied or permitted access conditions are defined with
the deny and permit commands.

If no match criteria are defined, the default value is deny.

When re-entering the access-list context, the new rules are entered at the end of the access list.
Use the management access-class command to select the active access list.

The active management list cannot be updated or removed.

For IPv6 management traffic that is tunneled in IPv4 packets, the management ACL is applied first
on the external IPv4 header (rules with the service field are ignored), and then again on the inner
IPv6 header.

Example
Example 1 - The following example creates a management access list called mlist, configures
management gil/1/1 and gil/1/9, and makes the new access list the active list.

switchxxxxxx(config)# management access-list mlist
switchxxxxxx(config-macl)# permit gil/1/1
switchxxxxxx(config-macl)# permit gil/1/9
switchxxxxxx(config-macl)# exit
switchxxxxxx(config)# management access-class mlist
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Example 2 - The following example creates a management access list called ‘mlist’, configures all
interfaces to be management interfaces except gil/1/1 and 9, and makes the new access list the
active list.

switchxxxxxx(config)# management access-list mlist
switchxxxxxx(config-macl)# deny gil/1/1
switchxxxxxx(config-macl)# deny gil/1/9
switchxxxxxx(config-macl)# permit
switchxxxxxx(config-macl)# exit
switchxxxxxx(config)# management access-class mlist

9.2  permit (Management)

The permit Management Access-List Configuration mode command sets permit rules (ACEs) for
the management access list (ACL).

Syntax
permit [interface-id] [service service]

permit ip-source {ipv4-address | ipv6-address/ipv6-prefix-length} [mask {mask | prefix-length}]
[interface-id] [service service]

Parameters

m interface-id:—Specify an interface ID. The interface ID can be one of the following types:
Ethernet port, Port-channel or VLAN

m  service service —Specifies the service type. Possible values are: Telnet, SSH, HTTP, HTTPS
and SNMP.

ipv4-address—Specifies the source IPv4 address.

ipv6-address/ipv6-prefix-length—Specifies the source IPv6 address and source IPv6 address
prefix length. The prefix length must be preceded by a forward slash (/). The parameter is
optional.

m mask mask —Specifies the source IPv4 address network mask. This parameter is relevant only
to IPv4 addresses.

m  mask prefix-length —Specifies the number of bits that comprise the source IPv4 address prefix.
The prefix length must be preceded by a forward slash (/). This parameter is relevant only to
IPv4 addresses. (Range: 0-32)

Default Configuration
No rules are configured.

Command Mode
Management Access-List Configuration mode

User Guidelines

Rules with Ethernet, VLAN, and port-channel parameters are valid only if an IP address is defined
on the appropriate interface.
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Example
The following example permits all ports in the ACL called mlist

switchxxxxxx(config)# management access-list mlist
switchxxxxxx(config-macl)# permit

9.3 deny (Management)

The deny Management Access-List Configuration mode command sets permit rules (ACEs) for the
management access list (ACL).

Syntax
deny [interface-id] [service service]

deny ip-source {ipv4-address | ipv6-address/ipv6-prefix-length} [mask {mask | prefix-length}]
[interface-id] [service service]

Parameters
m  interface-id—Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port, Port-channel or VLAN

m  service service—Specifies the service type. Possible values are: Telnet, SSH, HTTP, HTTPS
and SNMP.

ipv4-address—Specifies the source IPv4 address.

ipv6-address/ipv6-prefix-length—Specifies the source IPv6 address and source IPv6 address
prefix length. The prefix length must be preceded by a forward slash (/). The parameter is
optional.

m  mask mask—Specifies the source IPv4 address network mask. The parameter is relevant only
to IPv4 addresses.

m  mask prefix-length—Specifies the number of bits that comprise the source IPv4 address prefix.
The prefix length must be preceded by a forward slash (/). The parameter is relevant only to
IPv4 addresses. (Range: 0-32)

Default Configuration
No rules are configured.

Command Mode
Management Access-List Configuration mode

User Guidelines
Rules with ethernet, VLAN, and port-channel parameters are valid only if an IP address is defined on
the appropriate interface.

Example
The following example denies all ports in the ACL called mlist.

switchxxxxxx(config)# management access-list mlist
switchxxxxxx(config-macl)# deny
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9.4 management access-class

The management access-class Global Configuration mode command restricts management
connections by defining the active management access list (ACL). To disable management
connection restrictions, use the no form of this command.

Syntax
management access-class {console-only | name}

no management access-class

Parameters
m  console-only—Specifies that the device can be managed only from the console.
m  name—Specifies the ACL name to be used. (Length: 1-32 characters)

Default Configuration
The default configuration is no management connection restrictions.

Command Mode
Global Configuration mode

Example
The following example defines an access list called mlist as the active management access list.

switchxxxxxx(config)# management access-class mlist

9.5 show management access-list

The show management access-list Privileged EXEC mode command displays management
access lists (ACLS).

Syntax
show management access-list [name]

Parameters
name—Specifies the name of a management access list to be displayed. (Length: 1-32 characters)

Default Configuration
All management ACLs are displayed.

Command Mode
Privileged EXEC mode

Example
The following example displays the mlist management ACL.

switchxxxxxx# show management access-list mlist
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ml

deny service telnet

permit gil/1l/1 service telnet

1 (Note: all other access implicitly denied)
console(config-macl)#

9.6 show management access-class

The show management access-class Privileged EXEC mode command displays information
about the active management access list (ACLS).

Syntax
show management access-class

Command Mode
Privileged EXEC mode

Example
The following example displays the active management ACL information.

switchxxxxxx# show management access-class
Management access-class is enabled, using access list mlist
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Network Management Protocol (SNMP)
Commands

10.1 snmp-server server

Use the snmp-server server Global Configuration mode command to enable the device to be
configured by the SNMP protocol. Use the no form of this command to disable this function.

Syntax
snmp-server server

no snmp-server server

Parameters
N/A

Default Configuration
Enabled

Command Mode
Global Configuration mode

Example

switchxxxxxx(config)# snmp-server server

10.2 snmp-server community

Use the snmp-server community Global Configuration mode command to set the community
access string (password) that permits access to SNMP commands (v1 and v2). This is used for
SNMP commands, such as GETs and SETs.

This command configures both SNMP v1 and v2.

Use the no form of this command to remove the specified community string.

Syntax
snmp-server community community-string [ro | rw | su] [ip-address | ipv6-address] [mask mask |
prefix prefix-length] [view view-name]

no snmp-server community community-string [ip-address]

Parameters

m  community-string—Define the password that permits access to the SNMP protocol. (Range:
1-20 characters). This string is used as an input parameter to snmp-server user for SNMP v3.

m  ro—Specifies read-only access (default)
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rw—Specifies read-write access

su—Specifies SNMP administrator access

view view-name—Specifies the name of a view configured using the command snmp-server
view (no specific order of the command configurations is imposed on the user). The view
defines the objects available to the community. It is not relevant for su, which has access to the
whole MIB. If unspecified, all the objects, except the community-table and SNMPv3 user and
access tables, are available. (Range: 1-30 characters)

m  ip-address—Management station IP address. The default is all IP addresses. This can be an
IPv4 address, IPv6 or IPv6z address. See IPv6z Address Conventions.

m  mask—Specifies the mask of the IPv4 address. This is not a network mask, but rather a mask
that defines which bits of the packet’'s source address are compared to the configured IP
address. If unspecified, it defaults to 255.255.255.255. The command returns an error if the
mask is specified without an IPv4 address.

m  prefix-length—Specifies the number of bits that comprise the IPv4 address prefix. If
unspecified, it defaults to 32. The command returns an error if the prefix-length is specified
without an IPv4 address.

Default Configuration
No community is defined

Command Mode
Global Configuration mode

User Guidelines

The logical key of the command is the pair (community, ip-address). If ip-address is omitted then the
key is (community, All-IPs). This means that there cannot be two commands with the same
community, ip address pair.

The view-name is used to restrict the access rights of a community string. When a view-name is
specified, the software:
Generates an internal security-name.

m  Maps the internal security-name for SNMPv1 and SNMPv2 security models to an internal
group-name.

m  Maps the internal group-name for SNMPv1 and SNMPv2 security models to view-name
(read-view and notify-view always, and for rw for write-view also),

Example

Defines a password for administrator access to the management station at IP address 1.1.1.121 and
mask 255.0.0.0.

switchxxxxxx(config)# snmp-server community abcd su 1.1.1.121 mask
255.0.0.0

10.3 snmp-server community-group

Use snmp-server community-group to configure access rights to a user group. The group must
exist in order to be able to specify the access rights. This command configures both SNMP v1 and
V2.

Version 1.0 06/03/2013



Amphen0| Network Management Protocol (SNMP) Commands

Page 133/876

Syntax
snmp-server community-group community-string group-name [ip-address | ipv6-address] [mask
mask | prefix prefix-length]

Parameters

m  community-string—Define the password that permits access to the SNMP protocol. (Range:
1-20 characters). This string is used as an input parameter to snmp-server user for SNMP v3.

m ip-address—Management station IP address. The default is all IP addresses. This can be an
IPv4 address, IPv6 or IPv6z address. See IPv6z Address Conventions.

m  mask—Specifies the mask of the IPv4 address. This is not a network mask, but rather a mask
that defines which bits of the packet's source address are compared to the configured IP
address. If unspecified, it defaults to 255.255.255.255. The command returns an error if the
mask is specified without an IPv4 address.

m  prefix-length—Specifies the number of bits that comprise the IPv4 address prefix. If
unspecified, it defaults to 32. The command returns an error if the prefix-length is specified
without an IPv4 address.

m  group-name—This is the name of a group configured using snmp-server group with v1 or v2
(no specific order of the two command configurations is imposed on the user). The group
defines the objects available to the community. (Range: 1-30 characters)

Default Configuration
No community is defined

Command Mode
Global Configuration mode

User Guidelines

The group-name is used to restrict the access rights of a community string. When a group-name is
specified, the software:

m  Generates an internal security-name.
m  Maps the internal security-name for SNMPv1 and SNMPv2 security models to the group-name.

Example

Defines a password tom for the group abcd that enables this group to access the management
station 1.1.1.121 with prefix 8.

switchxxxxxx(config)# snmp-server community-group tom abcd 1.1.1.122
prefix 8

10.4 snmp-server view

The snmp-server view Global Configuration mode command creates or updates an SNMP view.
Use the no form of this command to remove an SNMP view.

Syntax
snmp-server view view-name oid-tree {included | excluded}

no snmp-server view view-name [oid-tree]
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Parameters
m  view-name—Specifies the name for the view that is being created or updated. (Length: 1-30
characters)

m  oid-tree—Specifies the ASN.1 subtree object identifier to be included or excluded from the
view. To identify the subtree, specify a text string consisting of numbers, such as 1.3.6.2.4, or a
word, such as System and, optionally, a sequence of numbers. Replace a single sub-identifier
with the asterisk (*) wildcard to specify a subtree family; for example 1.3.*.4. This parameter
depends on the MIB being specified.

included—Specifies that the view type is included.
excluded—Specifies that the view type is excluded.

Default Configuration
The following views are created by default:

m  Default - Contains all MIBs except for those that configure the SNMP parameters themselves.
m  DefaultSuper - Contains all MIBs.

Command Mode
Global Configuration mode

User Guidelines
This command can be entered multiple times for the same view.

The command’s logical key is the pair (view-name, oid-tree). Therefore there cannot be two
commands with the same view-name and oid-tree.

The number of views is limited to 64.

Default and DefaultSuper views are reserved for internal software use and cannot be deleted or
modified.

Example

The following example creates a view that includes all objects in the MIB-Il system group except for
sysServices (System 7) and all objects for interface 1 in the MIB-II interface group (this format is
specified on the parameters specified in ifEntry).

switchxxxxxx(config)# snmp-server view user-view system included
switchxxxxxx(config)# snmp-server view user-view system.7 excluded
switchxxxxxx(config)# snmp-server view user-view ifEntry.*.1 included

10.5 show snmp views

Use the show snmp views Privileged EXEC mode command to display the SNMP views.

Syntax
show snmp views [viewname]

Parameters
viewname—Specifies the view name. (Length: 1-30 characters)
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Default Configuration
If viewname is not specified, all views are displayed.

Command Mode
Privileged EXEC mode

Example
The following example displays the configured SNMP views.

switchxxxxxx# show snmp views

Name OID Tree Type

Default iso Included
Default snmpNotificationMIB Excluded
DefaultSuper iso Included

10.6 snmp-server group

Use the snmp-server group Global Configuration mode command to configure an SNMP group.
Groups are used to map SNMP users to SNMP views (using snmp-server user). Use the no form of
this command to remove an SNMP group.

Syntax
snmp-server group groupname {v1 | v2 | v3 {noauth | auth | priv} [notify notifyview]} [read
readview] [write writeview]

no snmp-server group groupname {v1 | v2 | v3 [noauth | auth | priv]}

Parameters

= group groupname—Specifies the group name. (Length: 1-30 characters)
v1—Specifies the SNMP Version 1 security model.

v2—Specifies the SNMP Version 2 security model.

v3—Specifies the SNMP Version 3 security model.

noauth—Specifies that no packet authentication will be performed. Applicable only to the

SNMP version 3 security model.

m  auth—Specifies that packet authentication without encryption will be performed. Applicable only
to the SNMP version 3 security model.

m  priv—Specifies that packet authentication with encryption will be performed. Applicable only to
the SNMP version 3 security model. Note that creation of SNMPv3 users with both
authentication and privacy must be done in the GUI. All other users may be created in the CLI.

m  notify notifyview—Specifies the view name that enables generating informs or a traps. An
inform is a trap that requires acknowledgement. Applicable only to the SNMP version 3 security
model. (Length: 1-30 characters)

m  read readview—Specifies the view name that enables viewing only. (Length: 1-30 characters)

write writeview—Specifies the view name that enables configuring the agent. (Length: 1-30
characters)
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Default Configuration
No group entry exists.

If notifyview is not specified, the notify view is not defined.

If readview is not specified, all objects except for the community-table and SNMPv3 user and access
tables are available for retrieval.

If writeview is not specified, the write view is not defined.

Command Mode
Global Configuration mode

User Guidelines
The group defined in this command is used in snmp-server user to map users to the group. These
users are then automatically mapped to the views defined in this command.

The command logical key is (groupname, snmp-version, security-level). For snmp-version v1/v2
the security-level is always noauth.

Example

The following example attaches a group called user-group to SNMPv3, assigns the encrypted
security level to the group, and limits the access rights of a view called user-view to read-only. User
tom is then assigned to user-group. So that user tom has the rights assigned in user-view.

switchxxxxxx(config)# snmp-server group user-group v3 priv read
user-view

switchxxxxxx(config)# snmp-server user tom user-group v3

10.7 show snmp groups

Use the show snmp groups Privileged EXEC mode command to display the configured SNMP
groups.

Syntax
show snmp groups [groupname]

Parameters
groupname—Specifies the group name. (Length: 1-30 characters)

Default Configuration
Display all groups.

Command Mode
Privileged EXEC mode
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switchxxxxxx# show snmp groups

Name

user-group
managers-group

Model

Security Views
Level Read Write
priv Default
priv Default Default

The following table describes significant fields shown above.

Field
Name
Security

Security

Views

Model

Level

Read

Write

Notify

Description
Group name.
SNMP model in use (v1, v2 or v3).

Packet authentication with encryption. Applicable
to SNMP v3 security only.

View name enabling viewing the agent contents. If
unspecified, all objects except the
community-table and SNMPv3 user and access
tables are available.

View name enabling data entry and managing the
agent contents.

View name enabling specifying an inform or a
trap.

10.8

snmp-server user

Use the snmp-server user Global Configuration mode command to configure a new SNMP Version
user. Use the no form of the command to remove a user. Use the encrypted form of this command
to enter the authentication and privacy passwords in encrypted form (see SSD).

Syntax

snmp-server user username groupname {v1 | v2c | [remote host] v3[auth { md5 | sha}

auth-password [priv priv-password] ]}

Nno snmp-server user username [remote host]

Parameters
username—Define the name of the user on the host that connects to the agent. (Range: Up to
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20 characters).

groupname—The name of the group to which the user belongs. The group should be
configured using the command snmp-server group with v1 or v2c parameters (no specific order
of the 2 command configurations is imposed on the user). (Range: Up to 30 characters)

remote host—IP address (IPv4, IPv6 or IPv6z) or host name of the remote SNMP host. See
IPv6z Address Conventions.

v1—Specifies that the user is a v1 user.
v2c—Specifies that the user is a v2c user..
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v3—Specifies that the user is a v3 user..

auth—Specifies which authentication level is to be used.

md5—Specifies the HMAC-MD5-96 authentication level.

Sha—Specifies the HMAC-SHA-96 authentication level.

auth-password—Specifies the authentication password. Range: Up to 32 characters.

priv-password—Specifies the privacy password (The encryption algorithm used is data
encryption standard - DES). Range: Up to 64 characters.

Default Configuration
No group entry exists.

Command Mode
Global configuration

User Guidelines

For SNMP v1 and v2, this performs the same actions as snmp-server community-group, except
that shmp-server community-group configures both v1 and v2 at the same time. With this
command, you must perform it once for v1 and once for v2.

When you enter a show running-config command, you do not see a line for this SNMP user. To
see if this user has been added to the configuration, type the show snmp user command.

An SNMP EnginelD must be defined in order to add SNMPv3 users to the device (in the
snmp-server enginelD local or snmp-server enginelD remote commands).

Changing or removing the value of snmpEnginelD deletes the SNMPv3 users’ database.
The logical key of the command is username.

Configuring a remote host is required in order to send informs to that host, because an inform is a
trap that requires acknowledgement.. A configured remote host is also able to manage the device
(besides getting the informs)

To configure a remote user, specify the IP address for the remote SNMP agent of the device where
the user resides. Also, before you configure remote users for a particular agent, configure the SNMP
engine ID, using the snmp-server enginelD remote command. The remote agent's SNMP engine ID
is needed when computing the authentication and privacy digests from the password. If the remote
engine ID is not configured first, the configuration command fails.

Since the same group may be defined several times, each time with different version or different
access level (noauth, auth or auth & priv), when defining a user it is not sufficient to specify the
group name, rather you must specify group name, version and access level for complete
determination of how to handle packets from this user.

Example

This example assigns user tom to group abcd using SNMP v1 and v2c. The default is assigned as
the enginelD. User tom is assigned to group abcd using SNMP v1 and v2c

switchxxxxxx(config)# snmp-server user tom achd vl
switchxxxxxx(config)# snmp-server user tom acbd v2c
switchxxxxxx(config)# snmp-server user tom acbd v3
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10.9 show snmp users

Use the show snmp users Privileged EXEC mode command to display the configured SNMP
users.

Syntax
show snmp users [username]

Parameters
username—Specifies the user name. (Length: 1-30 characters)

Default Configuration
Display all users.

Command Mode
Privileged EXEC mode

Example
The following example displays the configured SNMP users

Example
The following examples displays the configured SNMP users

switchxxxxxx#show snmp users

User name :ulrem
Group name 1 groupl
Authentication Algorithm : None
Privacy Algorithm : None
Remote :11223344556677
Auth Password

Priv Password

User name 1 qaqq
Group name T Www
Authentication Algorithm : MD5

Privacy Algorithm > None
Remote
Auth Password : helloworld1234567890987665

Priv Password
User name . hello

Group name :world

Authentication Algorithm  : MD5
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Privacy Algorithm :DES

Remote

Auth Password (encrypted): ZtC3UF5j0pYfmXm8xeMvclOQ6LQA4GOACCGYLRAAgOEGXQKTC
gMIrnpWuHraRIZj

Priv Password (encrypted) : kN1ZHzSLo6WWxIkuZVzhLOo1lgl5waaNf7Vg6yLBpJdS4N68tL

1tbTRSz2H4c4Q40
User name : ulnoAuth
Group name > groupl

Authentication Algorithm : None
Privacy Algorithm : None
Remote

Auth Password (encrypted):

Priv Password (encrypted) :

User name 1 ulOnlyAuth
Group name 1 groupl
Authentication Algorithm  : SHA
Privacy Algorithm : None
Remote
Auth Password (encrypted): 8nPzy2hzuba9pG3iiC/q0451RynUn7kq94L9WORFrRM=

Priv Password (encrypted) :

10.10 snmp-server filter

The snmp-server filter Global Configuration mode command creates or updates an SNMP server
notification filter. Use the no form of this command to remove a natification filter.

Syntax
snmp-server filter filter-name oid-tree {included | excluded}

no snmp-server filter filter-name [oid-tree]

Parameters

m  filter-name—Specifies the label for the filter record that is being updated or created. The name
is used to reference the filter in other commands. (Length: 1-30 characters)

m  oid-tree—Specifies the ASN.1 subtree object identifier to be included or excluded from the
view. To identify the subtree, specify a text string consisting of numbers, such as 1.3.6.2.4, or a
word, such as System. Replace a single sub-identifier with the asterisk (*) wildcard to specify a
subtree family; for example, 1.3.*.4.

m  included—Specifies that the filter type is included.
excluded—Specifies that the filter type is excluded.
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Default Configuration
No view entry exists.

Command Mode
Global Configuration mode

User Guidelines

This command can be entered multiple times for the same filter. If an object identifier is included in
two or more lines, later lines take precedence.The command's logical key is the pair (filter-name,
oid-tree).

Example

The following example creates a filter that includes all objects in the MIB-Il system group except for
sysServices (System 7) and all objects for interface 1 in the MIB-II interfaces group (this format
depends on the parameters define din ifEntry).

switchxxxxxx(config)# snmp-server filter fl system included
switchxxxxxx(config)# snmp-server filter 2 system.7 excluded
switchxxxxxx(config)# snmp-server filter 3 ifEntry.*.1 included

10.11 show snmp filters

Use the show snmp filters Privileged EXEC mode command to display the defined SNMP filters.

Syntax
show snmp filters [filtername]

Parameters
filtername—Specifies the filter name. (Length: 1-30 characters)

Default Configuration
If filtername is not defined, all filters are displayed.

Command Mode
Privileged EXEC mode

Example
The following example displays the configured SNMP filters.

switchxxxxxx# show snmp filters user-filter

Name OID Tree Type
user-filter 1.3.6.1.2.1.1 Included
user-filter 1.3.6.1.2.1.1.7 Excluded
user-filter 1.3.6.1.2.1.2.2.1.*%.1 Included
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10.12 snmp-server host

Use the snmp-server host Global Configuration mode command to configure the host for SNMP
notifications: (traps/informs). Use the no form of this command to remove the specified host.

Syntax
snmp-server host {host-ip | hostname} [traps | informs] [version {1 | 2c | 3 [auth | noauth | priv]}]
community-string [udp-port port] [filter filtername] [timeout seconds] [retries retries]

no snmp-server host {ip-address | hostname} [traps | informs] [version {1 | 2c | 3}]

Parameters

host-ip—IP address of the host (the targeted recipient). The default is all IP addresses. This
can be an IPv4 address, IPv6 or IPv6z address. See IPv6z Address Conventions.

hostname—Hostname of the host (the targeted recipient). (Range: 1-158 characters.
Maximum label size of each part of the host name: 63)

trap—Sends SNMP traps to this host (default).

informs—Sends SNMP informs to this host. An inform is a trap that requires
acknowledgement. Not applicable to SNMPv1.

1—SNMPv1 traps are used.
2c—SNMPV?2 traps or informs are used
3—SNMPV2 traps or informs are used

community-string—Password-like community string sent with the notification operation.
(Range: 1-20 characters). For v1 and v2, any community string can be entered here. For v3,
the community string must match the user name defined in snmp-server user for v3.

Authentication options are available for SNMP v3 only. The following options are available:

* noauth—Specifies no authentication of a packet.

* auth—Specifies authentication of a packet without encryption.

» priv—Specifies authentication of a packet with encryption.

udp-port port—UDP port of the host to use. The default is 162. (Range: 1-65535)

filter filtername—~Filter for this host. If unspecified, nothing is filtered. The filter is defined using
snmp-server filter (no specific order of commands is imposed on the user). (Range: Up to 30
characters)

timeout seconds—(For informs only) Number of seconds to wait for an acknowledgment before
resending informs. The default is 15 seconds. (Range: 1-300)

retries retries—(For informs only) Maximum number of times to resend an inform request,
when a response is not received for a generated message. The default is 3. (Range: 0—255)

Default Configuration
Version: SNMP V1

Type of natification: Traps

udp-port: 162

If informs are specified, the default for retries: 3

Timeout: 15

Command Mode
Global Configuration mode
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User Guidelines
The logical key of the command is the list (ip-address/hostname, traps/informs, version).

When configuring SNMP v1 or v2 notifications recipient, the software automatically generates a
notification view for that recipient for all MIBs.

For SNMPv3 the software does not automatically create a user or a notify view.

Use the commands snmp-server user and snmp-server group to create a uUser or a group.

Example
The following defines a host at the IP address displayed.

switchxxxxxx(config)# snmp-server host 1.1.1.121 abc

10.13 snmp-server enginelD local

The snmp-server enginelD local Global Configuration mode command specifies the SNMP
enginelD on the local device for SNMP v3. Use the no form of this command to remove this engine
ID.

Syntax
snmp-server enginelD local {engineid-string | default}

no snmp-server enginelD local

Parameters

m  engineid-string—Specifies a concatenated hexadecimal character string identifying the engine
ID. Each byte in a hexadecimal character string is two hexadecimal digits. Bytes are separated
by a period or colon. If an odd number of hexadecimal digits are entered, the system
automatically prefixes the digit O to the string. (Length: 5-32 characters, 9—64 hexadecimal
digits)

m  default—Specifies that the engine ID is created automatically based on the device MAC
address.

Default Configuration
The default engine ID is defined per standard as:

m  First 4 octets: First bit = 1, the rest is IANA Enterprise number = 674.
m  Fifth octet: Set to 3 to indicate the MAC address that follows.
m Last 6 octets: The device MAC address.

Command Mode
Global Configuration mode

User Guidelines

To use SNMPV3, an engine ID must be specified for the device. Any ID can be specified or the
default string, which is generated using the device MAC address, can be used.

As the enginelD should be unigue within an administrative domain, the following guidelines are
recommended:

To configure the engine ID:
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m  For standalone devices, enter the default or configure it explicitly. In the latter caseverify that it is
unique within the administrative domain.

m  For stackable systems, configure a non-default EnginelD, and verify that it is unique within the
administrative domain.

Changing or removing the value of snhmpEnginelD deletes the SNMPv3 users database.
The SNMP EnginelD cannot be all 0x0 or all OxF or 0x000000001

Example

The following example enables SNMPv3 on the device and sets the device local engine ID to the
default value.

switchxxxxxx(config)# snmp-server engineid local default

The engine-id must be unique within your administrative domain.

Do you wish to continue? [Y/N]Y

The SNMPv3 database will be erased. Do you wish to continue? [Y/N]Y

10.14 snmp-server enginelD remote

To specify the SNMP engine ID of a remote SNMP device, use the snmp-server enginelD remote
Global Configuration mode command. Use the no form of this command to remove the configured
engine ID.

Syntax
snmp-server enginelD remote ip-address engineid-string

no snmp-server enginelD remote ip-address

Parameters
m  ip-address —IPv4, IPv6 or IPv6z address of the remote device. See IPv6z Address
Conventions.

m  engineid-string—The character string that identifies the engine ID. The engine ID is a
concatenated hexadecimal string. Each byte in hexadecimal character strings is two
hexadecimal digits. Each byte can be separated by a period or colon. If the user enters an odd
number of hexadecimal digits, the system automatically prefixes the hexadecimal string with a
zero. (Range: engineid-string5—32 characters. 9-64 hexadecimal digits)

Default Configuration
The remote enginelD is not configured by default.

Command Mode
Global Configuration mode

User Guidelines

A remote engine ID is required when an SNMP version 3 inform is configured. The remote engine ID
is used to compute the security digest for authenticating and encrypting packets sent to a user on
the remote host.
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10.15 show snmp enginelD

Use the show snmp enginelD Privileged EXEC mode command to display the local SNMP engine
ID.

Syntax
show snmp enginelD

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example
The following example displays the SNMP engine ID.

switchxxxxxx # show snmp enginelD
Local SNMP enginelD: 08009009020C0B099C075878
IP address Remote SNMP enginelD

172.16.1.1 08009009020C0B099C0O75879

10.16 snmp-server enable traps

Use the snmp-server enable traps Global Configuration mode command to enable the device to
send all SNMP traps. Use the no form of the command to disable all SNMP traps.

Syntax
snmp-server enable traps

no snmp-server enable traps

Default Configuration
SNMP traps are enabled.

Command Mode
Global Configuration mode

User Guidelines

If no snmp-server enable traps has been entered, you can enable failure traps by using
snmp-server trap authentication as shown in the example.
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Example
The following example enables SNMP traps except for SNMP failure traps.

switchxxxxxx(config)# snmp-server enable traps
switchxxxxxx(config)# no snmp-server trap authentication

10.17 snmp-server trap authentication

Use the snmp-server trap authentication Global Configuration mode command to enable the
device to send SNMP traps when authentication fails. Use the no form of this command to disable
SNMP failed authentication traps.

Syntax
snmp-server trap authentication

no snmp-server trap authentication

Parameters
N/A

Default Configuration
SNMP failed authentication traps are enabled.

Command Mode
Global Configuration mode

User Guidelines
The command snmp-server enable traps enables all traps including failure traps. Therefore, if that
command is enabled (it is enabled by default), this command is not necessary.

Example
The following example disables all SNMP traps and enables only failed authentication traps.

switchxxxxxx(config)# no snmp-server enable traps
switchxxxxxx(config)# snmp-server trap authentication

10.18 snmp-server contact

Use the snmp-server contact Global Configuration mode command to set the value of the system
contact (sysContact) string. Use the no form of the command to remove the system contact
information.

Syntax
snmp-server contact text

no snmp-server contact
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Parameters
text—Specifies system contact information. (Length: 1-168 characters)

Default Configuration
N/A

Command Mode
Global Configuration mode

Example
The following example sets the system contact information to Technical_Support.

switchxxxxxx(config)# snmp-server contact Technical_Support

10.19 snmp-server location

Use the snmp-server location Global Configuration mode command to set the value of the system
location string. Use the no form of this command to remove the location string.

Syntax
snmp-server location text

no snmp-server location

Parameters
text—Specifies the system location information. (Length: 1-160 characters)

Default Configuration
N/A

Command Mode
Global Configuration mode

Example
The following example sets the device location to New_ York.

switchxxxxxx(config)# snmp-server location New_York

10.20 snmp-server set

Use the snmp-server set Global Configuration mode command to define SNMP MIB commands in
the configuration file if a MIB performs an action for which there is no corresponding CLI command.

Syntax
snmp-server set variable-name name value [name2 value2...]
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Parameters
m  variable-name—Specifies an SNMP MIB variable name, which must be a valid string.

m  name value—Specifies a list of names and value pairs. Each name and value must be a valid
string. In the case of scalar MIBs, there is only a single name-value pair. In the case of an entry
in a table, there is at least one name-value pair, followed by one or more fields.

Default Configuration
N/A

Command Mode
Global Configuration mode

User Guidelines

Although the CLI can set any required configuration, there might be a situation where an SNMP user
sets a MIB variable that does not have an equivalent CLI command. To generate configuration files
that support those situations, the system uses snmp-server set. This command is not intended for
the end user.

Example
The following example configures the scalar MIB sysName with the value TechSupp.

switchxxxxxx(config)# snmp-server set sysName sysname TechSupp

10.21 show snmp

Use the show snmp Privileged EXEC mode command to display the SNMP status.

Syntax
show snmp

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode
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Example

The following example displays the SNMP communications status.

Network Management Protocol (SNMP) Commands

switchxxxxxx# show snmp

SNMP is enabled

Community-String

public
private
private

Community-string

Traps are enabled.

Community-Access

read only
read write
su

Group name

user-group

Authentication trap is enabled.
Version 1,2 notifications

Target Address

192.122.173.42
192.122.173.42

Version 3 notifications

Target Address

192.122.173.42

Type Community
Trap  public
Inform public
Type Username
Inforn  Bob

System Contact: Robert
System Location: Marketing

View name

user-view
Default
DefaultSuper

IP Address

Version

Security
Level

UDP
Port

162
162

UDP
Port

162

The following table describes the significant fields shown in the display.

Field

Community-string

Community-access

IP Address
Target Address

Version

Description

The community access string permitting access to

SNMP.

The permitted access type—read-only, read-write,

super access.

The management station IP Address.

The IP address of the targeted recipient.

The SNMP version for the sent trap.

Version 1.0

IP Address Mask
All
172.16.1.1/10
172.16.1.1
Mask Type

Router
Filter TO Retries
Name Sec

15 3

15 3
Filter TO Retries
name Sec

15 3
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RSA and Certificate Commands

Keys and Certificates
The device automatically generates default RSA/DSA keys and certificates at following times:

m  When the device is booted following a software upgrade.
m  When the device is booted with an empty configuration.
m  When user-defined keys/certificates are deleted.

Some commands in this section are used to generate user-defined RSA/DSA keys and certificates
that replace the default keys and are used by SSL and SSH server commands. Other commands
can be used to import these keys from an external source.

These keys and certificates are stored in the configuration files.

Table 2 describes when these keys/certificates are displayed..

Table 2:  Keys Displayed with Show Commands

File Type Being Displayed, What is Displayed in a Show What is Displayed in a Show

Command Without Detailed. Command With Detailed,
Startup Config Only user-defined keys/certificates. Option is not supported.
Running Config Keys are not displayed. All keys (default and user-defined)
Text-based CLI (local backup Keys are displayed as they were Option is not supported.
config. file, mirror config. file or copied. There is no distinction here
remote backup config. file) between default and user-defined keys.

Table 3 describes how keys/certificates can be copied from one type of configuration file to another
(using the copy command)..

Table 3: Copying Keys/Certificates

Destination File Type, Copy from Running Copy from Copy from Remote/Local
Config.. Startup Config. | Backup Config. File or Mirror
Config. File,
) Al lfeys/certlflcates are Option is not All keys/certificates present in this
Startup Config. copied (but only user-defined ) 12
. supported. file are copied.
ones can be displayed
Running Config N/A Only user defined. All keys/certificates present in this

file are copied.?

Text-based CLI (local
backup config. file, mirror
config. file or remote
backup config. file)

All keys (default and user) Only user defined. file are copied.z'

1. If the Running Configuration file on the device contains default keys (not user-defined ones), the same default keys remain after reboot.
2. In a text-based configuration file, there is no distinction between automatically-defined, default keys and user-defined keys.
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11.1 crypto key generate dsa

The crypto key generate dsa Global Configuration mode command generates a public and private
DSA key (DSA key pair).
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Syntax
crypto key generate dsa

Parameters
N/A

Default Configuration
The application creates a default key automatically.

Command Mode
Global Configuration mode

User Guidelines
DSA keys are generated in pairs - one public DSA key and one private DSA key.

If the device already has DSA keys default or user defined, a warning is displayed with a prompt to
replace the existing keys with new keys.

Not relevant before SSD

This command is not saved in the Running configuration file. However, the keys generated by this
command are saved in a private configuration (which is never displayed to the user or backed up to
another device).

See Keys and Certificates for information on how to display and copy this key pair.

Example
The following example generates a DSA key pair.

switchxxxxxx(config)# crypto key generate dsa
The SSH service is generating a private DSA key.
This may take a few minutes, depending on the key size.

11.2 crypto key generate rsa

The crypto key generate rsa Global Configuration mode command generates RSA key pairs.

Syntax
crypto key generate rsa

Parameters
N/A

Default Configuration
The application creates a default key automatically.

Command Mode
Global Configuration mode
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User Guidelines
RSA keys are generated in pairs - one public RSA key and one private RSA key.

If the device already has RSA keys, a warning is displayed with a prompt to replace the existing keys
with new keys.

See Keys and Certificates for information on how to display and copy this key pair.

Example
The following example generates RSA key pairs where a RSA key already exists.

switchxxxxxx(config)# crypto key generate rsa
Replace Existing RSA Key [y/n]? N
switchxxxxxx(config)#

11.3 crypto key import

The crypto key import Global Configuration mode command imports the DSA/RSA key pair.

Use the no form of the command to remove the user key and generate a new default in its place.

Syntax
crypto key import {dsa | rsa}

Parameters
N/A

Default Configuration
DSA and RSA key pairs do not exist.

Command Mode
Global Configuration mode

User Guidelines
DSA/RSA keys are imported in pairs - one public DSA/RSA key and one private DSA/RSA key.

If the device already has DSA/RSA keys, a warning is displayed with a prompt to replace the existing
keys with new keys.

This command is saved in the Running Configuration file.

Example
Example 1 - Import plaintext key
The following example imports RSA key pairs where a RSA key already exists.

switchxxxxxx(config)# crypto key import rsa
Replace Existing RSA Key [y/n]? Y

M1 I1CWQIBAAKBgQDM3FV+7nop 1Q512sZU8gkekCzwbwOMiQF2pnarRA+10oKcs/DReyT21NU
pod IDmMItefzVBmmiVo8skggfcHVxz30PsgVOWRs9sxFvPbh2m5aYoVUtSVDLme I pOMK6L
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kopUPrOPeCm6EUEWM i VSCMAC7 14GsiLY i1 7AXUm5qTkzT3wlBIwKBgAuO6XT3rzWM3EBVpO
7pQIMEINgKAL7JQemF2uU3FtSbdORMLUDYTKtE364ypY 1/0GvMwTby4We 1 9apQkrwe71b5
08eYGCr80QrPWWUE/6FeMDgnJQeZJ8 IWHSW5qwAuUt+w0J9yHYAQTG2pPas6 IM2VYP19HMb
YwBmB3H47zj j FrAKEAS8CYFRVHNLWpZOWEXSGTJe4Q1dk8w2SUBNTxrsqrzy 1089yuyV/K8
gzvPuX00rondozPEXd8iBgD1i r+qL 16NvOwJIBANp jwlZmmNEalaC+UE4/VXnWMNHOHILVod
hPgozTFJaddE/0SdgKth I FnHLrFw8yt8LVPvZdwjyftn3bmYRWKkVKCQHSKkwLtE/UHX0+0A
h6bR3j St2D1269cvOxnbhMR+63DgAFrMFMuhyVp8 I XxDvDp3rMSNiSWOsYPvnvo/11An+7T
0CQBj1dUuz9DUno2LT6+uvd3ujc3g80A7z1/t2zRdolKN/tYV2qVqE4ZXx8++/gWmgjDasd
209bLCQvgp 1Kd/Hg+gsCQC3KSMWNTQ11S s/ 1AOQkMrunMsBha59wo+tMTdk3/kZkTdQT
knkRQxydFB7pQBojzbqgfYL5Z1/R5HR+2r38Tc=

MIGHAOGBAMzd9X7ue i khDmXax 1 TyCR6QLPBvDQyJAXamdqtED4 i gpyz8NF7JPbU1Smh2U0
YyW15/NUGaaJWjyySCBOwdXHPeg+yBX1ZGz2zEW89uHablpj1VS1JIUMuZwinQwrouSi 1Q+
s494KboS4TCaK+wlwALuXgay I tiLsDFSbmpOTNPFAQEj

Example 2 - Import encrypted key

encrypted crypto key import rsa

---- BEGIN SSH2 ENCRYPTED PRIVATE KEY ----

Comment: RSA Private Key
84et9C2XUFcRIpemuGINAygnLwfkKJIcDME6m20ReALHScqqLhi OwMSSYNIT1IWFZP1kEVHH
FptlaECZi7HfGLcplpMZwjnl+HaXBtQjPDiEtbpScXqrgéml1/0EnwpFK2TrmUyOl i fwk8
E/mMFX3i1/2rRZLKEBea5jrA6Q62gl5naRwlZk0ges+GNeibtvZYSk1jzr56LUr6FT7Xu5i
KMcU2b2NsuSD5yW8R/x0CW2e 1qDDz/biA2gSgd6FfnW2HV48bTC55eCKrs 1d2MmjbExUdz
+RQRhZzjcGMBYp6HzKkD6628HMShOU+hKd7M1K9U4Sr+Pr1vyWUJI1EKOgz906azo1Gpdtgma
VDy/K/G/s15nVLO+bR8LFUXUO/UShohBcyRUFO2FHYKZrhT i PTS5Rw+PHt6/+EXKGOE+TRS
1UADMItCRvs+1sB331BdvoRDd 198YaA2htZay1TkbMCUBdFI0+74U0qa/b+bp67wCYKe9
yen418MaYKtcHIBQmMF7sUQZQGP34VPmMOMyZzon68S/ZoT77cy0ihRZx9wc11yYhInDiYXP
dgXHYhW6KCTcTj6LruSQuxCJ9su89Z IWNn50wdgonLSpvfnabv2GHmmelavel7JJ/7UcfO
6105D4PJI67Vk2XL7PqyHXN931rseTzPuJp lkSLCFZ5uqTMbWWyQEKmHD 10x35v 1 GouStky
9LglwG4d+9edctZZaggeq5cgjnsZWIgUoB4Bn4h 1 reyOdHD i FUPPRxkoyhGOGNJuvxC9T9
K6BF1wBTdDQS+Gu47/0/gRoD/5094sGkzgHsRIIS3WOTOQLbHMTMLPpwn2nXzvFGXWL/bu
QhZZSgRonNG6MX1cP7KT714TPg2w2k3TGENBNVYHXx600NcaTHMg1N2s50gRsyXD9tF++6nY

RFMN8CsV+9JQKQP7ZaGe8Ju+d72jvSwppSr032HY+ 1 pzZ4ujkK+/X50awZL5NnkaEQTQKX
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RSL55S405NP0JS/pC9hg7GaVjoY2mQ7HDpSUBeT IDT IvOwC2kskA9C6aF/Ax j2dXLweQd5
Ixk7m0/mMNai IsNk6y33LcuKj I xpNNjKIN9KzRPKGNMFObprfenWKteDftjQ==

--—- END SSH2 PRIVATE KEY ----

---- BEGIN SSH2 PUBLIC KEY ----

Comment: RSA Public Key
AAAAB3NzaClyc2EAAAABIWAAATEAVRHSKry6NKMKymb+yWEp9042vupLvYVg3ngt1sB9JH
OcdK/2nw71CQguy1mLsX8/bKMXYSk/3aBEvaoJQ82+r/nRfOy3HTy4Wp9zVOSiVC8jLD+7
7t0aHe jzfUhrOFRhWWeLnvYwr+nmrYDpS6FADMC2hVA85KZRye9i FXT70tE=

---- END SSH2 PUBLIC KEY ----

11.4 show crypto key

The show crypto key Privileged EXEC mode command displays the device’s SSH public keys for
both default and user-defined keys.

Syntax
show crypto key [mypubkey] [rsa | dsa]

Parameters

m  mypubkey—Displays only the public key.
m  rsa—Displays the RSA key.

m  dsa—Displays the DSA key.

Default Configuration
N/A

Command Mode
Privileged EXEC mode

User Guidelines
See Keys and Certificates for information on how to display and copy this key pair.

Example
The following example displays the SSH public DSA keys on the device.

switchxxxxxx# show crypto key mypubkey dsa

———— BEGIN SSH2 PUBLIC KEY ----

Comment: RSA Public Key
AAAAB3NzaClyc2EAAAABIWAAAIEAZN31Fu56KSEOZdrGVP 1 JHpAS8GBND 1 kB
dgZ2g0QP i KCnLPWOXsk9tTVKaHZQ5jJbXn81QZpolaPLJ1 1H3B1cc96D7 1 FF
VkbPbMRbz24dpuWmPVVLU1Qy5nCKdDCu15KKVD6zj 3gpuhLhMJor7Aj AAube
Bri1i21uwMVJuak5M098=
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———— END SSH2 PUBLIC KEY ----
Public Key Fingerprint: 6f:93:ca:01:89:6a:de:6e:ee:c5:18:82:b2:10:bc:1e

11.5 crypto certificate generate

The crypto certificate generate Global Configuration mode command generates a self-signed
certificate for HTTPS.

Syntax
crypto certificate number generate [key-generate [length]] [cn common- name] [ou
organization-unit] [or organization] [loc location] [st state] [cu country] [duration days]

Parameters

m  number—Specifies the certificate number. (Range: 1-2)

m  key-generate length—Regenerates SSL RSA key and specifies the SSL's RSA key length.
(Range: 512—-2048)
The following elements can be associated with the key. When the key is displayed, they are also
displayed.

* cn common- name—Specifies the fully qualified device URL or IP address. (Length: 1-64
characters). If unspecified, defaults to the lowest IP address of the device (when the
certificate is generated).

* ou organization-unit—Specifies the organization-unit or department name. (Length: 1-64
characters)

* or organization—Specifies the organization name. (Length: 1-64 characters)
* loc location—Specifies the location or city name. (Length: 1-64 characters)
* st state—Specifies the state or province name. (Length: 1-64 characters)
* cu country—Specifies the country name. (Length: 2 characters)
m  duration days—Specifies the number of days a certification is valid. (Range: 30—3650)

Default Configuration
The default SSL's RSA key length is 1024.

If cn common- name is not specified, it defaults to the device’s lowest static IPv6 address (when the
certificate is generated), or to the device’s lowest static IPv4 address if there is no static IPv6
address, or to 0.0.0.0 if there is no static |IP address.

If duration days is not specified, it defaults to 365 days.

Command Mode
Global Configuration mode

User Guidelines
If the RSA key does not exist, you must use the parameter key-generate.

If both certificates 1 and 2 have been generated, use ip https certificate to activate one of them.
See Keys and Certificates for information on how to display and copy this key pair.

Erasing the startup configuration or returning to factory defaults automatically deletes the default
keys and they are recreated during device initialization.
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Example
The following example generates a self-signed certificate for HTTPS whose length is 2048 bytes.

switchxxxxxx(config)# crypto certificate 1 generate key-generate 2048

11.6 crypto certificate request

The crypto certificate request Privileged EXEC mode command generates and displays a
certificate request for HTTPS.

Syntax

crypto certificate number request [cn common- name] [ou organization-unit] [or organization] [loc
location] [st state] [cu country]

Parameters
m  number—Specifies the certificate number. (Range: 1-2)
m  The following elements can be associated with the key. When the key is displayed, they are also
displayed.
* cn common- name—Specifies the fully qualified device URL or IP address. (Length: 1-64
characters). If unspecified, defaults to the lowest IP address of the device (when the
certificate is generated).

* 0u organization-unit—Specifies the organization-unit or department name. (Length: 1-64
characters)

* Or organization—Specifies the organization name. (Length: 1-64 characters)
* loc location—Specifies the location or city name. (Length: 1-64 characters)
* st state—Specifies the state or province name. (Length: 1-64 characters)

* cu country—Specifies the country name. (Length: 2 characters)

Default Configuration

If cn common-name is not specified, it defaults to the device’s lowest static IPv6 address (when the
certificate is generated), or to the device’s lowest static IPv4 address if there is no static IPv6
address, or to 0.0.0.0 if there is no static IP address.

Command Mode
Privileged EXEC mode

User Guidelines

Use this command to export a certificate request to a Certification Authority. The certificate request
is generated in Base64-encoded X.509 format.

Before generating a certificate request, first generate a self-signed certificate using the crypto
certificate generate Global Configuration mode command to generate the keys. The certificate fields
must be re-entered.

After receiving the certificate from the Certification Authority, use the crypto certificate import Global
Configuration mode command to import the certificate into the device. This certificate replaces the
self-signed certificate.
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Example
The following example displays the certificate request for HTTPS.

switchxxxxxx# crypto certificate 1 request

MIWTCCASOCAQAWY jELMAKGALUEBhMCUFAXCzAJBgNVBAgTAKNDMQswCQYDVQQH
EWRDEMMAOGA1UEChMDZGXKMQwwCgYDVQQLEWNKbGQxCzAJBgNVBAMTAMXKMRAW
DgKoZ 1hvecNAQKBFgFsMIGTFMAOGCSQGS Ib3DQEBAQUAA4AGNADCB 1 QKBgQC8ecwq
HdAMLO831i0fh/FOMV/Kib6Sz5p+3nUUenbfHp/ igVPmFM+1nbgTDekb2ymCu6K
aKvEbVLFIF2LmM7VP jDBb9bb4 j nxkvwW/wzDLvW2rsy5NPmH1QV 1+8Ubx3GyCm
/0W93BSOFwxwWESP58kT+sPYPy+/8wwmoNtDw I DAQABoB8wHQYJKoZ I hveNAQkH
MRDjEyMwg ICCAg I CAICAgIMAOGCSqGS 1b3DQEBBAUAAAGBAGb8Ug I X7rBO5m+2
m5ZZPh Iwl8ARSPXwhVdJexFjbnmvcacqjPG8pl iRV6LkxryGF2bVU3jKEipcZa
g+uNpyTkDt3ZVU72pjz/Ta8TFON3

11.7 crypto certificate import

The crypto certificate import Global Configuration mode command imports a certificate signed by
a Certification Authority for HTTPS. In addition, the RSA key-pair can also be imported.

Use the no form of the command to delete the user-defined keys and certificate.

Syntax
crypto certificate number import

Parameters
number—Specifies the certificate number. (Range: 1-2)

Default Configuration
N/A

Command Mode
Global Configuration mode

User Guidelines
To end the session (return to the command line to enter the next command), enter a blank line.

The imported certificate must be based on a certificate request created by the crypto certificate
request privileged EXEC command.

If only the certificate is imported, and the public key found in the certificate does not match the
device's SSL RSA key, the command fails. If both the public key and the certificate are imported, and
the public key found in the certificate does not match the imported RSA key, the command fails.

This command is saved in the Running configuration file.

See Keys and Certificates for information on how to display and copy this key pair.
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Examples

Example 1 - The following example imports a certificate signed by the Certification Authority for
HTTPS.

switchxxxxxx(config)# crypto certificate 1 import

Please paste the input now, add a period (.) on a separate line after the
input,and press Enter.

M11BkzCB/QIBADBUMQswCQYDVQQGEwI g 1 DEKMAgGA1UECBMB I DEKMAQGA1UEBXMB
I DEVMBMGALUEAXMMMTAUNS4yMzQuM j ASMQowCAYDVQQKEWEgMQowCAYDVQQLEWEg
MIGFMAOGCSQGS I b3DQEBAQUAAAGNADCB 1QKBgQDK+beog I cke73sBSL7tC2DMZrY
00g9XM1AXFOiqL1QIHAAXP+BHGZWwWFK jKjUDBpZn52LxdDulKrpB/hO0+TZPOFv38
7mIDgtnoFINLSWxkVKRM5LPkaOL/halpYxp7EWALSiDBzSw5s041vObSN70aGjFA
61t4SW2rrnDy8Jbw jWQ I DAQABOAAWDQYJKoZ I hveNAQEEBQADGYEAUQYQiNJIst6hl
XFDxe7 180d3Uyt3DmTF7KE/AmMUVOP i F2yUluy/RuxRwKhDp/ 1GrK12tzLQz+s50x7
K1t/ 1cjzbBYXLvih45ASWG3TRV2WVKyWs89rPPXu5hKxggEeTvWgpuS+gXrigjw
WvzdOnlfXhMacoflgnnEmwe lzmrgXBs=

Certificate imported successfully.

Issued by : C= , ST=, L=, CN=0.0.0.0, 0=, OU=

Valid From: Jan 24 18:41:24 2011 GMT

Valid to: Jan 24 18:41:24 2012 GMT

Subject: C=US , ST= , L=, CN=router.gm.com, O= General Motors, OU=
SHA1 Finger print: DC789788 DC88A988 127897BC BB789788

Example 2:The following example imports a certificate signed by the Certification Authority for
HTTPS, and the RSA key-pair.

switchxxxxxx(config)# crypto certificate 1 import

Please paste the input now, add a period (.) on a separate line after the
input,and press Enter.

ACnrgImEGIXkwxBuzZUIAO9nHQ9 1GIsnkf7/MauGPVaxt5vFDF77uQ5CPT49IWQhu07cVXh
20wrBhJgB69vLUIJujMIpl I XFpMKk8gR3NS7Jz 1 InYAWjHKKbEZBMsKSA6+t/UzVxevKK6H
TGB7vMxi+hvlblL9zygvmQ6+/6QFfgA51c4nP/8a6Nj0/Z0AgvNAMKNr2Wa+tGUOOAgLOb/C
11E0gzpCq5mT7+VOFhPS04dUU+NwLVv1YCb1Fb7MFoAaON+y+2NwoGpOpxOVvDASENY 1 7gsZ
MWMCFXu52/ IxC7FDBFWXEBtks4V81Xqa7K6ET657xS7m8yTJIFLZIyVawGXKnlUs6uTzhhW
dKWWcOe/vwMgPtLIWyxWynnaPOfAJ+PawOAdsK75bo79NBiIm3HCNVXhWNzgFg2s3AYCRBx
WuGoazpxHZ0s4+7swmNZtS0x 14ek43d7RaoedGKI JhPqLHuzXHUon7Zx15CUtP3sbHI+XI
B3u4EEcEngYMewy5obnlvnFSot+d5JHuRwzEaRAIKFbHa34alVJaN+2AMCbOhpI31kreYo
A8Lk6UMOuU 1QaMnhYf+RyPXhPOQsO1Pp I PHKBGT i 6p j39XMviyRXvSpn5+el YPhve5jYaEn
UeOnVZRhNCVNruJAYXSLhjApf5i 1Qr1iJdiJb/mVt8+zpqcCU9HCWQqsMrNFOFrSpcbHuU5vV4
ZX43md9tTI2mhekoQf1dwUZbFYKRYsK70ps8u7BtgpRTSRUr7g0LfzhzMuswoDSnB65pkC
ql7yZnBeRS0zrUDgHLLRFzwjwmx jmwObxYfRGMLp4=

MIGHAOGBAMVUFgTJIYLbUzmbm6UoLD3ewHYd1ZMXY4A3KLF2SXUd1T I Xq84aMESD 1 i tSFB2
Cqy4QB51nhgAobBKC96VRsUe2rzoNG4QDk j2L9ukQOvoFBYNmbzHc7a+7043wFVmH+QOXTF
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TbnNRDhIMVrZJGbz11c91zGky1121Xmicy0/nwsXDAQEj
————— END RSA PUBLIC KEY-----

M11BkzCB/QIBADBUMQswCQYDVQQGEwI g I DEKMAgGA1UECBMB I DEKMAQGA1UEBXMB
I DEVMBMGALUEAXMMMTAUNS4yMzQuM j ASMQowCAYDVQQKEWEgMQowCAYDVQQLEWEg
MIGFMAOGCSQGS I b3DQEBAQUAA4AGNADCB 1QKBgQDK+beog I cke73sBSL7tC2DMZrY
00g9XM1AXFOiqL1QIHAAXP+BHGZWwWFK jKjUDBpZn52LxdDulKrpB/hO0+TZPOFv38
7mIDgtnoF1NLsSWxkVKRM5LPkaOL/halpYxp7EWALS iDBzSw5s041vObSN70aGjFA
61t4SW2rrnDy8Jbw jWQ I DAQABOAAWDQYJKoZ I hveNAQEEBQADGYEAUQYQiNJIst6hl
XFDxe7 180d3Uyt3DmTF7KE/AmMUVOP i1 F2yUluy/RuxRwKhDp/ 1GrK12tzLQz+s50x7
K1t/ 1cjzbBYXLvih45ASWG3TRv2WVKyWs89rPPXu5hKxggEeTvWgpuS+gXrigjw
WvzdOnlfXhMacoflgnnEmwe lzmrgXBs=

Certificate imported successfully.

Issued by : C= , ST=, L=, CN=0.0.0.0, O= , OU=

Valid From: Jan 24 18:41:24 2011 GMT

Valid to: Jan 24 18:41:24 2012 GMT

Subject: C=US , ST= , L=, CN=router.gm.com, O= General Motors, OU=
SHA1 Finger print: DC789788 DC88A988 127897BC BB789788

Example 3 - Import certificate with encrypted key

encrypted crypto certificate 1 import

wJ 1 j/tFEL1/Z3GFKTI5C+SFOeSyTxnSsTssNo9CoHI6X9Jg1Suk j tXU49kaUbTjoQvVQatZz
AdQwgWM5mnjUhUaJ1IMM3WFrApY7HaBL31SXS9jDVrf++Q/KKhVH6Px 1v6cKvYYzHg43Unm
CN12n5zF90isMHOU6gs IDs4ysWVD1zNgoVQwD7RgKpL9wo3+YVFVS6XCB7pDb7 i PePefab
GD/crN28vTLGF/NpyKoOhdAMRUwEQoapMoOPy2Cvy+sgL iv4ZKck1FPISVFV7X7sh+zVa3
We84pmzyjGiYISOtPdBSGhI2xDNcqTyvUpFFFEJJY rdGKGybgD0Oo3tD/ ioUQ3UJgxDbGYw
aLlLoavSjMY iWkdP jFcbn5MVRAUS i ApCQIXWv3MYC8GQ4HDabUDN6aoUBa l Uhqj T+REWWO
DXpJImvmX4T/uSWADPVELQTHYETXgQKNEr 107gR 1 2yyLcybUokh+SP+XuRkG4 1Knn8KyHtz
XeoDoj Se60YOQww2RONAQnZsZPgrDzj0zTDL8qvykurfW4 jWadcv1Sc1hDEFtHH7NADL jQ
FkPFNAKVFMcY imidapG+RwcOm3 IKBLCEpNXpFEE3v1mCeyN1pPe6eSgMcBXa2Vmb InutuP
CZM9270xkb41g+U50YQXGhMK70EZzTmTFS1FdALOMFqvODHZNR4 1t4KgqcS jSWPQeYSzB+4PW
Qmy4FTF4wQdvCLy+WIVEP1jWPbrdCNx 1S13RWucNekrmOuf5Zuhd1FAQwWF8XwSRIWUAQ8q
ZZFRmDMHPtey9ALO2al pwjpHOPbJKiCMdjHT94ugkF30eyeni9sGN6Y063 1vuKByOnbWsA
JOsxrvt3g6cbKJIYozMQESLsgXLNvQ IH4BhPtUz+LNgYWb3V5S18D8kRe jgBM9eaCyJsvLF

+yAI5xABZdTPqzO 1 7FNMzh 1 rXvCqcCCCx+JbgP1PwYTDyD+m2H5v8Yv6sT3y7FZC9+5/Sn
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VF8jpTLMWFgVFOU1QWIbABHA7KA2XE3R5Zr1do0eUrXQUKURXLAHKI FD7ZHrE7udOmTiP9

W3PqtJzbtjjvMjm5/C+hoC60LNPEqpOTEN78EdFaHpMMutMFOleKuzizenzZQ==

MIGJA0GBAMoCaK+b9hTgrzEeWjdz55FoWwV8s54k5VpuRtvle5rl1zp7kz IL6mvCCXk6J9¢C

kkr+TMFX63b9t5RgwGPgWeDHW3q5Qkaq lnzz1h7j2+A++mwCsHu i 1BhpFNFY/gmEN1Gq9f

puukcnoTvBNvz7z3VOxv6hwlUHMTOeO+QSbe7WwVAgMBAAE=

M1 1CHDCCAYUCEFCc14/dhLsUhTWxOwbzngMwDQYJKoZ IhveNAQEEBQAWTZELMAKG
ALUEBhMCICAXCjAIBgNVBAgTASAXCjAIBgNVBACTASAXEDAOBgNVBAMTBZAUMCAw
LjAXCJAIBgNVBAOTASAXCjAIBgNVBASTASAWHhCNMT IWNT IXMT IINZE2WhcNMTMw
NT IXMT 1 INzE2Wj BPMQswCQYDVQQGEw I g I DEKMAgGA1UECBMB I DEKMAgGA1UEBXMB
1DEQMA4GA1UEAXMHMCAwL jAUMDEKMAgGA1UEChMB IDEKMAgGA1UECXMB IDCBNzAN
Bgkqghk 1GOWOBAQEFAAOB jQAwgYkCgYEAygJor5v2FOCVMR5aN3PnkWhbBXyzni Tl
Wm5G2/V7mvXOnuTMgvqa81JeTonlySSv5Mx9frdv231GDAY+BZ4MfDer ICRqoi fP
PWHUPb4D76bAKwe6LUGGKUOVj+CYQ2 larl+m66Ryeh0O8E2/PvPdU7G/gHDVQCcxM5
475BJt7tbBUCAWEAATANBgkghk i GOWOBAQQFAAOBgQBOknTzas7Hni IHMPeC5yCO
2rd7c+zqQ0ele4CpEvV10C0QGvPa72pz+m/zvoFmACS5WjQngQMMwH8rNdvrfaSyE
dkB/761PpeKkUtgyPHFTzFSMcIdBOPPnpQcqbxCFhIQSNa4ENSXqC5pNDO2RHXFX

wS1XJIGrhMUoNGz1BY5DJIWw==

Certificate imported successfully.
Issued by - C= , ST=, L=, CN=0.0.0.0, 0= , OU=
Valid From: Jan 24 18:41:24 2011 GMT

Valid to: Jan 24 18:41:24 2012 GMT

Subject: C=US , ST= , L=, CN=router.gm.com, O= General Motors, OU=

SHA1 Finger print: DC789788 DC88A988 127897BC BB789788
Example 3 - Import certificate with encrypted key

encrypted crypto certificate 1 import
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wJljj/tFE1/Z3GFKTI5C+SFOeSyTxnSsTssNo9CoHI6X9Jg1Suk j tXU49kaUbT joQVQatZ
AdQwgWM5mN j UhUaJ IMM3WFrApY 7HaBL3i SXS9jDVIrf++Q/KKhVHEPxX 1v6cKvYYZzHg43Unm
CN12n5zF90i sMHOU6gs I Ds4ysWVD1zNgoVQwD7RgKpL9wo3+YVFVS6XCB7pDb7 iPePefab
GD/crN28vTLGTF/NpyKoOhdAMRUWEQoapMoOPy2Cvy+sqL iv4ZKck1FPIsSVFV7X7sh+zVa3
We84pmzy jGiYISOtPdBSGhJI2xDNcqTyvUpTFFFEJJYrdGKGybgD0o3tD/ 1o0UQ3UJgxDbGYw
aLlLoavSjMYiWkdPjfcbn5MVRAUS1ApCQIXWv3MYC8GQ4HDa6UDN6aoUBalUhqj T+REWWO
DXpJImvmX4T/uS5WADPVELQTHYETXgQKNEr 107gRi 2yyLcybUokh+SP+XuRkG4 1Knn8KyHtz
XeoDoj Se60YOQww2RONAQnZsZPgrDzj0zTDL8qvykurfW4jWadcv1Sc1hDEFtHH7NADLJQ
FKPFNAKVFMcY imidapG+RwcOm3 IKBLCEpNXpFEE3v1imCeyN1pPe6eSgMcBXa2Vmb InutuP
CZM9270xkb41g+U50YQXGhMK70EZzTmTFS1FdLOMFqvODHZNR4 1t4KgqcS j SWPQeYSzB+4PW
Qmy4FTF4wQdvCLy+WIVEP1jWPbrdCNx1S13RWucNekrmOuf5Zuhd1FAQwF8XwSRIWUAQ8q
zZFRmDMHPtey9ALO2al pwjpHOPbJIKiCMdjHT94ugkF30eyeni9sGN6Y063 1 vuKByOnbWsA
JOsxrvt3g6cbKJYozMQESLsgxXLNvQIH4ABhPtUz+LNgYWb3V5S 18D8kRe jgBM9eaCyJsvLF
+yA15xABZdTPqz0l1 7FNMzh 1 rXvCqcCCCx+JbgP1PwYTDyD+m2H5v8YVvEsT3y7fZC9+5/Sn
VF8J pTLMWFgVFOU1QwIObABHA7KA2XE3R5Zr1do0eUrXQUKuRXLAHK i fD7ZHrE7udOmTiP9

W3PqtJzbtjjvMjm5/C+hoC60LNPEqpOTEN78EdFaHpMMutMFOleKuzizenzZQ==

MIGJA0GBAMoCaK+b9hTgrzEeWjdz55FoWwwV8s54k5VpuRtvle5rlzp7kz 1L6mvCCXk6J9¢c
kkr+TMFX63b9t5RgwGPgWeDHW3q5Qkaql nzz1h7 j2+A++mwCsHu i 1BhpFNFY/gmENTGQ9f

puukcnoTvBNvz7z3VOxv6hw1lUHMTOeO0+QSbe 7WwVAgMBAAE=

M1 1CHDCCAYUCEFCc 14/dhLsUhTWxOwbzngMwDQYJKoZ I hveNAQEEBQAWT ZELMAKG
ALUEBhMC I CAXC jAIBgNVBAGTASAXC j Al BgNVBACTASAXEDAOBGNVBAMTBZAUMCAW
LjAXCjAIBgNVBAOTASAXCJAIBgNVBASTASAWHhCNMT IWNT IXMT I INZE2WhcNMTMw
NT IXMT I INZE2Wj BPMQswCQYDVQQGEW I g | DEKMAGGA1UECBMB I DEKMAQGALUEBXMB
1DEQMA4GALUEAXMHMCAwL j AUMDEKMAQGALUEChMB I DEKMAgGALUECXMB 1DCBNZAN

Bgkghk iGOWOBAQEFAAOB jQAwgYKCgYEAYgJor5v2FOCVMR5aN3PnkWhbBXyzni Tl
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Wm5G2/V7mvXOnuTMgvga81JeTonlySSv5Mx9frdv231GDAY+BZ4MfDer ICRqoi fP
PWHUPb4D76bAKwe6LUGGKUOVj+CYQ2 larl+m66Ryeh0O8E2/PvPdU7G/gHDVQCxM5
475BJt7tbBUCAWEAATANBgKghk i GOWOBAQQFAAOBgQBOknTzas7Hni IHMPeC5yCO
2rd7c+zqQ0ele4CpEvV10C0QGvPa72pz+m/zvoFmACS5WjQngQMMwH8 rNdvrfaSyE
dkB/761PpeKkUtgyPHFTzFSMcIdBOPPnpQcqbxCFhIQSNa4ENSXqC5pNDO2RHXFX

wS1XJIGrhMUoNGz1BY5DJIWw==

Certificate imported successfully.

Issued by - C= , ST=, L=, CN=0.0.0.0, 0=, OU=

Valid From: Jan 24 18:41:24 2011 GMT

Valid to: Jan 24 18:41:24 2012 GMT

Subject: C=US , ST= , L=, CN=router.gm.com, O= General Motors, OU=

SHA1 Finger print: DC789788 DC88A988 127897BC BB789788

11.8 show crypto certificate

The show crypto certificate Privileged EXEC mode command displays the device SSL certificates
and key-pair for both default and user defined keys.

Syntax
show crypto certificate [mycertificate] [number]

Parameters
m  number—Specifies the certificate number. (Range: 1,2)

Default Configuration
Certificate number 1.

Command Mode
Privileged EXEC mode

Example
The following example displays SSL certificate # 1 present on the device.

switchxxxxxx# show crypto certificate mycertificate
Certificate 1:
Certificate Source: Default
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dHmUgUm9vdCBDZXJ0aWZpZX wXDANBgkghk i GOWOBAQEFAANLADB I AKEAP4HS
NNH/XQSGA2TFFKRBWU2X 1xb7n8VPsTmlxyJ1ltllalGaqchfMggeOkmFhcoHSWr
yT1FpDOMWOTgDAW IDAQAB0O4 I1Bo j CCAZAWEWY JKwYBBAGCNXQCBAYeBABDAEEW
CwROPBAQDAgFGMA8GA1UdEWEB/WQFMAMBAT8WHQYDVROOBBYEFATAMTOBRDA7
ZvKBAEL9Ggp+6MI I1BNgYDVROFBI IBLTCCASkwgdKggc+ggcyGgc I sZGFwOi8v
LOVByb3h5JT IwU29mdHdhcmU IMjBSb290JT IwQ2VydG ImaWwVyLENOPXNIcnZl

Issued by: www.verisign.com

Valid from: 8/9/2003 to 8/9/2004

Subject: CN= router.gm.com, 0= General Motors, C= US
Fingerprint: DC789788 DC88A988 127897BC BB789788

Certificate 2:
Certificate Source: User-Defined

dHMUgUm9vdCBDZXJ0aWZpZX IwXDANBgkghk i GOWOBAQEFAANLADB I AKEAp4HS
NNH/XQSGA2FFKRBWU2X I xb7n8VPsTmlxyJ1ltllalGaqchfMggqeOkmFhcoHSWr
yTF1FpDOMWOTgDAW IDAQABO4 1B0 j CCAZAWEWY JKwYBBAGCNXQCBAYeBABDAEEW
CwROPBAQDAgFGMA8GA1UdEWEB/WQFMAMBAT8WHQYDVROOBBYEFATAMTOBRD47
ZvKBAEL9Ggp+6MI I1BNgYDVROFBI IBLTCCASkwgdKggc+ggcyGge I sZGFwOi8v
LOVBYb3h5JT IwU29mdHdhcmU IMjBSb290JT IwQ2VydG ImaWVyLENOPXNIcnZl

Issued by: www.verisign.com

Valid from: 8/9/2004 to 8/9/2005

Subject: CN= router.gm.com, 0= General Motors, C= US
Fingerprint: DC789788 DC88A988 127897BC BB789788

RSA and Certificate Commands
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1 2 Web Server Commands

12.1 ip http server

Use the ip http server Global Configuration mode command to enable configuring and monitoring
the device from a web browser. Use the no form of this command to disable this function.

Syntax
ip http server

no ip http server

Parameters
N/A

Default Configuration
HTTP server is enabled.

Command Mode
Global Configuration mode

Example
The following example enables configuring the device from a web browser.

switchxxxxxx(config)# ip http server

12.2 ip http port

The ip http port Global Configuration mode command specifies the TCP port used by the web
browser interface. Use the no form of this command to restore the default configuration.

Syntax
ip http port port-number

no ip http port

Parameters
port port-number—For use by the HTTP server. (Range: 0-65534)

Default Configuration
The default port number is 80.

Command Mode
Global Configuration mode
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Example
The following example configures the http port number as 100.

switchxxxxxx(config)# ip http port 100

12.3 ip http timeout-policy

Use the ip http timeout-policy Global Configuration mode command to set the interval for the
system to wait for user input in http/https sessions before automatic logoff. Use the no form of this
command to return to the default value.

Syntax
ip http timeout-policy idle-seconds

no ip http timeout-policy

Parameters

idle-seconds—Specifies the maximum number of seconds that a connection is kept open if no data
is received or response data cannot be sent out. (Range: 0-86400)

Default Configuration
600 seconds

Command Mode
Global Configuration mode

User Guidelines
To specify no timeout, enter the ip http timeout-policy 0 command.

Example
The following example configures the http timeout to be 1000 seconds.

switchxxxxxx(config)# ip http timeout-policy 1000

12.4 ip http secure-server

Use the ip http secure-server Global Configuration mode command to enable the device to be
configured or monitored securely from a browser. Use the no form of this command to disable this
function.

Syntax
ip http secure-server

no ip http secure-server

Parameters
N/A
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Default Configuration
Disabled

Command Mode
Global Configuration mode

User Guidelines
After this command is used, you must generate a certificate using crypto certificate generate. If no
certificate is generated, this command has no effect.

Example

switchxxxxxx(config)# ip http secure-server

12.5 ip http secure-port

Use the ip http secure-port Global Configuration mode command to specify the TCP port to be
used by the secure web browser. To use the default port, use the no form of this command.

Syntax
ip http secure-port port-number

no ip http secure-port

Parameters
port-number—~Port number for use by the HTTPS server (Range: 0—65534)

Default Configuration
The default port number is 443.

Command Mode
Global Configuration mode

Example

switchxxxxxx(config)# ip http secure-port 1234

12.6 ip https certificate

Use the ip https certificate Global Configuration mode command to configure the active certificate
for HTTPS. Use the no form of this command to restore the default configuration.

Syntax
ip https certificate number

no ip https certificate

Parameters
number—Specifies the certificate number. (Range: 1-2)
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Default Configuration
The default certificate number is 1.

Command Mode
Global Configuration mode

User Guidelines
First, use crypto certificate generate to generate one or two HTTPS certificates. Then use this
command to specify which is the active certificate.

Example
The following example configures the active certificate for HTTPS.

switchxxxxxx(config)# ip https certificate 2

12.7 show ip http

The show ip http EXEC mode command displays the HTTP server configuration.

Syntax
show ip http

Command Mode
EXEC mode

Example
The following example displays the HTTP server configuration.

switchxxxxxx# show ip http
HTTP server enabled

Port: 80

Interactive timeout: 10 minutes

12.8 show ip https

The show ip https Privileged EXEC mode command displays the HTTPS server configuration.

Syntax
show ip https

Command Mode
Privileged EXEC mode
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Example
The following example displays the HTTPS server configuration.

switchxxxxxx# show ip https
HTTPS server enabled
Port: 443

Interactive timeout: Follows the HTTP interactive timeout (10 minutes)

Certificate 1 is active

Issued by: www.verisign.com

Valid from: 8/9/2003 to 8/9/2004

Subject: CN= router.gm.com, 0= General Motors, C= US
Finger print: DC789788 DC88A988 127897BC BB789788
Certificate 2 is inactive

Issued by: self-signed

Valid from: 8/9/2003 to 8/9/2004

Subject: CN= router.gm.com, 0= General Motors, C= US
Finger print: 1873B936 88DC3411 BCB8932EF 782134BA

12.9 ssl version

Use the ssl version Global Configuration command to define the version of the supported SSL.

Use the no form to return to the default.

Syntax
ssl version {v2&v3 | v3}

no ssl version

Parameters
m  v2&v3—SSLv2 and SSLv3 are supported after reboot.

m  v3 —Only versions starting with SSLv3 are supported after reboot.

Defaults
v3

Command Modes
Global configuration

Examples
switchxxxxxx#tssl version v3&v3

12.10 show ssl version

Use the show ssl versions Privilege EXEC command to display the SSL supported version.
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Syntax
show ssl version

Parameters
N/A

Defaults
N/A

Command Modes
Privilege EXEC

Examples

switchxxxxxx#show ssl version
Current supported version: SSLv2 and SSLv3
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13 Telnet, Secure Shell (SSH) and Secure
Login (Slogin) Commands

13.1 ip telnet server

Use the ip telnet server Global Configuration mode command to enable the device as a Telnet
server that accepts connection requests from remote Telnet clients. Remote Telnet clients can
configure the device through the Telnet connections.

Use the no form of this command to disable the Telnet server functionality on the device.

Syntax
ip telnet server

no ip telnet server

Default Configuration
The Telnet server functionality on the device is Enabled by default

Command Mode
Global Configuration mode

User Guidelines

The device can be enabled to accept connection requests from both remote SSH and Telnet clients.
It is recommended that the remote client connects to the device using SSH (as opposed to Telnet),
since SSH is a secure protocol and Telnet is not. To enable the device to be a SSH server, use the ip
ssh server Global Configuration mode command

Example
The following example enables the device to be configured from a Telnet server.

switchxxxxxx(config)# ip telnet server

13.2 ip ssh server

The ip ssh server Global Configuration mode command enables the device to be an SSH server
and so to accept connection requests from remote SSH clients. Remote SSH clients can manage
the device through the SSH connection.

Use the no form of this command to disable the SSH server functionality from the device.

Syntax
ip ssh server

no ip ssh server

Default Configuration
The SSH server functionality is disabled by default.
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Command Mode
Global Configuration mode

User Guidelines
The device as a SSH server generates the encryption keys automatically.

To generate new SSH server keys, use the crypto key generate dsa and crypto key generate rsa
Global Configuration mode commands.

Example
The following example enables configuring the device to be an SSH server.

switchxxxxxx(config)# ip ssh server

13.3 ip ssh port

The ip ssh port Global Configuration mode command specifies the TCP port used by the SSH
server. Use the no form of this command to restore the default configuration.

Syntax
ip ssh port port-number

no ip ssh port

Parameters
port-number—Specifies the TCP port number to be used by the SSH server. (Range: 1-65535)

Default Configuration
The default TCP port number is 22.

Command Mode
Global Configuration mode

Example
The following example specifies that TCP port number 8080 is used by the SSH server.

switchxxxxxx(config)# ip ssh port 8080

13.4 ip ssh password-auth

Use the ip ssh password-auth Global Configuration mode command to enable password
authentication of incoming SSH sessions.

Use the no form of this command to disable this function.

Syntax
ip ssh password-auth

no ip ssh password-auth
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Default Configuration
Password authentication of incoming SSH sessions is disabled.

Command Mode
Global Configuration mode

User Guidelines
This command enables password key authentication by a local SSH server of remote SSH clients.

The local SSH server advertises all enabled SSH authentication methods and remote SSH clients
are responsible for choosing one of them.

After a remote SSH client is successfully authenticated by public key, the client must still be
AAA-authenticated to gain management access to the device.

If no SSH authentication method is enabled, remote SSH clients must still be AAA-authenticated
before being granted management access to the device.

Example
The following example enables password authentication of the SSH client.

switchxxxxxx(config)# ip ssh password-auth

13.5 ip ssh pubkey-auth

Use the ip ssh pubkey-auth Global Configuration mode command to enable public key
authentication of incoming SSH sessions.

Use the no form of this command to disable this function.

Syntax
ip ssh pubkey-auth [auto-login]

no ip ssh pubkey-auth

Parameters
m  auto-login—Specifies that the device management AAA authentication (CLI login) is not
needed. By default, the login is required after the SSH authentication.

Default Configuration
Public Key authentication of incoming SSH sessions is disabled.

Command Mode
Global Configuration mode

User Guidelines
This command enables public key authentication by a local SSH server of remote SSH clients.

The local SSH server advertises all enabled SSH authentication methods and remote SSH clients
are responsible for choosing one of them.
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After a remote SSH client is successfully authenticated by public key, the client must still be
AAA-authenticated to gain management access to the device, except if the auto-login parameter
was specified.

If no SSH authentication method is enabled, remote SSH clients must still be AAA-authenticated
before being granted management access to the device.

If the auto-login keyword is specified for SSH authentication by public key, then management
access is granted if SSH authentication succeeds and the name of SSH used is found in the local
user database. The device management AAA authentication is transparent to the user. If the user
name is not in the local user database, then the user receives a warning message, and the user will
need to passs the device management AAA authentication independent to the SSH authentication.

if the auto-login keyword is not specified, management access is granted only if the user engages
and passes both SSH authentication and device management AAA authentication independently.If
no SSH authentication method is enabled then management access is granted only if the user is
AAA authenticated by the device management. No SSH authentication method means SSH is
enabled but neither SSH authentication by public key nor password is enabled.

Example
The following example enables authentication of the SSH client.

switchxxxxxx(config)# ip ssh pubkey-auth

13.6 crypto key pubkey-chain ssh

The crypto key pubkey-chain ssh Global Configuration mode command enters the SSH Public
Key-chain Configuration mode. This mode is used to manually specify device public keys, such as
SSH client public keys.

Syntax
crypto key pubkey-chain ssh

Default Configuration
Keys do not exist.

Command Mode
Global Configuration mode

User Guidelines
Use this command when you want to manually specify SSH client’s public keys.

Example

The following example enters the SSH Public Key-chain Configuration mode and manually
configures the RSA key pair for SSH public key-chain to the user ‘bob’.

switchxxxxxx(config)# crypto key pubkey-chain ssh
switchxxxxxx(config-pubkey-chain)# user-key bob rsa
switchxxxxxx(config-pubkey-key)# key-string
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AAAAB3NzaClyc2EAAAADAQABAAABAQCVTNRwWPWI
Al4kpg Iw9GBRoNZQZx jHKcqKLErMIQ+
ZNXFZSkvHG+Qus1Z/76 ILmFT34v7u7ChFAE+
Vu4GRFpSwoQUvVV35LqJJk6710U/zfwOl1lg
kTwml75QR9gHu j SGBKWGN2QWXgh3ub8gDj TSq
muSn/Wd05iDX2 1ExQWu08licglk02LYciz
+ZATrEU/9FIxwP1VQOj c+KBXUROJuNg5nFYsY
0ZCkON/W9a/tnkm1shRE7Di171+w3FfNiOA
6w9044t6+AINEICBCCA4YCF6zMzaT1lwe FWwX6 T+
Rmt5nhhqdAtN/40Jfcel66DgVX1gWmN
zNR4DYDvSzg0I1DnwCAC8Qh

Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:b9:33:€9

13.7 user-key
The user-key SSH Public Key-string Configuration mode command associates a username with a
manually-configured SSH public key.

Use the no user-key command to remove an SSH user and the associated public key.

Syntax
user-key username {rsa | dsa}

no user-key username

Parameters

m username—Specifies the remote SSH client username. (Length: 1-48 characters)
m  rsa—Specifies that the RSA key pair is manually configured.

m  dsa—Specifies that the DSA key pair is manually configured.

Default Configuration
No SSH public keys exist.

Command Mode
SSH Public Key-string Configuration mode

User Guidelines

After entering this command, the existing key, if any, associated with the user will be deleted. You
must follow this command with the key-string command to configure the key to the user. Example
The following example enables manually configuring an SSH public key for SSH public key-chain
bob.

switchxxxxxx(config)# crypto key pubkey-chain ssh
switchxxxxxx(config-pubkey-chain)# user-key bob rsa
switchxxxxxx(config-pubkey-key)# key-string row
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTNRwWPWI
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13.8 key-string

The key-string SSH Public Key-string Configuration mode command manually specifies an SSH
public key.

Syntax
key-string [row key-string]

Parameters
m  row—Specifies the SSH public key row by row. The maximum length of a row is 160 characters.

m  key-string—Specifies the key in UU-encoded DER format. UU-encoded DER format is the
same format as in the authorized_keys file used by OpenSSH.

Default Configuration
Keys do not exist.

Command Mode
SSH Public Key-string Configuration mode

User Guidelines

Use the key-string SSH Public Key-string Configuration mode command without the row parameter
to specify which SSH public key is to be interactively configured next. Enter a row with no characters
to complete the command.

Use the key-string row SSH Public Key-string Configuration mode command to specify the SSH
public key, row by row. Each row must begin with a key-string row command.

The UU-encoded DER format is the same format as in the authorized_keys file used by OpenSSH.

Example
The following example enters public key strings for SSH public key client ‘bob’.

switchxxxxxx(config)# crypto key pubkey-chain ssh
switchxxxxxx(config-pubkey-chain)# user-key bob rsa
switchxxxxxx(config-pubkey-key)# key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVYTNRwWPWI
Al4kpqlw9GBRoNZQZx jHKcKL6rMIQ+

ZNXFZSkvHG+Qus1Z/76 ILmFT34v7u7ChFAE+
VUu4GRTpSwoQUVV35LgJJIk6710U/zfwOl1g
KTwm175QR9gHu j S6KWGN2QWXgh3ub8gDj TSq

muSn/WdO5iDX2 1ExQWu081icglk02LYciz

+ZA4TrEU/9FIxwP 1VQOjc+KBXUuROJuNg5nFYsY
0ZCkON/W9a/tnkm1shRE7Di71+w3fNiOA
6w9044t6+AINEICBCCA4YCcF6zMzaT1lwe FWwX6 T+
Rmt5nhhqdAtN/40Jfcel66DqVX1gWmN
zNR4DYDvSzg01DnwCAC8Qh

Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:b9:33:e9
switchxxxxxx(config)# crypto key pubkey-chain ssh
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switchxxxxxx(config-pubkey-chain)# user-key bob rsa
switchxxxxxx(config-pubkey-key)# key-string row AAAAB3Nza
switchxxxxxx(config-pubkey-key)# key-string row Clyc2

13.9 show ip ssh

The show ip ssh Privileged EXEC mode command displays the SSH server configuration.

Syntax
show ip ssh

Command Mode
Privileged EXEC mode

Example
The following example displays the SSH server configuration.

switchxxxxxx# show ip ssh

SSH server enabled. Port: 22

RSA key was generated.

DSA (DSS) key was generated.

SSH Public Key Authentication is enabled with auto-login.
SSH Password Authentication is enabled.

Active incoming sessions:

IP Address SSH Username Version Cipher Auth Code
172.16.0.1 John Brown 1.5 3DES HMAC-SHA1
182.20.2.1 Bob Smith 1.5 3DES Password

The following table describes the significant fields shown in the display.

Field Description

IP Address The client address

SSH Username The user name

Version The SSH version number

Cipher The encryption type (3DES, Blowfish, RC4)

Auth Code The authentication Code (HMAC-MD5, HMAC-SHAL1) or
Password

13.10 show crypto key pubkey-chain ssh

The show crypto key pubkey-chain ssh Privileged EXEC mode command displays SSH public
keys stored on the device.
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Syntax

Telnet, Secure Shell (SSH) and Secure Login (Slogin) Commands

show crypto key pubkey-chain ssh [username username] [fingerprint {bubble-babble | hex}]

Parameters

m username username—Specifies the remote SSH client username. (Length: 1-48 characters)
m  fingerprint {bubble-babble | hex}—Specifies the fingerprint display format. The possible

values are:

* bubble-babble—Specifies that the fingerprint is displayed in Bubble Babble format.

* hex—Specifies that the fingerprint is displayed in hexadecimal format.

Default Configuration
The default fingerprint format is hexadecimal.

Command Mode
Privileged EXEC mode

Example
The following examples display SSH public keys stored on the device.

switchxxxxxx# show crypto key pubkey-chain ssh

Username Fingerprint
bob 9A:CC:01:C5:78:39:27:86:79:CC:23:C5:98:59:F1:86
john 98:F7:6E:28:F2:79:87:C8:18:F8:88:CC:F8:89:87:C8

switchxxxxxx# show crypto key pubkey-chain ssh username bob
Username Fingerprint

bob 9A:CC:01:C5:78:39:27:86:79:CC:23:C5:98:59:F1:86

Version 1.0
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14 Line Commands

14.1 line

The line Global Configuration mode command identifies a specific line for configuration and enters
the Line Configuration command mode.

Syntax
line {console | telnet | ssh}

Parameters

m  console—Enters the terminal line mode.

m telnet—Configures the device as a virtual terminal for remote access (Telnet).

m  ssh—Configures the device as a virtual terminal for secured remote access (SSH).

Command Mode
Global Configuration mode

Example
The following example configures the device as a virtual terminal for remote (Telnet) access.

switchxxxxxx(config)# line telnet
switchxxxxxx(config-line)#

14.2 speed

Use the speed command in Line Configuration mode to set the line baud rate.

Use the no form of this command to restore the default configuration.

Syntax
speed bps

no speed

Parameters
bps—Specifies the baud rate in bits per second (bps). Possible values are 4800, 9600, 19200,
38400, 57600, and 115200.

Default Configuration
The default speed is 115200 bps.

Command Mode
Line Configuration mode
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User Guidelines

The configured speed is only applied when autobaud is disabled. This configuration applies to the
current session only.

Example
The following example configures the line baud rate as 9600 bits per second.

switchxxxxxx(config-line)# speed 9600

14.3 autobaud

Use the autobaud command in Line Configuration mode to configure the line for automatic baud
rate detection (autobaud).

Use the no form of this command to disable automatic baud rate detection.

Syntax
autobaud

no autobaud

Default Configuration
Automatic baud rate detection is enabled.

Command Mode
Line Configuration mode

User Guidelines
When this command is enabled, it is activated as follows: connect the console to the device and
press the Enter key twice. The device detects the baud rate automatically.

Example
The following example enables autobaud.

switchxxxxxx(config)# line console
switchxxxxxx(config-line)# autobaud

14.4 exec-timeout

The exec-timeout Line Configuration mode command sets the session idle time interval, during
which the system waits for user input before automatic logoff. Use the no form of this command to
restore the default configuration.

Syntax
exec-timeout minutes [seconds]

no exec-timeout
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Parameters
m  minutes—Specifies the number of minutes. (Range: 0-65535)
m  seconds—Specifies the number of seconds. (Range: 0-59)

Default Configuration
The default idle time interval is 10 minutes.

Command Mode
Line Configuration mode

Example

The following example sets the telnet session idle time interval before automatic logoff to 20 minutes
and 10 seconds.

switchxxxxxx(config)# line telnet
switchxxxxxx(config-line)# exec-timeout 20 10

14.5 show line

The show line EXEC mode command displays line parameters.

Syntax
show line [console | telnet | ssh]

Parameters

m  console—Displays the console configuration.
m telnet—Displays the Telnet configuration.

m  ssh—Displays the SSH configuration.

Default Configuration
If the line is not specified, all line configuration parameters are displayed.

Command Mode
EXEC mode

Example
The following example displays the line configuration.

switchxxxxxx# show line
Console configuration:
Interactive timeout: Disabled
History: 10

Baudrate: 9600

Databits: 8

Parity: none

Stopbits: 1
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Telnet configuration:

Telnet is enabled.

Interactive timeout: 10 minutes 10 seconds
History: 10

SSH configuration:

SSH is enabled.

Interactive timeout: 10 minutes 10 seconds
History: 10

Version 1.0
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Authentication, Authorization and
Accounting (AAA) Commands

15.1 aaa authentication login

Use the aaa authentication login Global Configuration mode command to set one or more
authentication methods to be applied during login. A list of authentication methods may be assigned
a list name, and this list name can be used in login authentication aaa authentication enable. Use
the no form of this command to restore the default authentication method.

Syntax
aaa authentication login {default | list-name} method1 [method2...]

aaa authentication login list-name method1 method?2...

no aaa authentication login {default | list-name}

Parameters

m  default—Uses the authentication methods that follow this argument as the default method list
when a user logs in (this list is unnamed).

m list-name—Specifies a name of a list of authentication methods activated when a user logs in.
(Length: 1-12 characters)

m  methodl [method2...]|—Specifies a list of methods that the authentication algorithm tries (in
the given sequence). Each additional authentication method is used only if the previous method
returns an error, not if it fails. To ensure that the authentication succeeds even if all methods
return an error, specify none as the final method in the command line. Select one or more
methods from the following list::

Keyword Description

enable Uses the enable password for authentication.

line Uses the line password for authentication.

local Uses the locally-defined usernames for authentication.
none Uses no authentication.

radius Uses the list of all RADIUS servers for authentication.
tacacs Uses the list of all TACACS+ servers for authentication.

Default Configuration

If no methods are specified, the default are the locally-defined users and passwords. This is the
same as entering the command aaa authentication login local.

| §|| Note

If no authentication method is defined, console users can log in without any authentication
verification.
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Command Mode
Global Configuration mode

User Guidelines

Create a list of authentication methods by entering this command with the list-name parameter
where list-name is any character string. The method arguments identifies the list of methods that the
authentication algorithm tries, in the given sequence.

The default and list names created with this command are used with login authentication aaa
authentication enable.

no aaa authentication login list-name deletes a list-name only if it has not been referenced by
another command.

Example
The following example sets the authentication login methods for the console.

switchxxxxxx (config)# aaa authentication login authen-list radius local
none

switchxxxxxx (config)#line console
switchxxxxxx (config-line)#login authentication authen-list

15.2 aaa authentication enable

The aaa authentication enable Global Configuration mode command sets one or more
authentication methods for accessing higher privilege levels. A user, who logons with a lower
privilege level, must pass these authentication methods to access a higher level.

To restore the default authentication method, use the no form of this command.

Syntax
aaa authentication enable {default | list-name} method [method2...]}

no aaa authentication enable {default | list-name}

Parameters

m  default—Uses the listed authentication methods that follow this argument as the default
method list, when accessing higher privilege levels.

m |ist-name —Specifies a name for the list of authentication methods activated when a user
accesses higher privilege levels. (Length: 1-12 characters)

m method [method2...]—Specifies a list of methods that the authentication algorithm tries, in the
given sequence. The additional authentication methods are used only if the previous method
returns an error, not if it fails. Specify none as the final method in the command line to ensure
that the authentication succeeds, even if all methods return an error. Select one or more
methods from the following list:

Keyword Description

enable Uses the enable password for authentication.
line Uses the line password for authentication.
none Uses no authentication.
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Keyword Description
radius Uses the list of all RADIUS servers for authentication.
tacacs Uses the list of all TACACS+ servers for authentication.

Default Configuration
The enable password command defines the default authentication login method. This is the same as
entering the command aaa authentication enable default enable.

On a console, the enable password is used if a password exists. If no password is set, authentication
still succeeds. This is the same as entering the command aaa authentication enable default
enable none.

Command Mode
Global Configuration mode

User Guidelines

Create a list by entering the aaa authentication enable list-name method1 [method2...] command
where list-name is any character string used to name this list. The method argument identifies the
list of methods that the authentication algorithm tries, in the given sequence.

The default and list names created by this command are used with enable authentication.

All aaa authentication enable requests sent by the device to a RADIUS server include the
username $enabx$., where x is the requested privilege level.

All aaa authentication enable requests sent by the device to a TACACS+ server include the
username that is entered for login authentication.

The additional methods of authentication are used only if the previous method returns an error, not if
it fails. Specify none as the final method in the command line to ensure that the authentication
succeeds even if all methods return an error.

no aaa authentication enable list-name deletes list-name if it has not been referenced.

Example
The following example sets the enable password for authentication for accessing higher privilege
levels.

switchxxxxxx(config)# aaa authentication enable enable-list radius none
switchxxxxxx(config)# line console
switchxxxxxx(config-line)# enable authentication enable-list

15.3 login authentication

The login authentication Line Configuration mode command specifies the login authentication
method list for a remote Telnet or console session. Use the no form of this command to restore the
default authentication method.

Syntax
login authentication {default | list-name}

no login authentication
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Parameters
m  default—Uses the default list created with the aaa authentication login command.
m list-name—Uses the specified list created with aaa authentication login.

Default Configuration
The default is the aaa authentication login command default.

Command Mode
Line Configuration mode

Examples

Example 1 - The following example specifies the login authentication method as the default method
for a console session.

switchxxxxxx(config)# line console
switchxxxxxx(config-line)# login authentication default

E’kample 2 - The following example sets the authentication login methods for the console as a list of
methods.

switchxxxxxx (config)# aaa authentication login authen-list radius local
none

switchxxxxxx (config)#line console
switchxxxxxx (config-line)#login authentication authen-list

15.4 enable authentication

The enable authentication Line Configuration mode command specifies the authentication method
for accessing a higher privilege level from a remote Telnet or console. Use the no form of this
command to restore the default authentication method.

Syntax
enable authentication {default | list-name}

no enable authentication
Parameters
m  default—Uses the default list created with the aaa authentication enable command.

m |ist-name—Uses the specified list created with the aaa authentication enable command.

Default Configuration
The default is the aaa authentication enable command default.

Command Mode
Line Configuration mode
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Example
Example 1 - The following example specifies the authentication method as the default method when
accessing a higher privilege level from a console.

switchxxxxxx(config)# line console
switchxxxxxx(config-line)# enable authentication default

Example 2 - The following example sets a list of authentication methods for accessing higher
privilege levels.

switchxxxxxx(config)# aaa authentication enable enable-list radius none
switchxxxxxx(config)# line console
switchxxxxxx(config-line)# enable authentication enable-list

15.5 ip http authentication

The ip http authentication Global Configuration mode command specifies authentication methods
for HTTP server access. Use the no form of this command to restore the default authentication
method.

Syntax
ip http authentication aaa login-authentication method1 [method?2...]

no ip http authentication aaa login-authentication

Parameters

method [method2...]—Specifies a list of methods that the authentication algorithm tries, in the
given sequence. The additional authentication methods are used only if the previous method returns
an error, not if it fails. Specify none as the final method in the command line to ensure that the
authentication succeeds, even if all methods return an error. Select one or more methods from the
following list:

Keyword Description

local Uses the local username database for authentication.
none Uses no authentication.

radius Uses the list of all RADIUS servers for authentication.
tacacs Uses the list of all TACACS+ servers for authentication.

Default Configuration
The local user database is the default authentication login method. This is the same as entering the
ip http authentication local command.

Command Mode
Global Configuration mode

User Guidelines
The command is relevant for HTTP and HTTPS server users.
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Example

The following example specifies the HTTP access authentication methods.

Authentication, Authorization and Accounting (AAA) Commands

switchxxxxxx(config)# ip http authentication aaa login-authentication

radius local none

15.6 show authentication methods

The show authentication methods Privileged EXEC mode command displays information about

the authentication methods.

Syntax
show authentication methods

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example

The following example displays the authentication configuration.

switchxxxxxx# show authentication methods

Login Authentication Method Lists
Default: Radius, Local, Line
Console_Login: Line, None

Enable Authentication Method Lists
Default: Radius, Enable
Console_Enable: Enable, None

Line Login Method List
Console Console_Login
Telnet Default

SSH Default

HTTP: Radius, local
HTTPS: Radius, local
Dotlx: Radius

Version 1.0

Enable Method List
Console_Enable
Default

Default
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15.7 password

Use the password Line Configuration mode command to specify a password on a line (also known
as an access method, such as a console or Telnet). Use the no form of this command to return to
the default password.

Syntax
password password [encrypted]

no password

Parameters
m  password—Specifies the password for this line. (Length: 0—159 characters)

m  encrypted—Specifies that the password is encrypted and copied from another device
configuration.

Default Configuration
No password is defined.

Command Mode
Line Configuration mode

Example
The following example specifies the password ‘secret’ on a console.

switchxxxxxx(config)# line console
switchxxxxxx(config-line)# password secret

15.8 enable password

Use the enable password Global Configuration mode command to set a local password to control
access to normal and privilege levels. Use the no form of this command to return to the default
password.

When the administrator configures a new enable password, this password is encrypted
automatically and saved to the configuration file. No matter how the password was entered, it
appears in the configuration file with the keyword encrypted and the encrypted value.

If the administrator wants to manually copy a password that was configured on one switch (for
instance, switch B) to another switch (for instance, switch A), the administrator must add encrypted
in front of this encrypted password when entering the enable command in switch A. In this way, the
two switches will have the same password.

Syntax
enable password [level privilege-level] {unencrypted-password | encrypted encrypted-password}

no enable password [level level]

Parameters

m  level privilege-level—Level for which the password applies. If not specified, the level is 15.
(Range: 1-15)
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password unencrypted-password—Password for this level. (Range: 0-159 chars)

password encrypted encrypted-password—Specifies that the password is encrypted. Use this
keyword to enter a password that is already encrypted (for instance that you copied from
another the configuration file of another device). (Range: 1-40)

Default Configuration
Default for level is 15.

Passwords are encrypted by default.

Command Mode
Global Configuration mode

User Guidelines
Passwords are encrypted by default. You only are required to use the encrypted keyword when you
are actually entering an encrypted keyword.

Example

The command sets a password that has already been encrypted. It will copied to the configuration
file just as it is entered. To use it, the user must know its unencrypted form.

switchxxxxxx(config)# enable password level 15 encrypted
4b529121¢c93d4706090285b0c10172eb073fFfebc4

15.9 service password-recovery

Use the service password-recovery Global Configuration mode command to enable the
password-recovery mechanism. This mechanism allows an end user, with physical access to the
console port of the device, to enter the boot menu and trigger the password recovery process. Use
the no service password-recovery command to disable the password-recovery mechanism. When
the password-recovery mechanism is disabled, accessing the boot menu is still allowed and the user
can trigger the password recovery process. The difference is, that in this case, all the configuration
files and all the user files are removed. The following log message is generated to the terminal: “All
the configuration and user files were removed”.

Syntax
service password-recovery

no service password-recovery

Parameters
N/A

Default Configuration
The service password recovery is enabled by default.

Command Mode
Global Configuration mode
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User Guidelines

m  If password recovery is enabled, the user can access the boot menu and trigger the password
recovery in the boot menu. All configuration files and user files are kept.

m  If password recovery is disabled, the user can access the boot menu and trigger the password
recovery in the boot menu. The configuration files and user files are removed.

m If a device is configured to protect its sensitive data with a user-defined passphrase for (Secure
Sensitive Data), then the user cannot trigger the password recovery from the boot menu even if
password recovery is enabled.

m  If a device is configured to protect its sensitive data with a user-defined passphrase for (Secure
Sensitive Data), then the user cannot trigger the password recovery from the boot menu even if
password recovery is enabled.

Example

The following command disables password recovery:

switchxxxxxx(config)# no service password recovery

Note that choosing to use Password recovery option in the Boot Menu during
the boot process will remove the configuration files and the user files.
Would you like to continue ? Y/N.

15.10 username

Use the username Global Configuration mode command to establish a username-based
authentication system. Use the no form to remove a user name.

Syntax

username name {nopassword | password password | privilege privilege-level |
unencrypted-password | encrypted encrypted-password}

username name

no username name

Parameters

name—The name of the user. (Range: 1-20 characters)

nopassword—No password is required for this user to log in.
unencrypted-password—The authentication password for the user. (Range: 1-159)
encrypted encrypted-password—Specifies that the password is MD5 encrypted. Use this
keyword to enter a password that is already encrypted (for instance that you copied from
another the configuration file of another device). (Range: 1-40)

privilege privilege-level —Privilege level for which the password applies. If not specified the
level is 15. (Range: 1-15).

Default Configuration
No user is defined.

Command Mode
Global Configuration mode
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Usage Guidelines

Authentication, Authorization and Accounting (AAA) Commands

See User (Privilege) Levels for an explanation of privilege levels.

m  The last level 15 user (regardless of whether it is the default user or any user) cannot be

removed.

m  The last level 15 user (regardless of whether it is the default user or any user) cannot be

demoted

Examples

Example 1 - Sets an unencrypted password for user tom (level 15). It will be encrypted in the

configuration file.

switchxxxxxx(config)# username tom privilege 15 password 1234

Example 2 - Sets a password for user jerry (level 15) that has already been encrypted. It will be
copied to the configuration file just as it is entered. To use it, the user must know its unencrypted

form.

switchxxxxxx(config)# username jerry privilege 15 encrypted

4b529121c93d4706090285b0c10172eb073Ffebc4d

15.11 show users accounts

The show users accounts Privileged EXEC mode command displays information about the users

local database.

Syntax

show user accounts

Parameters
N/A

Default Configuration

N/A

Command Mode

Privileged EXEC mode

Example

The following example displays information about the users local database.

switchxxxxxx# show users accounts

Username
Bob
Robert
Smith

Password
Privilege Expiry date
15 Jan 18 2005
15 Jan 19 2005
15

Version 1.0
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LOCKOUT
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The following table describes the significant fields shown in the display:

Field Description

Username The user name.

Privilege The user’s privilege level.

Password Expiry The user's password expiration date.

date

Lockout If lockout control is enabled, the number of times the

user failed to enter the correct password since the last
successful login is displayed. If the user account is
locked out, LOCKOUT" is displayed.

15.12 aaa accounting login

Use the aaa accounting login command in Global Configuration mode to enable accounting of
device management sessions. Use the no form of this command to disable accounting.

Syntax
aaa accounting login start-stop group {radius | tacacs+}

no aaa accounting login start-stop

Parameters
m  group radius—Uses a RADIUS server for accounting.
m  group tacacs+—Uses a TACACS+ server for accounting.

Default Configuration
Disabled

Command Mode
Global Configuration mode

User Guidelines

This command enables the recording of device management sessions (Telnet, serial and WEB but
not SNMP).

It records only users that were identified with a username (e.g. a user that was logged in with a line
password is not recorded).

If accounting is activated, the device sends a “start”/“stop” messages to a RADIUS server when a
user logs in / logs out respectively.

The device uses the configured priorities of the available RADIUS/TACACS+ servers in order to
select the RADIUS/TACACS+ server.
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The following table describes the supported RADIUS accounting attributes values, and in which
messages they are sent by the switch.

Name Start Stop Description
Messag Message
e
User-Name (1) Yes Yes User’s identity.
NAS-IP-Address (4) Yes Yes The switch IP address that is used for the
session with the RADIUS server.
Class (25) Yes Yes Arbitrary value is included in all
accounting packets for a specific session.
Called-Station-ID (30) Yes Yes The switch IP address that is used for the
management session.
Calling-Station-ID (31) Yes Yes The user IP address.
Acct-Session-ID (44) Yes Yes A unique accounting identifier.
Acct-Authentic (45) Yes Yes Indicates how the supplicant was
authenticated.
Acct-Session-Time (46) | No Yes Indicates how long the user was logged
in.
Acct-Terminate-Cause No Yes Reports why the session was terminated.
(49)

The following table describes the supported TACACS+ accounting arguments and in which
messages they are sent by the switch.

Name Description Start Stop Message
Message

task_id A unique accounting session Yes Yes
identifier.

user username that is entered for login Yes Yes
authentication

rem-addr IP address.of the user Yes Yes

elapsed-time Indicates how long the user was No Yes
logged in.

reason Reports why the session was No Yes
terminated.

Example

switchxxxxxx(config)# aaa accounting login start-stop group tacacs

15.13 aaa accounting dotlx

To enable accounting of 802.1x sessions, use the aaa accounting dotlx Global Configuration
mode command. Use the no form of this command to disable accounting.
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Syntax
aaa accounting dotlx start-stop group radius

no aaa accounting dotlx start-stop group radius

Parameters
N/A

Default Configuration
Disabled

Command Mode
Global Configuration mode

User Guidelines

This command enables the recording of 802.1x sessions.

If accounting is activated, the device sends a “start”/“stop” messages to a RADIUS server when a

user logs in / logs out to the network, respectively.

The device uses the configured priorities of the available RADIUS servers in order to select the

RADIUS server.

If a new supplicant replaces an old supplicant (even if the port state remains authorized), the
software sends a “stop” message for the old supplicant and a “start” message for the new supplicant.

In multiple sessions mode (dot1x multiple-hosts authentication), the software sends “start’/“stop”

messages for each authenticated supplicant.

In multiple hosts mode (dotlx multiple-hosts), the software sends “start"/“stop” messages only for

the supplicant that has been authenticated.

The software does not send “start”/“stop” messages if the port is force-authorized.

The software does not send “start”/“stop” messages for hosts that are sending traffic on the guest

VLAN or on the unauthenticated VLANS.

The following table describes the supported Radius accounting Attributes Values and when they are

sent by the switch.

Name Start Stop
User-Name (1) Yes Yes
NAS-IP-Address (4) Yes Yes
NAS-Port (5) Yes Yes
Class (25) Yes Yes
Called-Station-ID (30) Yes Yes
Calling-Station-ID (31) Yes Yes
Acct-Session-ID (44) Yes Yes
Version 1.0

Description
Supplicant’s identity.

The switch IP address that is
used for the session with the
RADIUS server.

The switch port from where
the supplicant has logged in.

Arbitrary value is included in
all accounting packets for a
specific session.

The switch MAC address.

The supplicant MAC
address.

A unique accounting
identifier.
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Acct-Authentic (45) Yes Yes Indicates how the supplicant
was authenticated.

Acct-Session-Time (46) No Yes Indicated how long the
supplicant was logged in.

Acct-Terminate-Cause (49) No Yes Reports why the session was
terminated.

Nas-Port-Type (61) Yes Yes Indicates the supplicant

physical port type.

Example

switchxxxxxx(config)# aaa accounting dotlx start-stop group radius

15.14 show accounting

The show accounting EXEC mode command displays information as to which type of accounting is
enabled on the switch.

Syntax
show accounting

Parameters
N/A

Default Configuration
N/A

Command Mode
EXEC mode

Example
The following example displays information about the accounting status.

switchxxxxxx# show accounting
Login: Radius
802.1x: Disabled

15.15 passwords min-length

The passwords min-length Global Configuration mode command configures the minimal password
length in the local database. Use the no form of this command to remove the restriction.

Syntax
passwords min-length length

no passwords min-length
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Parameters
length—Specifies the minimal length required for passwords. (Range: 8-64)

Default Configuration
There is no minimal length requirement until this command is executed.

Command Mode
Global Configuration mode

User Guidelines
The setting is relevant to local user passwords, line passwords, and enable passwords.

The software checks the minimum length requirement when defining a password in an unencrypted
format, or when a user tries to log in.

Note that if a password is inserted in encrypted format, the minimum length requirement is checked
during user login only.

Passwords that were defined before defining the minimum length requirement are only checked
during user login.

Example
The following example configures the minimal required password length to 8 characters.

switchxxxxxx (config)# passwords min-length 8

15.16 passwords aging

Use the passwords aging Global Configuration mode command to enforce password aging. Use
the no form of this command to return to default.

Syntax
passwords aging days

no passwords aging

Parameters
days—Specifies the number of days before a password change is forced. You can use O to disable
aging. (Range: 0-365)

Default Configuration
Disabled

Command Mode
Global Configuration mode

User Guidelines
Aging is relevant only to users of the local database with privilege level 15 and to “enable” a
password of privilege level 15.
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Example
The following example configures the aging time to be 24 days.

switchxxxxxx (config)# passwords aging 24

15.17 passwords history

The passwords history Global Configuration mode command configures the number of password
changes required before a password can be reused. Use the no form of this command to remove
the requirement.

Syntax
passwords history number

no passwords history

Parameters

number—Specifies the number of password changes required before a password can be reused.
(Range: 1-8)

Default Configuration
Password history is disabled.

Command Mode
Global Configuration mode

User Guidelines
The setting is relevant to local users’ passwords, line passwords and enable passwords.

Password history is not checked during a configuration download.
The password history is kept even if the password history check is disabled.

The password history for a user is kept as long as the user is defined.

Example
The following example sets the number of password changes required before a password can be
reused to 10.

switchxxxxxx(config)# passwords history 10

15.18 passwords lockout

The passwords lockout Global Configuration mode command enables user account lockout after a
series of authentication failures. Use the no form of this command to disable the lockout feature.

Syntax
passwords lockout number

no passwords lockout
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Parameters
number—Specifies the number of authentication failures before the user account is locked-out.
(Range: 1-5)

Default Configuration
Lockout is disabled.

Command Mode
Global Configuration mode

User Guidelines
The setting is relevant to local users’ passwords, line passwords and enable passwords.

The account is not locked out for access from the local console.

A user with privilege level 15 can release accounts that are locked out by using the set username
active, set enable-password active and set line active Privileged EXEC mode commands.

Disabling lockout unlocks all users.
Re-enabling lockout resets the authentication failures counters.

Changing the authentication failures threshold does not reset the counters.

Example
The following example enables user account lockout after 3 successive authentication failures.

switchxxxxxx(config)# passwords lockout 3

15.19 aaalogin-history file

The aaa login-history file Global Configuration mode command enables writing to the login history
file. Use the no form of this command to disable writing to the login history file.

Syntax
aaa login-history file

no aaa login-history file

Default Configuration
Writing to the login history file is enabled.

Command Mode
Global Configuration mode

User Guidelines
The login history is stored in the device internal buffer.

Example
The following example enables writing to the login history file.
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switchxxxxxx(config)# aaa login-history file

15.20 set username active

The set username active Privileged EXEC mode command reactivates a locked out user account.

Syntax
set username name active

Parameters
name—Specifies the user name: (Length: 1-20 characters)

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example
The following example reactivates user ‘Bob’.

switchxxxxxx# set username Bob active

15.21 set line active

The set line active Privileged EXEC mode command reactivates a locked out line.

Syntax
set line {console | telnet | ssh} active

Parameters

m  console—Reactivates the console terminal line.

m telnet—Reactivates the virtual terminal for remote (Telnet) console access.

m  ssh—Reactivates the virtual terminal for secured remote (SSH) console access.

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example
The following example reactivates the virtual terminal for remote (Telnet) console access.

switchxxxxxx# set line telnet active
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15.22 set enable-password active

The set enable-password active Privileged EXEC mode command reactivates a locked out local
password.

Syntax
set enable-password level active

Parameters
level—Specifies the privilege level to which the password applies. (Range 1-15)

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example
The following example reactivates a local password that applies to privilege level 1.

switchxxxxxx# set enable-password 1 active

15.23 show passwords configuration

The show passwords configuration Privileged EXEC mode command displays information about
the password management configuration.

Syntax
show passwords configuration

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example

switchxxxxxx#show passwords configuration

Passwords aging is enabled with aging time 180 days.
Passwords complexity is enabled with the following attributes:
Minimal length: 3 characters

Minimal classes: 3
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New password must be different than the current: Enabled

Maximum consecutive same characters: 3

New password must be different than the user name: Enabled

New password must be different than the manufacturer name: Enabled

switchcc293e#

The following table describes the significant fields shown in the display:

Field

Minimal length

Minimal character
classes

Maximum number
of repeated
characters

Level

Aging

Description

The minimal length required for passwords in the local
database.

The minimal number of different types of characters (special
characters, integers and so on) required to be part of the
password.

The maximum number of times a singe character can be
repeated in the password.

The applied password privilege level.

The password aging time in days.
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16.1 radius-server host

Use the radius-server host Global Configuration mode command to configure a RADIUS server
host. Use the no form of the command to delete the specified RADIUS server host.

Syntax

radius-server host {ip-address | hostname} [auth-port auth-port-number] [acct-port
acct-port-number] [timeout timeout] [retransmit retries] [deadtime deadtime] [key key-string]
[source {source-ip}] [priority priority] [usage {login | 802.1x | all}]

no radius-server host {ip-address | hostname}

Parameters
m  ip-address—Specifies the RADIUS server host IP address. The IP address can be an IPv4,
IPv6 or IPv6z address. See IPv6z Address Conventions

m  hostname—Specifies the RADIUS server host name. Translation to IPv4 addresses only is
supported. (Length: 1-158 characters. Maximum label length of each part of the hostname: 63
characters)

m  auth-port auth-port-number—Specifies the port number for authentication requests. If the port
number is set to 0, the host is not used for authentication. (Range: 0-65535)

m  acct-port-number—Port number for accounting requests. The host is not used for accountings
if set to O. If unspecified, the port number defaults to 1813.

timeout timeout—Specifies the timeout value in seconds. (Range: 1-30)
retransmit retries—Specifies the number of retry retransmissions (Range: 1-15)

deadtime deadtime—Specifies the length of time in minutes during which a RADIUS server is
skipped over by transaction requests. (Range: 0—2000)

m  key key-string—Specifies the authentication and encryption key for all RADIUS
communications between the device and the RADIUS server. This key must match the
encryption used on the RADIUS daemon. To specify an empty string, enter ™. (Length: 0-128
characters). If this parameter is omitted, the globally-configured radius key will be used.

key encrypted-key-string—same as key-string, but the key is in encrypted format.

source source-ip—Specifies the source IPv4 or IPv6 address to use for communication. 0.0.0.0
is interpreted as a request to use the IP address of the outgoing IP interface.

m  priority priority—Specifies the order in which servers are used, where 0 has the highest priority.
(Range: 0-65535)

m  usage {login | 802.1x | all}—Specifies the RADIUS server usage type. The possible values are:
* login—Specifies that the RADIUS server is used for user login parameters authentication.
* 802.1x—Specifies that the RADIUS server is used for 802.1x port authentication.

» all—Specifies that the RADIUS server is used for user login authentication and 802.1x port
authentication.

Default Configuration
The default authentication port number is 1812.

If timeout is not specified, the global value (set in radius-server timeout) is used.

If retransmit is not specified, the global value (set in radius-server retransmit) is used.
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If key-string is not specified, the global value (set in radius-server key) is used.
If the source value is not specified, the global value (set in radius-server source-ip or radius-server
source-ipv6) is used.

If a parameter was not set in one of the above commands, the default for that command is used. For
example, if a timeout value was not set in the current command or in radius-server timeout, the
default timeout for radius-server timeout is used.

The default usage type is all.

Command Mode
Global Configuration mode

User Guidelines
To specify multiple hosts, this command is used for each host.

The source parameter address type (IPv4 or IPv6) must be the same as that of the host IP address
type.

Example
The following example specifies a RADIUS server host with IP address 192.168.10.1, authentication
request port number 20, and a 20-second timeout period.

switchxxxxxx(config)# radius-server host 192.168.10.1 auth-port 20
timeout 20

16.2 radius-server key

Use the radius-server key Global Configuration mode command to set the authentication for
RADIUS communications between the device and the RADIUS daemon.

Use the no form of this command to restore the default configuration.

Syntax
radius-server key [key-string]

no radius-server key

Parameters

m  key-string—Specifies the authentication and encryption key for all RADIUS communications
between the device and the RADIUS server. This key must match the encryption used on the
RADIUS daemon. (Range: 0-128 characters)

Default Configuration
The key-string is an empty string.

Command Mode
Global Configuration mode
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Example

The following example defines the authenticationfor all RADIUS communications between the
device and the RADIUS daemon.

switchxxxxxx(config)# radius-server key enterprise-server

16.3 radius-server retransmit

Use the radius-server retransmit Global Configuration mode command to specify the number of
times the software searches the list of RADIUS server hosts. Use the no form of this command to
restore the default configuration.

Syntax
radius-server retransmit retries

no radius-server retransmit

Parameters
retransmit retries—Specifies the number of retry retransmissions (Range: 1-15)

Default Configuration
The software searches the list of RADIUS server hosts 3 times.

Command Mode
Global Configuration mode

Example

The following example configures the number of times the software searches all RADIUS server
hosts as 5.

switchxxxxxx(config)# radius-server retransmit 5

16.4 radius-server source-ip

Use the radius-server source-ip Global Configuration mode command to specify the source IP
address used for communication with RADIUS servers. Use the no form of this command to restore
the default configuration.

Syntax
radius-server source-ip {source-ip-address}

no radius-server source-ip {source-ip-address}

Parameters
source-ip-address—Specifies the source IP address.

Default Configuration
The source IP address is the IP address of the outgoing IP interface.
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Command Mode
Global Configuration mode

User Guidelines

If there is no available IP interface of the configured IP source address, an error message is issued
when attempting to communicate with the IP address.

Example

The following example configures the source IP address used for communication with all RADIUS
servers to 10.1.1.1.

switchxxxxxx(config)# radius-server source-ip 10.1.1.1

16.5 radius-server source-ipv6

Use the radius-server source-ipv6 Global Configuration mode command to specify the source
IPv6 address used for communication with RADIUS servers. Use the no form of this command to
restore the default configuration.

Syntax
radius-server source-ipv6 {source}

no radius-server source-ipv6 {source}

Parameters
source—Specifies the source IPv6 address.

Default Configuration
The source IP address is the IP address of the outgoing IP interface.

Command Mode
Global Configuration mode

User Guidelines

If there is no available IP interface of the configured IP source address, an error message is issued
when attempting to communicate with the IP address.

Example

The following example configures the source IP address used for communication with all RADIUS
servers to 3ffe:1900:4545:3:200:18ff:fe21:67cf.

switchxxxxxx(config)# radius-server source-ipv6
3ffe:-1900:4545:3:200:f8fFf:fe21:67cf

16.6 radius-server timeout

Use the radius-server timeout Global Configuration mode command to set how long the device
waits for a server host to reply. Use the no form of this command to restore the default configuration.
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Syntax
radius-server timeout timeout-seconds

no radius-server timeout

Parameters
timeout timeout-seconds—Specifies the timeout value in seconds. (Range: 1-30)

Default Configuration
The default timeout value is 3 seconds.

Command Mode
Global Configuration mode

Example
The following example sets the timeout interval on all RADIUS servers to 5 seconds.

switchxxxxxx(config)# radius-server timeout 5

16.7 radius-server deadtime

Use the radius-server deadtime Global Configuration mode command to configure how long
unavailable RADIUS servers are skipped over by transaction requests. This improves RADIUS
response time when servers are unavailable. Use the no form of this command to restore the default
configuration.

Syntax
radius-server deadtime deadtime

no radius-server deadtime

Parameters
deadtime—Specifies the time interval in minutes during which a RADIUS server is skipped over by
transaction requests. (Range: 0—2000)

Default Configuration
The default deadtime interval is 0.

Command Mode
Global Configuration mode

Example
The following example sets all RADIUS server deadtimes to 10 minutes.

switchxxxxxx(config)# radius-server deadtime 10
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16.8

show radius-servers

Use the show radius-servers Privileged EXEC mode command to display the RADIUS server

settings.

Syntax
show radius-servers

Command Mode
Privileged EXEC mode

Example

The following example displays RADIUS server settings:.

switchxxxxxx# show radius-servers

Port Port
IP address Auth Acct
172.16.1.1 1812 1813
172.16.1.2 1812 1813
Global values
TimeOut: 3
Retransmit: 3
Deadtime: 0
Source IP: 172.16.8.1
Source IPv6 :

Time
Out

Global

11

Retransmision

Global
8

Version 1.0

Dead
time
Global
Global

Source

1P Priority Usage

Global 1 All

Global 2 All
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TACACS+ Commands

17.1 tacacs-server host

Use the tacacs-server host Global Configuration mode command to specify a TACACS+ host. Use
the no form of this command to delete the specified TACACS+ host.

Syntax
tacacs-server host {ip-address | hostname} [single-connection] [port port-number] [timeout
timeout] [key key-string] [source {source-ip}] [priority priority]

no tacacs-server host {ip-address | hostname}

Parameters

m  host ip-address—Specifies the TACACS+ server host IP address. The IP address can be an
IPv4, IPv6 or IPv6z address.

m  host hostname—Specifies the TACACS+ server host name. (Length: 1-158 characters.
Maximum label length of each part of the host name: 63 characters)

m  single-connection—Specifies that a single open connection is maintained between the device
and the daemon, instead of the device opening and closing a TCP connection to the daemon
each time it communicates.

m  port port-number—Specifies the TACACS server TCP port number. If the port number is 0, the
host is not used for authentication. (Range: 0-65535)
timeout timeout—Specifies the timeout value in seconds. (Range: 1-30)

m  key key-string—Specifies the authentication and encryption key for all TACACS+
communications between the device and the TACACS+ server. This key must match the
encryption used on the TACACS+ daemon. To specify an empty string, enter ". (Length: 0-128
characters). If this parameter is omitted, the globally-defined key (set in tacacs-server key) will
be used.

m  source source-ip—Specifies the source IPv4 or IPv6 address to use for communication. If not
specified, the IP address of the outgoing IP interface subnet is used.

m  priority priority—Specifies the order in which the TACACS+ servers are used, where 0 is the
highest priority. (Range: 0-65535)

Default Configuration
No TACACS+ host is specified.

The default port-number is 1812.
If timeout is not specified, the global value (set in tacacs-server timeout) is used.
If key-string is not specified, the global value (set in tacacs-server key) is used.

If the source value is not specified, the global value (set in tacacs-server source-ip or tacacs-server
source-ipv6) is used.

If a parameter was not set in one of the above commands, the default for that command is used. For
example, if a timeout value was not set in the current command or in tacacs-server timeout, the
default timeout for tacacs-server timeout is used.
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Command Mode
Global Configuration mode

User Guidelines
Multiple tacacs-server host commands can be used to specify multiple hosts.

Example
The following example specifies a TACACS+ host.

switchxxxxxx(config)# tacacs-server host 172.16.1.1

17.2 tacacs-server key

Use the tacacs-server key Global Configuration mode command to set the authentication
encryption key used for all TACACS+ communications between the device and the TACACS+
daemon. Use the no form of this command to disable the key.

Syntax
tacacs-server key key-string

no tacacs-server key

Parameters

m  key-string—Specifies the authentication and encryption key for all TACACS+ communications
between the device and the TACACS+ server. This key must match the encryption used on the
TACACS+ daemon. (Length: 0-128 characters)

Default Configuration
The default key is an empty string.

Command Mode
Global Configuration mode

Example
The following example sets Enterprise as the authentication key for all TACACS+ servers.

switchxxxxxx(config)# tacacs-server key enterprise

17.3 tacacs-server timeout

Use the tacacs-server timeout Global Configuration mode command to set the interval during
which the device waits for a TACACS+ server to reply. Use the no form of this command to restore
the default configuration.

Syntax
tacacs-server timeout timeout

no tacacs-server timeout
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Parameters
timeout—Specifies the timeout value in seconds. (Range: 1-30)

Default Configuration
The default timeout value is 5 seconds.

Command Mode
Global Configuration mode

Example
The following example sets the timeout value to 30 for all TACACS+ servers.

switchxxxxxx(config)# tacacs-server timeout 30

17.4 tacacs-server source-ip

Use the tacacs-server source-ip Global Configuration mode command to configure the source IP
address to be used for communication with TACACS+ servers. Use the no form of this command to
restore the default configuration.

Syntax
tacacs-server source-ip {source}

no tacacs-server source-ip {source}

Parameters
source—Specifies the source IP address. (Range: Valid IP address)

Default Configuration
The default source IP address is the outgoing IP interface address.

Command Mode
Global Configuration mode

User Guidelines

If the configured IP source address has no available IP interface, an error message is issued when
attempting to communicate with the IP address.

Example
The following example specifies the source IP address for all TACACS+ servers.

switchxxxxxx(config)# tacacs-server source-ip 172.16.8.1
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17.5 tacacs-server source-ipv6

Use the tacacs-server source-ipv6 Global Configuration mode command to configure the source
IPv6 address to be used for communication with TACACS+ servers. Use the no form of this
command to restore the default configuration.

Syntax
tacacs-server source-ipv6 {source}

no tacacs-server source-ipv6 {source}

Parameters
source—Specifies the source IPv6 address.

Default Configuration
The default source IP address is the outgoing IP interface address.

Command Mode
Global Configuration mode

User Guidelines
If the configured IP source address has no available IP interface, an error message is issued when
attempting to communicate with the IP address.

Example
The following example specifies the source IP address for all TACACS+ servers.

switchxxxxxx(config)# tacacs-server source-ipv6
3ffe:1900:4545:3:200:F8fFf:fe21:67cf

17.6 show tacacs

Use the show tacacs Privileged EXEC mode command to display configuration and statistical
information for a TACACS+ server.

Syntax
show tacacs [ip-address]

Parameters
ip-address—Specifies the TACACS+ server name, IP or IPv6 address.

Default Configuration
If ip-address is not specified, information for all TACACS+ servers is displayed.

Command Mode
Privileged EXEC mode
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Example

The following example displays configuration and statistical information for all TACACS+ servers.

switchxxxxxx# show tacacs

IP address Status Port Single
Connection
172.16.1.1 Connected 49 No

Global values

Time Out: 3
Source IP: 172.16.8.1
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Syslog Commands

18.1 logging on

Use the logging on Global Configuration mode command to control error message logging. This
command sends debug or error messages asynchronously to designated locations. Use the no form
of this command to disable the logging.

Syntax
logging on

no logging on

Parameters
N/A

Default Configuration
Message logging is enabled.

Command Mode
Global Configuration mode

User Guidelines

The logging process controls the logging messages distribution at various destinations, such as the
logging buffer, logging file or SYSLOG server. Logging on and off at these destinations can be
individually configured using the logging buffered, logging file, and logging on Global Configuration
mode commands. However, if the logging on command is disabled, no messages are sent to these
destinations. Only the console receives messages.

Example
The following example enables logging error messages.

switchxxxxxx(config)# logging on

18.2 logging host

Use the logging host Global Configuration command to log messages to the specified SYSLOG
server. Use the no form of this command to delete the SYSLOG server with the specified address
from the list of SYSLOG servers.

Syntax
logging host {ip-address | ipv6-address | hostname} [port port] [severity level] [facility facility]
[description text]

no logging host {ipv4-address | ipv6-address | hostname}
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Parameters
m  ip-address—IP address of the host to be used as a SYSLOG server. The IP address can be an
IPv4, IPv6 or Ipv6z address. See IPv6z Address Conventions.

m  hostname—Hostname of the host to be used as a SYSLOG server. Only translation to IPv4
addresses is supported. (Range: 1-158 characters. Maximum label size for each part of the
host name: 63)

m  port port—Port number for SYSLOG messages. If unspecified, the port number defaults to 514.
(Range: 1-65535)

m  severity level—Limits the logging of messages to the SYSLOG servers to a specified level:
emergencies, alerts, critical, errors, warnings, notifications, informational, debugging.

m  facility facility—The facility that is indicated in the message. It can be one of the following
values: localO, locall, local2, local3, local4, local5, local 6, local7. If unspecified, the port
number defaults to local7.

m  description text—Description of the SYSLOG server. (Range: Up to 64 characters)

Default Configuration
No messages are logged to a SYSLOG server.

if unspecified, the severity level defaults to Informational.

Command Mode
Global Configuration mode

User Guidelines
You can use multiple SYSLOG servers.

Examples

switchxxxxxx(config)# logging host 1.1.1.121

switchxxxxxx(config)# logging host 3000::100/SYSLOG1

18.3 logging console

Use the logging console Global Configuration mode command to limit messages logged to the
console to messages to a specific severity level. Use the no form of this command to restore the
default.

Syntax
logging console level

no logging console

Parameters
level—Specifies the severity level of logged messages displayed on the console. The possible
values are: emergencies, alerts, critical, errors, warnings, naotifications, informational and debugging.

Default Configuration
Informational.
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Command Mode
Global Configuration mode

Example
The following example limits logging messages displayed on the console to messages with severity
level errors.

switchxxxxxx(config)# logging console errors

18.4 logging buffered

Use the logging buffered Global Configuration mode command to limit the SYSLOG message
display to messages with a specific severity level, and to define the buffer size (number of messages
that can be stored). Use the no form of this command to cancel displaying the SYSLOG messages,
and to return the buffer size to default.

Syntax
logging buffered [buffer-size] [severity-level | severity-level-name]

no logging buffered

Parameters

m  buffer-size—Specifies the maximum number of messages stored in the history table. (Range:
20-400)

m  severity-level—Specifies the severity level of messages logged in the buffer. The possible
values are: 1-7.

m  severity-level-name—Specifies the severity level of messages logged in the buffer. The
possible values are: emergencies, alerts, critical, errors, warnings, notifications, informational
and debugging.

Default Configuration
The default severity level is informational.

The default buffer size is 200.

Command Mode
Global Configuration mode

User Guidelines
All the SYSLOG messages are logged to the internal buffer. This command limits the messages
displayed to the user.

Example

The following example shows two ways of limiting the SYSLOG message display from an internal
buffer to messages with severity level debugging. In the second example, the buffer size is set to
100.

switchxxxxxx(config)# logging buffered debugging
switchxxxxxx(config)# logging buffered 100 7
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18.5 clear logging

Use the clear logging Privileged EXEC mode command to clear messages from the internal
logging buffer.

Syntax
clear logging

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example
The following example clears messages from the internal logging buffer.

switchxxxxxx# clear logging
Clear logging buffer [confirm]

18.6 logging file

Use the logging file Global Configuration mode command to limit SYSLOG messages sent to the
logging file to messages with a specific severity level. Use the no form of this command to cancel
sending messages to the file.

Syntax
logging file level

no logging file

Parameters
level—Specifies the severity level of SYSLOG messages sent to the logging file. The possible
values are: emergencies, alerts, critical, errors, warnings, naotifications, informational and debugging.

Default Configuration
The default severity level is errors.

Command Mode
Global Configuration mode
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Example
The following example limits SYSLOG messages sent to the logging file to messages with severity
level alerts.

switchxxxxxx(config)# logging file alerts

18.7 clear logging file

Use the clear logging file Privileged EXEC mode command to clear messages from the logging file.

Syntax
clear logging file

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example
The following example clears messages from the logging file.

switchxxxxxx# clear logging file
Clear Logging File [y/n]

18.8 aaalogging

Use the aaa logging Global Configuration mode command to enable logging AAA logins. Use the
no form of this command to disable logging AAA logins.

Syntax
aaa logging {login}

no aaa logging {login}

Parameters
login—Enables logging messages related to successful AAA login events, unsuccessful AAA login
events and other AAA login-related events.

Default Configuration
Enabled.

Command Mode
Global Configuration mode
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User Guidelines
This command enables logging messages related to successful login events, unsuccessful login
events and other login-related events. Other types of AAA events are not subject to this command.

Example
The following example enables logging AAA login events.

switchxxxxxx(config)# aaa logging login

18.9 file-system logging

Use the file-system logging Global Configuration mode command to enable logging file system
events. Use the no form of this command to disable logging file system events.

Syntax
file-system logging {copy | delete-rename}

no file-system logging {copy | delete-rename}

Parameters
m  copy—Specifies logging messages related to file copy operations.
m  delete-rename—Specifies logging messages related to file deletion and renaming operations.

Default Configuration
Enabled.

Command Mode
Global Configuration mode

Example
The following example enables logging messages related to file copy operations.

switchxxxxxx(config)# file-system logging copy

18.10 management logging

Use the management logging Global Configuration mode command to enable logging
Management Access List (ACL) deny events (rejected logins). Use the no form of this command to
disable logging management access list events.

Syntax
management logging {deny}

no management logging {deny}

Parameters
deny—Enables logging messages related to management ACL deny actions (rejected logins).
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Default Configuration
Logging management ACL deny events is enabled.

Command Mode
Global Configuration mode

User Guidelines
Other management ACL events are not subject to this command.

Example
The following example enables logging messages related to management ACL deny actions.

switchxxxxxx(config)# management logging deny

18.11 logging aggregation on

Use the logging aggregation on Global Configuration mode command to control aggregation of
SYSLOG messages. If aggregation is enabled, logging messages are displayed every time interval
(according to the aging time specified by logging aggregation aging-time). Use the no form of this
command to disable aggregation of SYSLOG messages.

Syntax
logging aggregation on

no logging aggregation on

Parameters
N/A

Default Configuration
Enabled.

Command Mode
Global Configuration mode

Example
To turn off aggregation of SYSLOG messages:

switchxxxxxx(config)# no logging aggregation on

18.12 logging aggregation aging-time

Use the logging aggregation aging-time Global Configuration mode command to configure the
aging time of the aggregated SYSLOG messages. The SYSLOG messages are aggregated during
the time interval set by the aging-time parameter. Use the no form of this command to return to the
default.
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Syntax
logging aggregation aging-time sec

no logging aggregation aging-time

Parameters
aging-time sec—Aging time in seconds (Range: 15-3600)

Default Configuration
300 seconds.

Command Mode
Global Configuration mode

Example

switchxxxxxx(config)# logging aggregation aging-time 300

18.13 logging header enable

Use the logging header enable Global Configuration mode command to indicate whether the
system should send SYSLOG messages to the server. Use the no form of this command to return to
the default.

Syntax
logging header enable

no logging header enable

Parameters
N/A

Default Configuration
Sending logging header is Enabled.

Command Mode
Global Configuration mode

Example

switchxxxxxx(config)# logging header enable

18.14 logging origin-id
Use the logging origin-id Global Configuration mode command to configure the origin field of the

SYSLOG message packet headers sent to the SYSLOG server. Use the no form of this command to
return to the default.
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Syntax
logging origin-id {hostname | IP | IPv6 | string user-defined-id}

no logging origin-id

Parameters
m hostname—The system hostname will be used as the message origin identifier.
m  |P—IP address of the sending interface that is used as the message origin identifier.

m  |Pv6—IPv6 address of the sending interface that is used as the message origin identifier. If the
sending interface is IPv4, the IPv4 address will be used instead.

m  string user-defined-id—Specifies an identifying description chosen by the user. The
user-defined-id argument is the identifying description string.

Default Configuration
No header is sent apart from the PRI field.

Command Mode
Global Configuration mode

Example

switchxxxxxx(config)# logging origin-id string “Domain 1, router B”

18.15 show logging

Use the show logging Privileged EXEC mode command to display the logging status and SYSLOG
messages stored in the internal buffer.

Syntax
show logging

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example

The following example displays the logging status and the SYSLOG messages stored in the internal
buffer.

switchxxxxxx# show logging
Logging is enabled.

Logging header sending is enabled
Origin id: hostname
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Console Logging: Level info. Console Messages: O Dropped.

Buffer Logging: Level info. Buffer Messages: 61 Logged, 61 Displayed, 200

Max .

File Logging: Level error. File Messages: 898 Logged, 64 Dropped.

4 messages were not logged
Application filtering control

Application

File system
File system
Management ACL

Aggregation: Disabled.

Aggregation aging
01-Jan-2010 05:29:
01-Jan-2010 05:29:
01-Jan-2010 05:29:
01-Jan-2010 05:29:
01-Jan-2010 05:29:

Event

Login
Copy

Delete-Rename

Deny

time: 300 Sec

46
02
02
02
00

Vlan 1

SYSLOG6

SYSLOG7
SYSLOG8

Status

Enabled
Enabled
Enabled
Enabled

%INIT-1-Startup: Warm Startup
z%LINK-1-Up:
%LINK-1-Up:
z%LINK-1-Up:
2%L INK-W-Down:

18.16 show logging file

Use the show logging file Privileged EXEC mode command to display the logging status and the
SYSLOG messages stored in the logging file.

Syntax
show logging file

Parameters
N/A

Default Configuration

N/A

Command Mode
Privileged EXEC mode

Example

The following example displays the logging status and the SYSLOG messages stored in the logging

file.

switchxxxxxx# show logging File
Logging is enabled.

Console Logging: Level info. Console Messages: O Dropped.

Buffer Logging: Level info. Buffer Messages: 61 Logged, 61 Displayed, 200

Max .
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File Logging: Level error. File Messages: 898 Logged, 64 Dropped.
4 messages were not logged
Application Ffiltering control

Application Event Status
AAA Login Enabled
File system Copy Enabled
File system Delete-Rename Enabled
Management ACL Deny Enabled

Aggregation: Disabled.

Aggregation aging time: 300 Sec

01-Jan-2010 05:57:00 :%SSHD-E-ERROR: SSH error: key read: type mismatch:
encoding error

01-Jan-2010 05:56:36 :%SSHD-E-ERROR: SSH error: key read: type mismatch:
encoding error

01-Jan-2010 05:55:37 :%SSHD-E-ERROR: SSH error: key read: type mismatch:
encoding error

01-Jan-2010 05:55:03 :%SSHD-E-ERROR: SSH error: key read: key from_blob
bgEgGnt9

z6NHgZwK 15xKqF7cBtd I 1xmFgSEWUDhho5UedydAjVKKS5XR2. . . failed

01-Jan-2010 05:55:03 :%SSHD-E-ERROR: SSH error: key_ from_blob: invalid key
type.

01-Jan-2010 05:56:34 :%SSHD-E-ERROR: SSH error: bad sigbloblen 58 I=
SIGBLOB_LEN

console#

18.17 show syslog-servers

Use the show syslog-servers Privileged EXEC mode command to display the SYSLOG server
settings.

Syntax
show syslog-servers

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example
The following example provides information about the SYSLOG servers.
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switchxxxxxx# show syslog-servers
Device Configuration

IP address Port Facility Severity Description
1.1.1.121 514 local7 info
3000::100 514 local7 info
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Remote Network Monitoring (RMON)
Commands

19.1 show rmon statistics

Use the show rmon statistics EXEC mode command to display RMON Ethernet statistics.

Syntax
show rmon statistics {interface-id}

Parameters
interface-id—Specifies an interface ID. The interface ID can be one of the following types: Ethernet
port or Port-channel.

Command Mode
EXEC mode

Example
The following example displays RMON Ethernet statistics for port gil/1/1.

switchxxxxxx# show rmon statistics gil/1/1
Port gil/l/1

Dropped: O

Octets: 0 Packets: 0O

Broadcast: 0 Multicast: O

CRC Align Errors: 0O Collisions: 0O
Undersize Pkts: 0O Oversize Pkts: 0O
Fragments: O Jabbers: 0

64 Octets: O 65 to 127 Octets: 1
128 to 255 Octets: 1 256 to 511 Octets: 1
512 to 1023 Octets: O 1024 to max Octets: O

The following table describes the significant fields displayed.

Field Description

Dropped Total number of events in which packets were dropped by
the probe due to lack of resources. Note that this number is
not necessarily the number of packets dropped. It is the
number of times this condition was detected.

Octets Total number of octets of data (including those in bad
packets) received on the network (excluding framing bits
but including FCS octets).

Version 1.0 06/03/2013



Page 226/876

Field

Packets

Broadcast

Multicast

CRC Align Errors

Collisions

Undersize Pkts

Oversize Pkts

Fragments

Jabbers

64 Octets

65 to 127 Octets

128 to 255 Octets

256 to 511 Octets

Amphenalanchise ph. 3.5 cLI Commands

Description

Total number of packets (including bad packets, broadcast
packets, and multicast packets) received.

Total number of good packets received and directed to the
broadcast address. This does not include multicast
packets.

Total number of good packets received and directed to a
multicast address. This number does not include packets
directed to the broadcast address.

Total number of packets received with a length (excluding
framing bits, but including FCS octets) of between 64 and
1518 octets, inclusive, but with either a bad Frame Check
Sequence (FCS) with an integral number of octets (FCS
Error) or a bad FCS with a non-integral number of octets
(Alignment Error).

Best estimate of the total number of collisions on this
Ethernet segment.

Total number of packets received, less than 64 octets long
(excluding framing bits, but including FCS octets) and
otherwise well formed.

Total number of packets received, longer than 1518 octets
(excluding framing bits, but including FCS octets) and
otherwise well formed.

Total number of packets received, less than 64 octets in
length (excluding framing bits but including FCS octets)
and either a bad Frame Check Sequence (FCS) with an
integral number of octets (FCS Error) or a bad FCS with a
non-integral number of octets (Alignment Error).

Total number of packets received, longer than 1518 octets
(excluding framing bits, but including FCS octets), and
either a bad Frame Check Sequence (FCS) with an integral
number of octets (FCS Error) or a bad FCS with a
non-integral number of octets (Alignment Error).

Total number of packets (including bad packets) received
that are 64 octets in length (excluding framing bits but
including FCS octets).

Total number of packets (including bad packets) received
that are between 65 and 127 octets in length inclusive
(excluding framing bits but including FCS octets).

Total number of packets (including bad packets) received
that are between 128 and 255 octets in length inclusive
(excluding framing bits but including FCS octets).

Total number of packets (including bad packets) received
that are between 256 and 511 octets in length inclusive
(excluding framing bits but including FCS octets).

Version 1.0

06/03/2013



Amphen0| Remote Network Monitoring (RMON) Commands

Page 227/876

Field Description

512 to 1023 Octets | Total number of packets (including bad packets) received
that were between 512 and 1023 octets in length inclusive
(excluding framing bits but including FCS octets).

1024 to max Total number of packets (including bad packets) received
that were between 1024 octets and the maximum frame
size in length inclusive (excluding framing bits but including
FCS octets).

19.2 rmon collection stats

Use the rmon collection stats Interface Configuration mode command to enable RMON MIB
collecting history statistics (in groups) on an interface. Use the no form of this command to remove a
specified RMON history group of statistics.

Syntax
rmon collection stats index [owner ownername] [buckets bucket-number] [interval seconds]

no rmon collection stats index

Parameters

m  index—The requested group of statistics index.(Range: 1-65535)

m  owner ownername—Records the name of the owner of the RMON group of statistics. If
unspecified, the name is an empty string. (Range: Valid string)

m  buckets bucket-number—A value associated with the number of buckets specified for the
RMON collection history group of statistics. If unspecified, defaults to 50.(Range: 1-50)

m  interval seconds—The number of seconds in each polling cycle. If unspecified, defaults to 1800
(Range: 1-3600).

Command Mode
Interface Configuration (Ethernet, Port-channel) mode. Cannot be configured for a range of
interfaces (range context).

19.3 show rmon collection stats

Use the show rmon collection stats EXEC mode command to display the requested RMON
history group statistics.

Syntax
show rmon collection stats [interface-id]

Parameters
interface-id—Specifies an interface ID. The interface ID can be one of the following types: Ethernet
port or Port-channel.

Command Mode
EXEC mode
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Example
The following example displays all RMON history group statistics.

switchxxxxxx# show rmon collection stats

Index Interface Interval Requested Granted Owner
Samples Samples

1 gil/1/1 30 50 50 CLI

2 gil/1/1 1800 50 50 Manager

The following table describes the significant fields shown in the display.

Field Description

Index An index that uniquely identifies the entry.
Interface The sampled Ethernet interface.

Interval The interval in seconds between samples.
Requested Samples The requested number of samples to be saved.
Granted Samples The granted number of samples to be saved.
Owner The entity that configured this entry.

19.4 show rmon history

Use the show rmon history EXEC mode command to display RMON Ethernet history statistics.

Syntax
show rmon history index {throughput | errors | other} [period seconds]

Parameters

m  index—Specifies the set of samples to display. (Range: 1-65535)

throughput—Displays throughput counters.

errors—Displays error counters.

other—Displays drop and collision counters.

period seconds—Specifies the period of time in seconds to display. (Range: 1-2147483647)

Command Mode
EXEC mode

Example
The following examples display RMON Ethernet history statistics for index 1

switchxxxxxx# show rmon history 1 throughput

Sample Set: 1 Owner: CLI
Interface: gil/1/1 Interval: 1800
Requested samples: 50 Granted samples: 50

Maximum table size: 500

Page 228/876 Version 1.0 06/03/2013



Amphenol

Page 229/876

Remote Network Monitoring (RMON) Commands

Time Octets Packets Broadcast  Multicast util
Jan 18 2005 21:57:00 303595962 357568 3289 7287 19%
Jan 18 2005 21:57:30 287696304 275686 2789 5878 20%
switchxxxxxx# show rmon history 1 errors
Sample Set: 1 Owner: Me
Interface:gil/1/1 Interval: 1800
Requested samples: 50 Granted samples: 50
Maximum table size: 500 (800 after reset)
Time CRC Under
———————————— Align size Oversize Fragments Jabbers
Jan 18 2005 = TTTTTTT 0 TTTTT L e ———
21:57:00 1 1 0 49 0
Jan 18 2005 1 1 0 27 0
21:57:30
switchxxxxxx# show rmon history 1 other
Sample Set: 1 Owner: Me
Interface: gil/1/1 Interval: 1800
Requested samples: 50 Granted samples: 50
Maximum table size: 500
Time Dropped Collisions
Jan 18 2005 21:57:00 3 0
Jan 18 2005 21:57:30 3 0
The following table describes significant fields shown in the display:

Field Description
Time Date and Time the entry is recorded.
Octets Total number of octets of data (including those in bad packets

and excluding framing bits but including FCS octets) received on

the network.
Packets Number of packets (including bad packets) received during this

sampling interval.
Broadcast Number of good packets received during this sampling interval

that were directed to the broadcast address.
Multicast Number of good packets received during this sampling interval

that were directed to a multicast address. This number does not

include packets addressed to the broadcast address.
Utilization Best estimate of the mean physical layer network utilization on

this interface during this sampling interval, in hundredths of a

percent.
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Field
CRC Align

Undersize

Oversize

Fragments

Jabbers

Dropped

Collisions

Description

Number of packets received during this sampling interval that
had a length (excluding framing bits but including FCS octets)
between 64 and 1518 octets, inclusive, but had either a bad
Frame Check Sequence (FCS) with an integral number of octets
(FCS Error) or a bad FCS with a non-integral number of octets
(Alignment Error).

Number of packets received during this sampling interval that
were less than 64 octets long (excluding framing bits but
including FCS octets) and were otherwise well formed.

Number of packets received during this sampling interval that
were longer than 1518 octets (excluding framing bits but
including FCS octets) but were otherwise well formed.

Total number of packets received during this sampling interval
that were less than 64 octets in length (excluding framing bits but
including FCS octets) and had either a bad Frame Check
Sequence (FCS) with an integral number of octets (FCS Error),
or a bad FCS with a non-integral number of octets (Alignment
Error). It is normal for etherHistoryFragments to increment
because it counts both runts (which are normal occurrences due
to collisions) and noise hits.

Number of packets received during this sampling interval that
were longer than 1518 octets (excluding framing bits but
including FCS octets), and had either a bad Frame Check
Sequence (FCS) with an integral number of octets (FCS Error) or
a bad FCS with a non-integral number of octets (Alignment
Error).

Total number of events in which packets were dropped by the
probe due to lack of resources during this sampling interval. This
number is not necessarily the number of packets dropped, it is
the number of times this condition has been detected.

Best estimate of the total number of collisions on this Ethernet
segment during this sampling interval.

19.5

Use the rmon alarm Global Configuration mode command to configure alarm conditions. Use the
no form of this command to remove an alarm.

Syntax
rmon alarm index mib-object-id interval rising-threshold falling-threshold rising-event falling-event

[type {absolute | delta}] [startup {rising | rising-falling | falling}] [owner name]

rmon alarm

no rmon alarm index

Parameters

index—Specifies the alarm index. (Range: 1-65535)
mib-object-id—Specifies the object identifier of the variable to be sampled. (Valid OID)

interval—Specifies the interval in seconds during which the data is sampled and compared with
rising and falling thresholds. (Range: 1-4294967295)

rising-threshold—Specifies the rising threshold value. (Range: 0-4294967295)
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falling-threshold—Specifies the falling threshold value. (Range: 0-4294967295)
rising-event—Specifies the index of the event triggered when a rising threshold is crossed.
(Range: 0-65535)
m  falling-event—Specifies the index of the event triggered when a falling threshold is crossed.
(Range: 0-65535)
m type {absolute | delta}—Specifies the method used for sampling the selected variable and
calculating the value to be compared against the thresholds. The possible values are:
* absolute—Specifies that the selected variable value is compared directly with the thresholds
at the end of the sampling interval.
* delta—Specifies that the selected variable value of the last sample is subtracted from the
current value, and the difference is compared with the thresholds.

m  startup {rising | rising-falling | falling}—Specifies the alarm that may be sent when this entry
becomes valid. The possible values are:

* rising—Specifies that if the first sample (after this entry becomes valid) is greater than or
equal to rising-threshold, a single rising alarm is generated.

» rising-falling—Specifies that if the first sample (after this entry becomes valid) is greater
than or equal to rising-threshold, a single rising alarm is generated. If the first sample (after

this entry becomes valid) is less than or equal to falling-threshold, a single falling alarm is
generated.

» falling —Specifies that if the first sample (after this entry becomes valid) is less than or equal
to falling-threshold, a single falling alarm is generated.
m  owner name—Specifies the name of the person who configured this alarm. (Valid string)

Default Configuration
The default method type is absolute.

The default startup direction is rising-falling.

If the owner name is not specified, it defaults to an empty string.

Command Mode
Global Configuration mode

Example

The following example configures an alarm with index 1000, MIB object ID D-Link, sampling interval
360000 seconds (100 hours), rising threshold value 1000000, falling threshold value 1000000, rising
threshold event index 10, falling threshold event index 10, absolute method type and rising-falling
alarm.

switchxxxxxx(config)# rmon alarm 1000 1.3.6.1.2.1.2.2.1.10.1 360000
1000000 1000000 10 20

19.6 show rmon alarm-table

Use the show rmon alarm-table EXEC mode command to display a summary of the alarms table.

Syntax
show rmon alarm-table

Version 1.0 06/03/2013



Amphenalanchise ph. 3.5 cLI Commands

Command Mode
EXEC mode

Example
The following example displays the alarms table.

switchxxxxxx# show rmon alarm-table

Index oID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI

2 1.3.6.1.2.1.2.2.1.10.1 Manager
3 1.3.6.1.2.1.2.2.1.10.9 CLI

The following table describes the significant fields shown in the display:

Field Description

Index An index that uniquely identifies the entry.
OID Monitored variable OID.

Owner The entity that configured this entry.

19.7 show rmon alarm

Use the show rmon alarm EXEC mode command to display alarm configuration.

Syntax
show rmon alarm number

Parameters
alarm number—Specifies the alarm index. (Range: 1-65535)

Command Mode
EXEC mode

Example
The following example displays RMON 1 alarms.

switchxxxxxx# show rmon alarm 1
Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval: 30

Sample Type: delta

Startup Alarm: rising

Rising Threshold: 8700000
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Falling Threshold: 78
Rising Event: 1
Falling Event: 1
Owner: CLI

The following table describes the significant fields shown in the display:

Field Description
Alarm Alarm index.
oID Monitored variable OID.

Last Sample Value | Value of the statistic during the last sampling period. For
example, if the sample type is delta, this value is the
difference between the samples at the beginning and end of
the period. If the sample type is absolute, this value is the
sampled value at the end of the period.

Interval Interval in seconds over which the data is sampled and
compared with the rising and falling thresholds.

Sample Type Method of sampling the variable and calculating the value
compared against the thresholds. If the value is absolute,
the variable value is compared directly with the thresholds at
the end of the sampling interval. If the value is delta, the
variable value at the last sample is subtracted from the
current value, and the difference is compared with the
thresholds.

Startup Alarm Alarm that is sent when this entry is first set. If the first
sample is greater than or equal to the rising threshold, and
startup alarm is equal to rising or rising-falling, then a single
rising alarm is generated. If the first sample is less than or
equal to the falling threshold, and startup alarm is equal
falling or rising-falling, then a single falling alarm is
generated.

Rising Threshold Sampled statistic rising threshold. When the current
sampled value is greater than or equal to this threshold, and
the value at the last sampling interval is less than this
threshold, a single event is generated.

Falling Threshold Sampled statistic falling threshold. When the current
sampled value is less than or equal to this threshold, and
the value at the last sampling interval is greater than this
threshold, a single event is generated.

Rising Event Event index used when a rising threshold is crossed.
Falling Event Event index used when a falling threshold is crossed.
Owner Entity that configured this entry.

19.8 rmon event

Use the rmon event Global Configuration mode command to configure an event. Use the no form of
this command to remove an event.
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Syntax
rmon event index {none | log | trap | log-trap} [community text] [description text] [owner name]

no rmon event index

Parameters

m  index—Specifies the event index. (Range: 1-65535)

m  none—Specifies that no notification is generated by the device for this event.

m  log—Specifies that a notification entry is generated in the log table by the device for this event.
u

trap—Specifies that an SNMP trap is sent to one or more management stations by the device
for this event.

m  log-trap—Specifies that an entry is generated in the log table and an SNMP trap is sent to one
or more management stations by the device for this event.

m  community text—Specifies the SNMP community (password) used when an SNMP trap is
sent. (Octet string;
length: 0—127 characters)

description text—Specifies a comment describing this event. (Length: 0—127 characters)
owner name—Specifies the name of the person who configured this event. (Valid string)

Default Configuration
If the owner name is not specified, it defaults to an empty string.

Command Mode
Global Configuration mode

Example
The following example configures an event identified as index 10, for which the device generates a
notification in the log table.

switchxxxxxx(config)# rmon event 10 log

19.9 show rmon events

Use the show rmon events EXEC mode command to display the RMON event table.

Syntax
show rmon events

Command Mode
EXEC mode
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Example
The following example displays the RMON event table.

Remote Network Monitoring (RMON) Commands

switchxxxxxx# show rmon events

Index Description Type Community Owner Last time sent

1 Errors Log router CLI Jan 18 2006 23:58:17

2 High Log Manager Jan 18 2006 23:59:48
Broadcast Trap

The following table describes significant fields shown in the display:

Field Description

Index Unique index that identifies this event.

Description Comment describing this event.

Type Type of notification that the device generates about this event.

Can have the following values: none, log, trap, log-trap. In the
case of log, an entry is made in the log table for each event. In
the case of trap, an SNMP trap is sent to one or more
management stations.

Community If an SNMP trap is to be sent, it is sent with the SNMP
community string specified by this octet string.

Owner The entity that configured this event.

Last time sent The time this entry last generated an event. If this entry has not
generated any events, this value is zero.

19.10 show rmon log

Use the show rmon log EXEC mode command to display the RMON log table.

Syntax
show rmon log [event]

Parameters
event—Specifies the event index. (Range: 0—65535)

Command Mode
EXEC mode
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Example
The following example displays event 1 in the RMON log table.

switchxxxxxx# show rmon log 1
Maximum table size: 500 (800 after reset)

Event Description Time

1 MIB Var.: Jan 18 2006 23:48:19
1.3.6.1.2.1.2.2.1.10.
53, Delta, Rising,
Actual Val: 800,
Thres.Set: 100,
Interval (sec):1

19.11 rmon table-size

Use the rmon table-size Global Configuration mode command to configure the maximum size of
RMON tables. Use the no form of this command to return to the default size.

Syntax
rmon table-size {history entries | log entries}

no rmon table-size {history | log}

Parameters
m  history entries—Specifies the maximum number of history table entries. (Range: 20-270)
m  |log entries—Specifies the maximum number of log table entries. (Range: 20-100)

Default Configuration
The default history table size is 270 entries.

The default log table size is 200 entries.

Command Mode
Global Configuration mode

User Guidelines
The configured table size takes effect after the device is rebooted.

Example
The following example configures the maximum size of RMON history tables to 100 entries.

switchxxxxxx(config)# rmon table-size history 100
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20 802.1X Commands

20.1 aaa authentication dotlx

Use the aaa authentication dot1x Global Configuration mode command to specify which servers
used for authentication when 802.1X authentication is enabled. Use the no form of this command to
restore the default configuration.

Syntax
aaa authentication dotlx default {radius | none | {radius none}}

no aaa authentication dotlx default

Parameters
m  radius - Uses the list of all RADIUS servers for authentication
®  none - Uses no authentication

Default Configuration
RADIUS server.

Command Mode
Global Configuration mode

User Guidelines
You can select either authentication by a RADIUS server, no authentication (none), or both
methods.

If you require that authentication succeeds even if no RADIUS server response was received,
specify none as the final method in the command line.

Example
The following example sets the 802.1X authentication mode to RADIUS server authentication. If no
response was received, authentication succeeds.

switchxxxxxx(config)# aaa authentication dotlx default radius none

20.2 clear dotlx statistics

Use the clear dotlx statistics Privileged EXEC mode command to clear 802.1X statistics.

Syntax
clear dotlx statistics [interface-id]

Parameters
interface-id—Specify an Ethernet port ID.
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Default Configuration
Statistics on all ports are cleared.

Command Mode
Privileged EXEC

User Guidelines
The command clears the statistics displayed in the show dotlx statistics command.

Example

switchxxxxxx# clear dotlx statistics

20.3 dotlx auth-not-req

Use the dotlx auth-not-req Interface Configuration (VLAN) mode command to enable
unauthorized devices access to the VLAN. Use the no form of this command to disable access to
the VLAN.

Syntax
dotlx auth-not-req

no dotlx auth-not-req

Parameters
N/A

Default Configuration
Access is enabled.

Command Mode
Interface Configuration (VLAN) mode

User Guidelines
An access port cannot be a member in an unauthenticated VLAN.

The native VLAN of a trunk port cannot be an unauthenticated VLAN.

For a general port, the PVID can be an unauthenticated VLAN (although only tagged packets are
accepted in the unauthorized state).

Example
The following example enables unauthorized devices access to VLAN 5.

switchxxxxxx(config)# interface vlan 5
switchxxxxxx(config-if)# dotlx auth-not-req
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20.4 dotlx guest-vian

Use the dotlx guest-vlan Interface Configuration (VLAN) mode command to define a guest VLAN.
Use the no form of this command to restore the default configuration.

Syntax
dotlx guest-vian

no dotlx guest-vlian

Parameters
N/A

Default Configuration
No VLAN is defined as a guest VLAN.

Command Mode
Interface Configuration (VLAN) mode

User Guidelines

Use the dotlx guest-vlan enable command to enable unauthorized users on an interface to access
the guest VLAN.

A device can have only one global guest VLAN.

The Guest VLAN must be a static VLAN and it cannot be removed.

Example
The following example defines VLAN 2 as a guest VLAN.

switchxxxxxx(config)# interface vlan 2
switchxxxxxx(config-if)# dotlx guest-vlan

20.5 dotlx guest-vian enable

Use the dotlx guest-vlan enable Interface Configuration mode command to enable unauthorized
users on the interface access to the guest VLAN. Use the no form of this command to disable
access.

Syntax
dotlx guest-vlan enable

no dotlx guest-vlan enable

Parameters
N/A

Default Configuration
The default configuration is disabled.
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Command Mode
Interface Configuration mode (Ethernet, Port Channel)

User Guidelines
The port cannot belong to the guest VLAN.
If the guest VLAN is defined and enabled, the port automatically joins the guest VLAN when the port

is unauthorized and leaves it when the port becomes authorized. To be able to join or leave the
guest VLAN, the port should not be a static member of the guest VLAN.

Example
The following example enables unauthorized users on gil/1/1 to access the guest VLAN.

switchxxxxxx(config)# interface gil/1/15
switchxxxxxx(config-if)# dotlx guest-vlan enable

20.6 dotlx guest-vian timeout

Use the dotlx guest-vlan timeout Global Configuration mode command to set the time delay
between enabling 802.1X (or port up) and adding a port to the guest VLAN. Use the no form of this
command to restore the default configuration.

Syntax
dotlx guest-vlan timeout timeout

no dotlx guest-vlan timeout

Parameters
timeout—Specifies the time delay in seconds between enabling 802.1X (or port up) and adding the
port to the guest VLAN. (Range: 30—-180)

Default Configuration
The guest VLAN is applied immediately.

Command Mode
Global Configuration mode

User Guidelines

This command is relevant if the guest VLAN is enabled on the port. Configuring the timeout adds
delay from enabling 802.1X (or port up) to the time the device adds the port to the guest VLAN.

Example
The following example sets the delay between enabling 802.1X and adding a port to a guest VLAN
to 60 seconds.

switchxxxxxx(config)# dotlx guest-vlan timeout 60
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20.7 dotlx host-mode

Use the dotlx host-mode Interface Configuration mode command to allow a single host (client) or
multiple hosts on an IEEE 802.1X-authorized port. Use the no form of this command to return to the
default setting.

Syntax
dotlx host-mode {multi-host | single-host | multi-sessions}

Parameters

m  multi-host—Enable multiple-hosts mode.

m  single-host—Enable single-hosts mode.

m  multi-sessions—Enable multiple-sessions mode.

Default Configuration
Default mode is multi-host.

Command Mode
Interface Configuration (Ethernet, Port Channel) mode

User Guidelines

In multiple hosts mode only one of the attached hosts must be successfully authorized for all hosts to
be granted network access. If the port becomes unauthorized, all attached clients are denied access
to the network.

In multiple sessions mode each host must be successfully authorized in order to grant network
access. Please note that packets are NOT encrypted, and after success full authentication filtering is
based on the source MAC address only.

Port security on a port cannot be enabled in single-host mode and in multiple-sessions mode.

It is recommended to enable reauthentication when working in multiple-sessions mode in order to
detect user logout for users that have not logged off.

In single host mode there is only one attached host and only this authorized host can access the
network.

Example

switchxxxxxx(config)# interface gil/1/1
switchxxxxxx(config-if)# dotlx host-mode multi-host
switchxxxxxx(config-if)# dotlx host-mode single-host
switchxxxxxx(config-iT)# dotlx host-mode multi-sessions

20.8 dotlx mac-authentication

Use the dotlx mac-authentication Interface Configuration (Ethernet) mode command to enable
authentication based on the station’s MAC address. Use the no form of this command to disable this
feature.
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Syntax
dotlx mac-authentication {mac-only | mac-and-802.1x}

no dotlx mac-authentication

Parameters

= mac-only—Enables authentication based on the station's MAC address only. 802.1X frames
are ignored.

m  mac-and-802.1x—Enables 802.1X authentication and MAC address authentication on the
interface.

Default Configuration
Authentication based on the station's MAC address is disabled.

Command Mode
Interface Configuration (Ethernet) mode

The guest VLAN must be enabled when MAC authentication is enabled.

Static MAC addresses cannot be authorized. Do not change an authorized MAC address to a static
address.

It is not recommended to delete authorized MAC addresses.

Reauthentication must be enabled when working in this mode.

Example
The following example enables authentication based on the station’s MAC address on gil/1/1.

switchxxxxxx(config)# interface gil/1/1
switchxxxxxx(config-if)# dotlx mac-authentication mac-only

20.9 dotlx max-req

Use the dotlx max-req Interface Configuration mode command to set the maximum number of
times that the device sends an Extensible Authentication Protocol (EAP) request/identity frame
(assuming that no response is received) to the client before restarting the authentication process.
Use the no form of this command to restore the default configuration.

Syntax
dotlx max-req count

no dotlx max-req

Parameters

max-req count—Specifies the maximum number of times that the device sends an EAP
request/identity frame before restarting the authentication process. (Range: 1-10)

Default Configuration
The default maximum number of attempts is 2.
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Command Mode
Interface Configuration (Ethernet, Port Channel) mode

User Guidelines

The default value of this command should be changed only to adjust to unusual circumstances, such
as unreliable links or specific behavioral problems with certain clients and authentication servers.

Example
The following example sets the maximum number of times that the device sends an EAP
request/identity frame to 6

switchxxxxxx(config)# interface gil/1/15
switchxxxxxx(config-if)# dotlx max-req 6

20.10 dotlx port-control

Use the dotlx port-control Interface Configuration (Ethernet) mode command to enable manual
control of the port authorization state. Use the no form of this command to restore the default
configuration.

Syntax
dotlx port-control {auto | force-authorized | force-unauthorized}[time-range time-range-name]

Parameters

m  auto—Enables 802.1X authentication on the port and causes it to transition to the authorized or
unauthorized state, based on the 802.1X authentication exchange between the device and the
client.

m  force-authorized—Disables 802.1X authentication on the interface and causes the port to
transition to the authorized state without any authentication exchange required. The port
resends and receives normal traffic without 802.1X-based client authentication.

m  force-unauthorized—Denies all access through this port by forcing it to transition to the
unauthorized state and ignoring all attempts by the client to authenticate. The device cannot
provide authentication services to the client through this port.

m time-range time-range-name—Specifies a time range. When the Time Range is not in effect,
the port state is Unauthorized. (Range: 1-32 characters).

Default Configuration
The port is in the force-authorized state.

Command Mode
Interface Configuration (Ethernet, Port Channel) mode

User Guidelines

It is recommended to disable spanning tree or to enable spanning-tree PortFast mode on 802.1X
edge ports (ports in auto state that are connected to end stations), in order to proceed to the
forwarding state immediately after successful authentication.
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Example
The following example sets 802.1X authentication on gil5 to auto mode.

switchxxxxxx(config)# interface gil5
switchxxxxxx(config-if)# dotlx port-control auto

20.11 dotlx radius-attributes errors filter-id

Use the dotlx radius-attributes errors filter-id Global Configuration mode command to specify
error handling for the RADIUS attributes feature. Use the no form of this command to return to the
default.

Syntax
dotlx radius-attributes errors filter-id resources {accept | reject}

no dotlx radius-attributes errors filter-id resources

Parameters

m  accept—If the Filter-ID cannot be allocated for resource allocation reasons, the user is
accepted. If the Filter-ID cannot be allocated for other reasons, the user is rejected.

m  reject—If the Filter-ID cannot be assigned, the user is rejected.

Default Configuration
Reject

Command Mode
Global Configuration mode

Example
The following example accepts users who cannot be allocated.

switchxxxxxx(config-if)# dotlx radius-attributes errors filter-id resources accept

20.12 dotlx radius-attributes filter-id

Use the dotlx radius-attributes filter-id Interface Configuration mode command to enable
user-based ACL/Qos-Policy assignment. Use the no form of this command to disable user-based
ACL/Qos-Policy assignment.

Syntax
dotlx radius-attributes filter-id

no dotlx radius-attributes filter-id

Parameters
N/A

Default Configuration
Disabled
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Command Mode
Interface Configuration (Ethernet) mode

User Guidelines
User based ACL/Qos-Policy assignment is supported only in 802.1X multiple sessions.

The configuration of the parameter is allowed only when the port is Forced Authorized or Forced
Unauthorized.

Example
The following example enables user-based ACL/Qos-Policy assignment.

switchxxxxxx(config-if)# dotlx radius-attributes filter-id

20.13 dotlx radius-attributes vlan

Use the dotlx radius-attributes vlan Interface Configuration mode command to enable
Radius-based VLAN assignment. Use the no form of this command to disable Radius-based VLAN
assignment.

Syntax
dotlx radius-attributes vlan [reject | vlan-id]

no dotlx radius-attributes vlan

Parameters
m  reject—If the RADIUS server authorized the supplicant, but did not provide a supplicant VLAN
the supplicant is rejected. If the parameter is omitted, this option is applied by default.

m  vlan-id—If the RADIUS server authorized the supplicant, but did not provide a supplicant VLAN,
the supplicant is accepted and the configured VLAN is assigned to the supplicant.

Default Configuration
reject

Command Mode
Interface Configuration (Ethernet, Port Channel) mode

User Guidelines
The configuration of this command is allowed only when the port is Forced Authorized.

RADIUS attributes are supported only in Multiple Sessions mode (multiple hosts with authentication)

When RADIUS attributes are enabled and the RADIUS accept message does not contain the
supplicant’s VLAN as an attribute, the supplicant is rejected.

Packets to the supplicant are sent untagged.

After successful authentication, the port remains a member in the unauthenticated VLANSs and in the
Guest VLAN. Other static VLAN configuration is not applied on the port.

The command is not supported by the lite multi-sessions mode. See the User Guidelines of the
dotlx host-mode command for more information.
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Example
Example 1. The example enables user-based VLAN assignment. If the RADIUS server authorized
the supplicant but did not provide a supplicant VLAN, the supplicant is rejected.

switchxxxxxx(config)# interface gil/l/1
switchxxxxxx(config-if)# dotlx radius-attributes vlan
switchxxxxxx(config-if)# exit

Example 2. The example enables user-based VLAN assignment. If the Radius server authorized
the supplicant but did not provide a supplicant VLAN the supplicant is accepted and VLAN 100 is
assigned to the supplicant.

switchxxxxxx(config)# interface gil/1/1
switchxxxxxx(config-if)# dotlx radius-attributes vlan 100
switchxxxxxx(config-if)# exit

20.14 dotlx re-authenticate

The dotlx re-authenticate Privileged EXEC mode command manually initiates re-authentication of
all 802.1X-enabled ports or the specified 802.1X-enabled port.

Syntax
dotlx re-authenticate [interface-id]

Parameters
interface-id—Specifies an Ethernet port ID.

Default Configuration
If no port is specified, command is applied to all ports.

Command Mode
Privileged EXEC mode

Example
The following command manually initiates re-authentication of 802.1X-enabled gil5:

switchxxxxxx# dotlx re-authenticate gil/1/15

20.15 dotlx reauthentication

Use the dotlx reauthentication Interface Configuration mode command to enable periodic
re-authentication of the client. Use the no form of this command to return to the default setting.

Syntax

dotlx reauthentication

no dotlx reauthentication
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Parameters
N/A

Default Configuration
Periodic re-authentication is disabled.

Command Mode
Interface configuration (Ethernet, Port Channel)

Example

switchxxxxxx(config)# interface gil/1/1
switchxxxxxx(config-if)# dotlx reauthentication

20.16 dotlx system-auth-control

Use the dotlx system-auth-control Global Configuration mode command to enable 802.1X
globally. Use the no form of this command to restore the default configuration.

Syntax
dotlx system-auth-control

no dotlx system-auth-control

Parameters
N/A

Default Configuration
Disabled.

Command Mode
Global Configuration mode

Example
The following example enables 802.1X globally.

switchxxxxxx(config)# dotlx system-auth-control

20.17 dotlx timeout quiet-period

Use the dotlx timeout quiet-period Interface Configuration (Ethernet) mode command to set the
time interval that the device remains in a quiet state following a failed authentication exchange (for
example, the client provided an invalid password). Use the no form of this command to restore the
default configuration.

Syntax
dotlx timeout quiet-period seconds
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no dotlx timeout quiet-period

Parameters

seconds—Specifies the time interval in seconds that the device remains in a quiet state following a
failed authentication exchange with the client. (Range: 10-65535 seconds)

Default Configuration
The default quiet period is 60 seconds.

Command Mode
Interface Configuration (Ethernet, Port Channel) mode

User Guidelines
During the quiet period, the device does not accept or initiate authentication requests.

The default value of this command should only be changed to adjust to unusual circumstances, such
as unreliable links or specific behavioral problems with certain clients and authentication servers.

To provide faster response time to the user, a smaller number than the default value should be
entered.

For 802.1x-Based and MAC-Based authentication methods the quite period is applied after each
failed attempt.

Example
The following example sets the time interval that the device remains in the quiet state following a
failed authentication exchange to 120 seconds.

switchxxxxxx(config)# interface gil/1/15
switchxxxxxx(config-if)# dotlx timeout quiet-period 120

20.18 dotlx timeout reauth-period

Use the dotlx timeout reauth-period Interface Configuration mode command to set the number of
seconds between re-authentication attempts. Use the no form of this command to return to the
default setting.

Syntax
dotlx timeout reauth-period seconds

no dotlx timeout reauth-period

Parameters

reauth-period seconds—Number of seconds between re-authentication attempts. (Range:
300-4294967295)

Default Configuration
3600
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Command Mode
Interface Configuration (Ethernet, Port Channel) mode

User Guidelines
The command is only applied to the 802.1x authentication method.

Example

switchxxxxxx(config)# interface gil/1/1
switchxxxxxx(config-if)# dotlx timeout reauth-period 5000

20.19 dotlx timeout server-timeout

Use the dotlx timeout server-timeout Interface Configuration (Ethernet) mode command to set
the time interval during which the device waits for a response from the authentication server. Use the
no form of this command to restore the default configuration.

Syntax
dotlx timeout server-timeout seconds

no dotlx timeout server-timeout

Parameters
server-timeout seconds—Specifies the time interval in seconds during which the device waits for a
response from the authentication server. (Range: 1-65535 seconds)

Default Configuration
The default timeout period is 30 seconds.

Command Mode
Interface Configuration (Ethernet, Port Channel) mode

User Guidelines

The actual timeout period can be determined by comparing the value specified by the dot1x
timeout server-timeout command to the result of multiplying the number of retries specified by the
radius-server retransmit command by the timeout period specified by the radius-server retransmit
command, and selecting the lower of the two values.

Example
The following example sets the time interval between retransmission of packets to the authentication
server to 3600 seconds.

switchxxxxxx(config)# interface gil/1/15
switchxxxxxx(config-if)# dotlx timeout server-timeout 3600
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20.20 dotlx timeout supp-timeout

Use the dotlx timeout supp-timeout Interface Configuration (Ethernet) mode command to set the
time interval during which the device waits for a response to an Extensible Authentication Protocol
(EAP) request frame from the client before resending the request. Use the no form of this command
to restore the default configuration.

Syntax
dotlx timeout supp-timeout seconds

no dotlx timeout supp-timeout

Parameters

supp-timeout seconds—Specifies the time interval in seconds during which the device waits for a
response to an EAP request frame from the client before resending the request. (Range: 1-65535
seconds)

Default Configuration
The default timeout period is 30 seconds.

Command Mode
Interface Configuration (Ethernet, Port Channel) mode

User Guidelines
The default value of this command should be changed only to adjust to unusual circumstances, such
as unreliable links or specific behavioral problems with certain clients and authentication servers.

The command is only applied to the 802.1x authentication method.

Example
The following example sets the time interval during which the device waits for a response to an EAP
request frame from the client before resending the request to 3600 seconds.

switchxxxxxx(config)# interface gil/1/15
switchxxxxxx(config-if)# dotlx timeout supp-timeout 3600

20.21 dotlx timeout tx-period

Use the dotlx timeout tx-period Interface Configuration (Ethernet) mode command to set the time
interval during which the device waits for a response to an Extensible Authentication Protocol (EAP)
request/identity frame from the client before resending the request. Use the no form of this
command to restore the default configuration.

Syntax
dotlx timeout tx-period seconds

no dotlx timeout tx-period
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Parameters

seconds—Specifies the time interval in seconds during which the device waits for a response to an
EAP-request/identity frame from the client before resending the request. (Range: 30-65535
seconds)

Default Configuration
The default timeout period is 30 seconds.

Command Mode
Interface Configuration (Ethernet, Port Channel) mode

User Guidelines
The default value of this command should be changed only to adjust to unusual circumstances, such
as unreliable links or specific behavioral problems with certain clients and authentication servers.

The command is only applied to the 802.1x authentication method.

Example
The following command sets the time interval during which the device waits for a response to an
EAP request/identity frame to 60 seconds.

switchxxxxxx(config)# interface gil5:
switchxxxxxx(config-if)# dotlx timeout tx-period 60

20.22 dotlx traps mac-authentication failure

Use the dotlx traps mac-authentication failure Global Configuration mode command to enable
sending traps when MAC address was failed in authentication of the 802.1X MAC authentication
access control. Use the no form of this command to disable the traps.

Syntax
dotlx traps mac-authentication failure

no dotlx traps mac-authentication failure

Parameters
N/A

Default Configuration
Default is Enabled.

Command Mode
Global Configuration mode

Example

The following example enables sending traps when a MAC address fails to be authorized by the
802.1X mac-authentication access control.

switchxxxxxx(config)#interface gil5
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switchxxxxxx(config-if)#dotlx traps mac-authentication failure

20.23 dotlx traps mac-authentication success

Use the dotlx traps mac-authentication success Global Configuration mode command to enable
sending traps when a MAC address is successfully authorized by the 802.1X MAC-authentication
access control. Use the no form of this command to disable the traps.

Syntax
dotlx traps mac-authentication success

no dotlx traps mac-authentication success

Parameters
N/A

Default Configuration
Default is disabled.

Command Mode
Global Configuration mode

Example
The following example enables sending traps when a MAC address is successfully authorized by the
802.1X MAC-authentication access control.

switchxxxxxx(config)#interface gil5
switchxxxxxx(config-if)#dotlx traps mac-authentication success

20.24 dotlx violation-mode

Use the dotlx violation-mode Interface Configuration mode command to configure the action to be
taken, when an unauthorized host on authorized port in single-host mode, attempts to access the
interface. Use the no form of this command to return to default.

Syntax
dotlx violation-mode {restrict | protect | shutdown} no dotlx violation-mode

Parameters

m  restrict—Generates a trap when a station whose MAC address is not the supplicant MAC
address, attempts to access the interface. The minimum time between the traps is 1 second.
Those frames are forwarded but their source address are not learned.

protect—Discard frames with source addresses not the supplicant address.

shutdown—Discard frames with source addresses not the supplicant address and shutdown
the port

Default Configuration
Protect
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Command Mode
Interface Configuration (Ethernet, Port Channel) mode

User Guidelines
The command is relevant only for single-host mode.

BPDU message whose MAC address is not the supplicant MAC address wouldn’t be discarded in
the protect mode.

BPDU message whose MAC address is not the supplicant MAC address would cause a shutdown in
the shutdown mode.

Example

switchxxxxxx(config)# interface gil/1/1
switchxxxxxx(config-iT)# dotlx violation-mode protect

20.25 show dotlx

Use the show dotl1x Privileged EXEC mode command to display the 802.1X interfaces or specified
interface status.

Syntax
show dotlx [interface interface-id | detailed]

Parameters
m interface-id—Specify an Ethernet port ID.

m  detailed—Displays information for non-present ports in addition to present ports.

Default Configuration
Display for all ports. If detailed is not used, only present ports are displayed.

Command Mode
Privileged EXEC mode
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Examples

Example 1 - The following example displays the status of a single 802.1X-enabled Ethernet ports.

switchxxxxxx# show dotlx interface gil/1/3

802.1X is enabled.

Port Admin
Mode

gil/1/3 Auto

Time-range:

Quiet period:

Tx period:

Max req:

Supplicant timeout:

Server timeout:

Session Time (HH:MM:SS):
MAC Address:
Authentication Method:
Termination Cause:

Oper Reauth Reauth
Mode Control Period
Unauthorized Enable 3600
work-hours (Inactive now)
60 Seconds
30 Seconds
2
30 Seconds

30 Seconds

08:19:17

Username

00:08:78:32:98:78

Remote

Supplicant logoff

Authenticator State Machine

State:
Backend State Machine

State:
Authentication success:
Authentication fails:

HELD

IDLE

Example 2 - The following example displays the status of all 802.1X-enabled Ethernet ports.

switchxxxxxx# show dotlx

802.1X is enabled
Port Admin Oper Reauth
Mode Mode Control
gil/1/1  Auto Authorized Enable
gil/1/2  Auto Authorized Enable
gil/1/3 Auto Unauthorized Enable
gil/1/4 Force-authorized Authorized Disable
gil/1/5  Force-authorized Unauthorized Disable

* Port is down or not present.

Field
Port

Admin mode

The following table describes the significant fields shown in the display.

Description

The port number.

values: Force-auth, Force-unauth, Auto.

Version 1.0

Reauth
Period

The port administration (configured) mode. Possible
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Field

Oper mode

Reauth Control
Reauth Period

Username

Quiet period

Tx period

Max req

Supplicant timeout

Server timeout

Session Time

MAC address
Authentication Method
Termination Cause
State

Authentication success

Authentication fails

802.1X Commands

Description

The port operational (actual) mode. Possible values:
Authorized, Unauthorized or Down.

Reauthentication control.
Reauthentication period.

Username representing the supplicant identity. This field
shows the username if the port control is auto. If the port
is Authorized, it displays the username of the current
user. If the port is Unauthorized, it displays the last user
authorized successfully.

Number of seconds that the device remains in the quiet
state following a failed authentication exchange (for
example, the client provided an invalid password).

Number of seconds that the device waits for a response
to an Extensible Authentication Protocol (EAP)
request/identity frame from the client before resending the
request.

Maximum number of times that the device sends an EAP
request frame (assuming that no response is received) to
the client before restarting the authentication process.

Number of seconds that the device waits for a response
to an EAP-request frame from the client before resending
the request.

Number of seconds that the device waits for a response
from the authentication server before resending the
request.

Amount of time (HH:MM:SS) that the user is logged in.
Supplicant MAC address.

Authentication method used to establish the session.
Reason for the session termination.

Current value of the Authenticator PAE state machine and
of the Backend state machine.

Number of times the state machine received a Success
message from the Authentication Server.

Number of times the state machine received a Failure
message from the Authentication Server.

Time range name: work_hours
Time range name: work_hours
Time range name: work_hours

20.26 show dotlx advanced

Use the show dotlx advanced Privileged EXEC mode command to display 802.1x advanced
features for the device or specified interface.

Version 1.0
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Syntax
show dotlx advanced [interface-id | detailed]

Parameters
m interface-id—Specify an Ethernet port ID.

m  detailed—Displays information for non-present ports in addition to present ports.

Default Configuration
Display for all ports. If detailed is not used, only present ports are displayed.

Command Mode
Privileged EXEC mode

Example

20.27 show dotlx statistics

Use the show dotlx statistics Privileged EXEC mode command to display 802.1X statistics for the

specified port.

Syntax
show dotlx statistics interface interface-id

Parameters
interface-id—Specifies an Ethernet port ID.

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example
The following example displays 802.1X statistics for gil/1/1.

switchxxxxxx# show dotlx statistics interface gil/l/1
EapolFrameskRx: 11
EapolFramesTx: 12
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespldFramesRx: 3
EapolRespFramesRx: 6
EapolReqldFramesTx: 3
EapolRegFramesTx: 6
InvalidEapolFramesRx: O
EapLengthErrorFramesRx: 0O

Version 1.0
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LastEapolFrameVersion: 1
LastEapolFrameSource: 00:08:78:32:98:78

The following table describes the significant fields shown in the display:

Field

EapolFramesRx

EapolFramesTx

EapolStartFramesRx

EapolLogoffFramesRx

EapolRespldFramesRx

EapolRespFramesRx

EapolReqldFramesTx

EapolRegFramesTx

InvalidEapolFramesRx

EapLengthErrorFramesRx

LastEapolFrameVersion

LastEapolFrameSource

Description

Number of valid EAPOL frames of any type that
have been received by this Authenticator.

Number of EAPOL frames of any type that have
been transmitted by this Authenticator.

Number of EAPOL Start frames that have been
received by this Authenticator.

Number of EAPOL Logoff frames that have been
received by this Authenticator.

Number of EAP Resp/Id frames that have been
received by this Authenticator.

Number of valid EAP Response frames (other
than Resp/Id frames) that have been received by
this Authenticator.

Number of EAP Reg/Id frames that have been
transmitted by this Authenticator.

Number of EAP Request frames (other than
Reg/ld frames) that have been transmitted by
this Authenticator.

Number of EAPOL frames that have been
received by this Authenticator for which the
frame type is not recognized.

Number of EAPOL frames that have been
received by this Authenticator in which the
Packet Body Length field is invalid.

Protocol version number carried in the most
recently received EAPOL frame.

Source MAC address carried in the most recently
received EAPOL frame.

20.28 show dotlx users

Use the show dotlx users Privileged EXEC mode command to display active 802.1X authorized
users for the device.

Syntax
show dotlx users [username username]

Parameters
username—Specifies the supplicant username (Length: 1-160 characters)
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Default Configuration
Display all users.

Command Mode
Privileged EXEC mode

Example
The following example displays 802.1X user with supplicant username Bob.

switchxxxxxx# show dotlx users username Bob

Port Username Session Auth MAC VLAN
Time Method Address
gil/1/1 Bob 1d 09:07:38 Remote 0008.3b79.8787 3
Version 1.0
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Ethernet Configuration Commands

21.1 interface

Use the interface Global Configuration mode command to enter Interface configuration mode in
order to configure an interface.

Syntax
interface interface-id

Parameters

interface-id—Specifies an interface ID. The interface ID can be one of the following types: Ethernet
port, Port-channel, VLAN, range, IP interface or tunnel.

Default Configuration
N/A

Command Mode
Interface Configuration (Ethernet, Port-channel, VLAN, range, OOB, IP interface or tunnel) mode

Examples
Example 1 - For Gigabit Ethernet ports:

switchxxxxxx(config)# interface gil/1/1
switchxxxxxx(config-if)#

Example 3 - For port channels (LAGS):

switchxxxxxx(config)# interface pol
switchxxxxxx(config-if)#

21.2 interface range

Use the interface range command to execute a command on multiple ports at the same time.

Syntax
interface range interface-id-list

Parameters

interface-id-list—Specify list of interface IDs. The interface ID can be one of the following types:
Ethernet port, VLAN, or Port-channel

Default Configuration
N/A
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Command Mode
Interface Configuration (Ethernet, Port-channel, or VLAN) mode

User Guidelines

Commands under the interface range context are executed independently on each interface in the
range: If the command returns an error on one of the interfaces, it does not stop the execution of the
command on other interfaces.

Example

switchxxxxxx(config)# interface range gil/1/1-20
switchxxxxxx(config-if-range)#

21.3 shutdown

Use the shutdown Interface Configuration (Ethernet, Port-channel) mode command to disable an
interface. Use the no form of this command to restart a disabled interface.

Syntax
shutdown

no shutdown

Parameters
N/A

Default Configuration
The interface is enabled.

Command Mode
Interface Configuration (Ethernet, Port-channel) mode

Example
Example 1 - The following example disables gi1/1/5 operations.

switchxxxxxx(config)# interface gil/l/5
switchxxxxxx(config-if)# shutdown
switchxxxxxx(config-if)#

Example 2 - The following example restarts the disabled Ethernet port.

switchxxxxxx(config)# interface gil/l/5
switchxxxxxx(config-if)# no shutdown
switchxxxxxx(config-if)
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21.4 operation time

Use the operation time Interface Configuration (Ethernet) mode command to control the time that
the port is up. Use the no form of this command to cancel the time range for the port operation time.

Syntax
operation time time-range-name

no operation time

Parameters
m time-range-name—Specifies a time range the port operates (in up state). When the Time
Range is not in effect, the port is shutdown. (Range: 1-32 characters)

Default Configuration
There is no time range configured on the port authorized state.

Command Mode
Interface Configuration (Ethernet) mode

User Guidelines

It is recommended to disable spanning tree or to enable spanning-tree PortFast mode on 802.1x
edge ports (ports in auto state that are connected to end stations), in order to proceed to the
forwarding state immediately after successful authentication.

Example

The operation time command influences the port if the port status is up. This command defines the
time frame during which the port stays up and at which time the port will be shutdown. While the port
is in shutdown because of other reasons, this command has no effect.

The following example activates an operation time range (named "morning") on port gi1l/1/15.

Console(config)# interface gil/1/15
Console(config-if)# operation time morning

21.5 description

Use the description Interface Configuration (Ethernet, Port-channel) mode command to add a
description to an interface. Use the no form of this command to remove the description.

Syntax
description string

no description

Parameters
string—Specifies a comment or a description of the port to assist the user. (Length: 1-64
characters).

Default Configuration
The interface does not have a description.
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Command Mode
Interface Configuration (Ethernet, Port-channel) mode

Example
The following example adds the description ‘SW#3' to gi1/1/5.

switchxxxxxx(config)# interface gil/1/5
switchxxxxxx(config-if)# description SW#3

21.6 speed

Use the speed Interface Configuration (Ethernet, Port-channel) mode command to configure the

speed of a given Ethernet interface when not using auto-negotiation. Use the no form of this
command to restore the default configuration.

Syntax
speed {10 | 100 | 1000 | 10000}

no speed

Parameters

m  10—Forces10 Mbps operation

m  100—Forces 100 Mbps operation

m  1000—Forces 1000 Mbps operation

m 10000—Forces 10000 Mbps operation

Default Configuration
The port operates at its maximum speed capability.

Command Mode
Interface Configuration (Ethernet, Port-channel) mode

User Guidelines
The no speed command in a port-channel context returns each port in the port-channel to its
maximum capability.

Example
The following example configures the speed of gil/1/5 to 100 Mbps operation.

switchxxxxxx(config)# interface gil/l/5
switchxxxxxx(config-if)# speed 100

21.7 duplex

Use the duplex Interface Configuration (Ethernet, Port-channel) mode command to configure the
full/half duplex operation of a given Ethernet interface when not using auto-negotiation. Use the no

form of this command to restore the default configuration.
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Syntax
duplex {half | full}

no duplex

Parameters
m  half—Forces half-duplex operation.
m  full—Forces full-duplex operation.

Default Configuration
The interface operates in full duplex mode.

Command Mode
Interface Configuration (Port-channel) mode

Example
The following example configures gi1l/1/5 to operate in full duplex mode.

switchxxxxxx(config)# interface gil/l/5
switchxxxxxx(config-if)# duplex full

21.8 negotiation

Use the negotiation Interface Configuration (Ethernet, Port-channel) mode command to enable
auto-negotiation operation for the speed and duplex parameters and master-slave mode of a given
interface. Use the no form of this command to disable auto-negotiation.

Syntax
negotiation [capability [capability2... capability5]] [preferred {master | slave}]

no negotiation

Parameters

m  Capability—Specifies the capabilities to advertise. (Possible values: 10h, 10f, 100h,100f,
1000f).

e 10h - Advertise 10 half-duplex
e 10f - Advertise 10 full-duplex
e 100h - Advertise 100 half-duplex
* 100f - Advertise 100 full-duplex
* 1000f - Advertise 1000 full-duplex
m  Preferred - Specifies the master-slave preference:
* Master - Advertise master preference
* Slave - Advertise slave preference

Default Configuration

If capability is unspecified, defaults to list of all the capabilities of the port and preferred master
mode.
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Command Mode
Interface Configuration (Ethernet, Port-channel) mode

Example
The following example enables auto-negotiation on gil/1/5.

switchxxxxxx(config)# interface gil/l/5
switchxxxxxx(config-if)# negotiation

21.9 flowcontrol

Use the flowcontrol Interface Configuration (Ethernet, Port-channel) mode command to configure
the Flow Control on a given interface. Use the no form of this command to disable Flow Control.

Syntax
flowcontrol {auto | on | off}

no flowcontrol

Parameters

m  auto—Specifies auto-negotiation of Flow Control.
m  on—Enables Flow Control.

m  off—Disables Flow Control.

Default Configuration
Flow control is disabled.

Command Mode
Interface Configuration (Ethernet, Port-channel) mode

User Guidelines
Use the negotiation command to enable flow control auto.

Example
The following example enables Flow Control on port gi1/1/1

switchxxxxxx(config)# interface gil/l/1
switchxxxxxx(config-if)# flowcontrol on

21.10 flowcontrol

Use the flowcontrol Global Configuration mode command to configure the Flow Control global
mode.

Syntax
flowcontrol {receive-only | send-receive}
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Parameters
m  receive-only—The interfaces with enabled Flow Control will receive pause frames, but will not
send Flow Control pause frames.

m  send-receive—The interfaces with enabled Flow Control will receive and send pause frames.

Default Configuration
receive-only.

Command Mode
Global Configuration

User Guidelines
Flowcontrol must also be enabled on the specific interfaces required. This command only
determines the global mode and does not enable/disable Flow Control on any interface.

Example
The following example enables Flow Control in the mode of only receiving pause frames and not
sending them.

switchxxxxxx(config)# flowcontrol receive-only

21.11 show flowcontrol

Use the show flowcontrol Exec mode command to display the Flow Control global mode..

Syntax
show flowcontrol

Parameters
N/A

Default Configuration
N/A

Command Mode
Exec mode

Example
The following example displays the Flow Control global mode.

switchxxxxxx# show Flowcontrol

21.12 mdix

Use the mdix Interface Configuration (Ethernet) mode command to enable cable crossover on a
given interface. Use the no form of this command to disable cable crossover.
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Syntax
mdix {on | auto}

no mdix

Parameters
m  on—Enables manual MDIX.
m  auto—Enables automatic MDI/MDIX.

Default Configuration
The default setting is On.

Command Mode
Interface Configuration (Ethernet) mode

Example
The following example enables automatic crossover on port gil/1/5.

switchxxxxxx(config)# interface gil/l/5
switchxxxxxx(config-if)# mdix auto

21.13 back-pressure

Use the back-pressure Interface Configuration (Ethernet) mode command to enable back pressure
on a specific interface. Use the no form of this command to disable back pressure.

Syntax
back-pressure

no back-pressure

Default Configuration
Back pressure is disabled.

Command Mode
Interface Configuration (Ethernet) mode

Example
The following example enables back pressure on port gil/1/5.

switchxxxxxx(config)# interface gil/l/5
switchxxxxxx(config-if)# back-pressure

21.14 port jumbo-frame

Use the port jumbo-frame Global Configuration mode command to enable jumbo frames on the
device. Use the no form of this command to disable jumbo frames.
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Syntax
port jumbo-frame

no port jumbo-frame

Default Configuration
Jumbo frames are disabled on the device.

Command Mode
Global Configuration mode

User Guidelines
This command takes effect only after resetting the device.

Example
The following example enables jumbo frames on the device.

switchxxxxxx(config)# port jumbo-frame

21.15 clear counters

Use the clear counters EXEC mode command to clear counters on all or on a specific interface.

Syntax
clear counters [interface-id]

Parameters

interface-id—Specifies an interface ID. The interface ID can be one of the following types: Ethernet
port or Port-channel.

Default Configuration
All counters are cleared.

Command Mode
EXEC mode

Example
The following example clears the statistics counters for gi1l/1/5.

switchxxxxxx# clear counters gil/l/5.

21.16 set interface active

Use the set interface active EXEC mode command to reactivate an interface that was shut down.

Syntax
set interface active {interface-id}
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Parameters

interface-id—Specifies an interface ID. The interface ID can be one of the following types: Ethernet
port or Port-channel.

Command Mode
EXEC mode

User Guidelines

This command is used to activate interfaces that were configured to be active, but were shut down
by the system.

Example
The following example reactivates gil/1/1.

switchxxxxxx# set interface active gil/l/1

21.17 errdisable recovery cause

Use the errdisable recovery cause Global Configuration mode command to enable automatic
re-activation of an interface after Err-Disable shutdown. Use the no form of this command to disable
automatic re-activation.

Syntax
errdisable recovery cause {all | port-security | dot1x-src-address | acl-deny |stp-bpdu-guard |
stp-loopback-guard}

no errdisable recovery cause {all | port-security | dotlx-src-address | acl-deny | stp-bpdu-guard |
stp-loopback-guard}

Parameters

m  all - Enables the error recovery mechanism for all the reasons

port-security - Enables the error recovery mechanism for the port security Err-Disable state.

dotlx-src-address - Enables the error recovery mechanism for the 802.1x Err-Disable state.

acl-deny - Enables the error recovery mechanism for the ACL Deny Err-Disable state.

stp-bpdu-guard - Enables the error recovery mechanism for thee STP BPDU Guard

Err-Disable state.

m  stp-loopback-guard - Enables the error recovery mechanism for the STP Loopback Guard
Err-Disable state.

Default Configuration
Automatic re-activation is disabled.

Command Mode
Global Configuration mode
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Example
The following example enables automatic re-activation of an interface after Loopback Detection
Err-Disable shutdown.

switchxxxxxx(config)# errdisable recovery cause loopback-detection

21.18 errdisable recovery interval

Use the errdisable recovery interval Global Configuration mode command timeout interval to set
the error recovery timeout interval. Use the no form of this command to return to the default
configuration.

Syntax
errdisable recovery interval seconds

no errdisable recovery interval

Parameters
seconds—Specifies the error recovery timeout interval in seconds. (Range: 30-86400)

Default Configuration
The default error recovery timeout interval is 300 seconds.

Command Mode
Global Configuration mode

Example
The following example sets the error recovery timeout interval to 10 minutes.

switchxxxxxx(config)# errdisable recovery interval 600

21.19 show interfaces configuration

Use the show interfaces configuration EXEC mode command to display the configuration for all
configured interfaces or for a specific interface.

Syntax
show interfaces configuration [interface-id | detailed]

Parameters
m interface-id—Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or Port-channel.

m  detailed—Displays information for non-present ports in addition to present ports.

Default Configuration
Display all interfaces. If detailed is not used, only present ports are displayed.
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Command Mode
EXEC mode

Example
The following example displays the configuration of all configured interfaces:

switchxxxxxx# show interfaces configuration

Flow Admin Back Mdix
Port Type Duplex Speed Neg control State Pressure Mode
gil/1/1 1G-Copper Full 10000 Disabled OFfF Up Disabled Off
gil/1/2 1G-Copper Full 1000 Disabled OFffF Up Disabled Off
Flow Admin
PO Type Speed Neg Control State
Pol Disabled OFfF Up

21.20 show interfaces status

Use the show interfaces status EXEC mode command to display the status of all interfaces or of a

specific interface.

Syntax
show interfaces status [interface-id | detailed]

Parameters

m  interface-id—Specifies an interface ID. The interface ID can be one of the following types:

Ethernet port or Port-channel.

m  detailed—Displays information for non-present ports in addition to present ports.

Command Mode
EXEC mode

Default Configuration
Display for all interfaces. If detailed is not used, only present ports are displayed.

Example
The following example displays the status of all configured interfaces.

switchxxxxxx# show interfaces status

Flow Link Back Mdix
Port Type Duplex Speed Neg ctrl State Pressure Mode
gil/1/1 1G-Copper Full 1000 Disabled OFf Up Disabled Off
gil/1/2 1G-Copper -- - - - Down - --
Flow Link
PO Type Duplex Speed Neg control State
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Pol 1G Full 10000 Disabled Off Up

21.21 show interfaces advertise

Use the show interfaces advertise EXEC mode command to display auto-negotiation
advertisement information for all configured interfaces or for a specific interface.

Syntax
show interfaces advertise [interface-id | detailed]

Parameters

m  interface-id—Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or Port-channel.

m  detailed—Displays information for non-present ports in addition to present ports.

Default Configuration
Display for all interfaces. If detailed is not used, only present ports are displayed.

Command Mode
EXEC mode

Examples
The following examples display auto-negotiation information.

switchxxxxxx# show interfaces advertise

Port Type Neg Operational Link
mmmm Ml ol Advertisement
gil/1/1 1G-Copper Enable = ——=====-----ooooooooooooooooo

gil/1/2 1G-Copper Enable
1000f, 100f, 10f, 10h

1000F

switchxxxxxx# show interfaces advertise gil/1/1
Port:gil/1l/1

Type: 1G-Copper

Link state: Up

Auto Negotiation: enabled
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10h 10f 100h

Admin Local link yes yes yes
Advertisement yes yes yes
Oper Local link Advertisement no no yes
Remote Local link - - -
Advertisement

Priority Resolution

switchxxxxxx# show interfaces advertise gil/1/1
Port: gil/1l/1

Type: 1G-Copper

Link state: Up

Auto negotiation: disabled.

21.22 show interfaces description

Use the show interfaces description EXEC mode command to display the description for all

configured interfaces or for a specific interface.

Syntax
show interfaces description [interface-id | detailed]

Parameters

m  interface-id—Specifies an interface ID. The interface ID can be one of the following types:

Ethernet port or Port-channel.

m  detailed—Displays information for non-present ports in addition to present ports.

Default Configuration

Display description for all interfaces.If detailed is not used, only present ports are displayed.

Command Mode
EXEC mode

Example
The following example displays the description of all configured interfaces.

switchxxxxxx# show interfaces description
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Port Descriptions

QIl/1/1 e e
gil/1/2 Port that should be used for management only
gil/1/3

gil/1/4

PO Description

Pol Output

21.23 show interfaces counters

Use the show interfaces counters EXEC mode command to display traffic seen by all the physical
interfaces or by a specific interface.

Syntax
show interfaces counters [interface-id | detailed]

Parameters

m  interface-id—Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or Port-channel.

m  detailed—Displays information for non-present ports in addition to present ports.

Default Configuration
Display counters for all interfaces. If detailed is not used, only present ports are displayed.

Command Mode
EXEC mode

Example
The following example displays traffic seen by all the physical interfaces.

switchxxxxxx# show interfaces counters gil/1/1

Port InUcastPkts InMcastPkts InBcastPkts InOctets
gil/1/1 0 0 0 0
Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
gil/1/1 0 1 35 7051

Alignment Errors: O

FCS Errors: O

Single Collision Frames: 0O
Multiple Collision Frames: O
SQE Test Errors: O

Deferred Transmissions: 0O
Late Collisions: O
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Excessive Collisions: 0
Carrier Sense Errors: 0O
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0O

Received Pause Frames: O
Transmitted Pause Frames: 0O
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The following table describes the fields shown in the display.

Field
InOctets
InUcastPkts
InMcastPkts
InBcastPkts
OutOctets
OutUcastPkts
OutMcastPkts
OutBcastPkts
FCS Errors

Single Collision Frames

Multiple Collision Frames

SQE Test Errors

Deferred Transmissions

Late Collisions

Excessive Collisions

Oversize Packets

Internal MAC Rx Errors

Received Pause Frames

Transmitted Pause Frames

Description

Number of received octets.

Number of received unicast packets.
Number of received multicast packets.
Number of received broadcast packets.
Number of transmitted octets.

Number of transmitted unicast packets.
Nmber of transmitted multicast packets.
Number of transmitted broadcast packets.

Number of frames received that are an integral
number of octets in length but do not pass the FCS
check.

Number of frames that are involved in a single
collision, and are subsequently transmitted
successfully.

Number of frames that are involved in more than
one collision and are subsequently transmitted
successfully.

Number of times that the SQE TEST ERROR is
received. The SQE TEST ERROR is set in
accordance with the rules for verification of the
SQE detection mechanism in the PLS Carrier
Sense Function as described in IEEE Std. 802.3,
2000 Edition, section 7.2.4.6.

Number of frames for which the first transmission
attempt is delayed because the medium is busy.

Number of times that a collision is detected later
than one slotTime into the transmission of a
packet.

Number of frames for which transmission fails due
to excessive collisions.

Number of frames received that exceed the
maximum permitted frame size.

Number of frames for which reception fails due to
an internal MAC sublayer receive error.

Number of MAC Control frames received with an
opcode indicating the PAUSE operation.

Number of MAC Control frames transmitted on this
interface with an opcode indicating the PAUSE
operation.
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21.24 show ports jumbo-frame

Use the show ports jumbo-frame EXEC mode command to display the whether jumbo frames are
enabled on the device.

Syntax
show ports jumbo-frame

Parameters
N/A

Default Configuration
N/A

Command Mode
EXEC mode

Example
The following example displays whether jumbo frames are enabled on the device.

switchxxxxxx# show ports jumbo-frame
Jumbo frames are disabled
Jumbo frames will be enabled after reset

21.25 show errdisable recovery

Use the show errdisable recovery EXEC mode command to display the Err-Disable configuration
of the device.

Syntax
show errdisable recovery

Parameters
N/A

Default Configuration
N/A

Command Mode
EXEC mode

Example
The following example displays the Err-Disable configuration.

switchxxxxxx# show errdisable recovery
Timer interval: 300 Seconds
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Reason Automatic Recovery
port-security Disable
dotlx-src-address Disable
acl-deny Enable
stp-bpdu-guard Disable
stp-loopback-guard Disable

21.26 show errdisable interfaces

Use the show errdisable interfaces EXEC mode command to display the Err-Disable state of all
interfaces or of a specific interface.

Syntax
show errdisable interfaces [interface-id]

Parameters
m interface—Interface number
m  port-channel-number—~Port channel index.

Default Configuration
Display for all interfaces.

Command Mode
EXEC mode

Example
The following example displays the Err-Disable state of all interfaces.

switchxxxxxx# show errdisable interfaces
Interface Reason

gil/1/50 stp-bpdu-guard

21.27 storm-control broadcast enable

Use the storm-control broadcast enable Interface Configuration mode command to enable storm
control on a port. Use the no form of this command to disable storm control.

Syntax
storm-control broadcast enable

no storm-control broadcast enable

Parameters
This command has no arguments or keywords.
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Default Configuration
Disabled

Command Mode
Interface Configuration mode (Ethernet)

User Guidelines
Use the storm-control include-multicast Interface Configuration command to count Multicast packets
and optionally unknown Unicast packets in the storm control calculation.

Example

switchxxxxxx(config)# interface gil/1/1
switchxxxxxx(config-if)# storm-control broadcast enable

21.28 storm-control broadcast level kbps

Use the storm-control broadcast level Interface Configuration mode command to configure the
maximum rate of broadcast on a port. Use the no form of this command to return to default.

Syntax
storm-control broadcast level kbps kbps

no storm-control broadcast level

Parameters
kbps—3500-10G

Default Configuration
1000

Command Mode
Interface Configuration mode (Ethernet)

User Guidelines
Use the storm-control broadcast enable Interface Configuration command to enable storm
control.

The calculated rate includes the 20 bytes of Ethernet framing overhead (preamble+SFD+IPG).

Example

switchxxxxxx(config)# interface gil/1/1
switchxxxxxx(config-iT)# storm-control broadcast level kbps 12345
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21.29 storm-control include-multicast

Use the storm-control include-multicast Interface Configuration mode command to count
Multicast packets in a Broadcast storm control. Use the no form of this command to disable counting
of Multicast packets in the Broadcast storm control.

Syntax
storm-control include-multicast

no storm-control include-multicast

Default Configuration
Disabled

Command Mode
Interface Configuration mode (Ethernet)

Example

switchxxxxxx(config)# interface gil/1/1
switchxxxxxx(config-if)# storm-control include-multicast

21.30 show storm-control

Use the show storm-control EXEC mode command to display the configuration of storm control for
all ports or for a specific one.

Syntax
show storm-control [interface-id | detailed]

Parameters
m  interface-id—Specifies an Ethernet port.
m  detailed—Displays information for non-present ports in addition to present ports.

Default Configuration
Display for all interfaces. If detailed is not used, only present ports are displayed.

Command Mode
EXEC mode

User Guidelines

Use the storm-control broadcast enable Interface Configuration command to enable storm
control.

The calculated rate includes the 20 bytes of Ethernet framing overhead (preamble+SFD+IPG).

If the suppression level in percentage is translated to a rate that is lower than the minimum rate, the
minimum rate is set.
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Example

switchxxxxxx# show storm-control
Port State Rate [Kbits/Sec] Included

gil/1/1 Enabled 12345 Broadcast, Multicast,
Unknown unicast
gil/1/2 Disabled 100000 Broadcast
Version 1.0
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PHY Diagnhostics Commands

22.1 test cable-diagnostics tdr

Use the test cable-diagnostics tdr Privileged EXEC mode command to use Time Domain
Reflectometry (TDR) technology to diagnose the quality and characteristics of a copper cable
attached to a port.

Syntax
test cable-diagnostics tdr interface interface-id

Parameters
interface-id—Specifies an Ethernet port ID.

Command Mode
Privileged EXEC mode

User Guidelines

This command does not work on fiber ports (if they exist on the device). The port to be tested should
be shut down during the test, unless it is a combination port with fiber port active. In this case, it does
not need to be shut down, because the test does not work on fiber ports.

The maximum length of cable for the TDR test is 120 meters.

Example
Example 1 - Test the copper cables attached to port 1 (a copper port).

switchxxxxxx# test cable-diagnostics tdr interface gil/l/1
Cable is open at 64 meters

Example 2 - Test the copper cables attached to port 2 (a combo port with fiber active).

switchxxxxxx# test cable-diagnostics tdr interface gil/1/2
Fiber ports are not supported

22.2 show cable-diagnostics tdr

Use the show cable-diagnostics tdr EXEC mode command to display information on the last Time
Domain Reflectometry (TDR) test performed on all copper ports or on a specific copper port.

Syntax
show cable-diagnostics tdr [interface interface-id | detailed]
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Parameters
m  interface-id—Specify an Ethernet port ID.
m  detailed—Displays information for non-present ports in addition to present ports.

Default Configuration
All ports are displayed. If detailed is not used, only present ports are displayed.

Command Mode
EXEC mode

User Guidelines
The maximum length of cable for the TDR test is 120 meters.

Example
The following example displays information on the last TDR test performed on all copper ports.

switchxxxxxx# show cable-diagnostics tdr

Port Result Length Date
————mm [meters]  _________________
gil/1/1  OK

gil/1/2  Short 50 13:32:00 23 July 2010

gil/1/3 Test has not been performed
gil/1/4  Open 64 13:32:00 23 July 2010

22.3 show cable-diagnostics cable-length

Use the show cable-diagnostics cable-length EXEC mode command to display the estimated
copper cable length attached to all ports or to a specific port.

Syntax
show cable-diagnostics cable-length [interface interface-id | detailed]

Parameters
m  interface-id—Specify an Ethernet port ID.

m  detailed—Displays information for non-present ports in addition to present ports.

Default Configuration
All ports are displayed. If detailed is not used, only present ports are displayed.

Command Mode
EXEC mode

User Guidelines
The port must be active and working at 100 M or 1000 M.
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Example
The following example displays the estimated copper cable length attached to all ports.

switchxxxxxx# show cable-diagnostics cable-length

Port Length [meters]
gil/1/1 < 50

gil/1/2 Copper not active
gil/1/3 110-140

22.4 show fiber-ports optical-transceiver

Use the show fiber-ports optical-transceiver EXEC mode command to display the optical
transceiver diagnostics.

Syntax
show iber-ports optical-transceiver [interface interface-id | detailed]

Parameters
m interface-id—Specify an Ethernet port ID.
m  detailed—Displays information for non-present ports in addition to present ports.

Default Configuration
All ports are displayed. If detailed is not used, only present ports are displayed.

Command Mode
EXEC mode

Example
The following examples display the optical transceiver diagnostics results.

switchxxxxxx# show Fiber-ports optical-transceiver
Port Temp Voltage Current Output Input LOS
Power Power

gil/1/1 w OK OK OK OK OK
gil/1/2 OK 0K OK E OK OK
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current
Output Power - Measured TX output power in milliWatts
Input Power - Measured RX received power in milliWatts
LOS - Loss of signal
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N/A - Not Available, N/S - Not Supported,
W - Warning, E - Error

SWitChXXXXXX#

show Fiber-ports optical-transceiver

Port Temp Voltage Current Output Input LOS

gil/1/1
gil/1/6
gil/1/7
gil/1/8
Temp
Voltage
Current
Output Power
Input Power
LOS

N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

[C] [Volt] [mA] Power  Power

[mWatt] [mWatt]

28 3.32 7.26 3.53 3.68 No
29 3.33 6.50 3.53 3.71 No
- Internally measured transceiver temperature

Internally measured supply voltage

Measured TX bias current

Measured TX output power in milliWatts

Measured RX received power in milliWatts

- Loss of signal
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23 Green Ethernet

23.1 green-ethernet energy-detect (global)

Use the green-ethernet energy-detect Global Configuration mode command to enable
Green-Ethernet Energy-Detect mode globally. Use the no form of this command to disabled it.

Syntax
green-ethernet energy-detect

no green-ethernet energy-detect

Parameters
N/A

Default Configuration
?2?

Command Mode
Global Configuration mode

Example

switchxxxxxx(config)# green-ethernet energy-detect

23.2 green-ethernet energy-detect (interface)

Use the green-ethernet energy-detect Interface configuration mode command to enable
green-ethernet Energy-Detect mode on a port. Use the no form of this command, to disable it on a
port.

Syntax
green-ethernet energy-detect

no green-ethernet energy-detect

Parameters
N/A

Default Configuration
??

Command Mode
Interface configuration mode (Ethernet)
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User Guidelines

Energy-Detect can work only when the port is a copper port. When a port is enabled for auto
selection, copper/fiber Energy-Detect cannot work.

It takes the PHY ~5 seconds to fall into sleep mode when the link is lost after normal operation.

Example

switchxxxxxx(config)# interface gil/1l/1
switchxxxxxx(config-if)# green-ethernet energy-detect

23.3 green-ethernet short-reach (global)

Use the green-ethernet short-reach Global Configuration mode command to enable
green-ethernet short-reach mode globally. Use the no form of this command to disabled it.

Syntax
green-ethernet short-reach

no green-ethernet short-reach

Parameters
N/A

Default Configuration
Disabled.

Command Mode
Global Configuration mode

Example

switchxxxxxx(config)# green-ethernet short-reach

23.4 green-ethernet short-reach (interface)

Use the green-ethernet short-reach Interface Configuration mode command to enable
green-ethernet short-reach mode on a port. Use the no form of this command to disable it on a port.

Syntax
green-ethernet short-reach

no green-ethernet short-reach

Parameters
N/A

Default Configuration
Disabled.
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Command Mode
Interface Configuration mode (Ethernet)

User Guidelines

When Short-Reach mode is enabled and is not forced, the VCT (Virtual Cable Tester) length check
must be performed. The VCT length check can be performed only on a copper port operating at a
speed of 1000 Mbps. If the media is not copper or the link speed is not 1000 Mbps and short-reach
mode is not forced (by green-ethernet short-reach force), Short-Reach mode is not applied.

When the interface is set to enhanced mode, after the VCT length check has completed and set the
power to low, an active monitoring for errors is done continuously. In the case of errors crossing a
certain threshold, the PHY will be reverted to long reach.

Note that EEE cannot be enabled if the Short-Reach mode is enabled.

Example

switchxxxxxx(config)# interface gil/l/1
switchxxxxxx(config-if)# green-ethernet short-reach

23.5 green-ethernet short-reach force

Use the green-ethernet short-reach force Interface Configuration mode command to force
short-reach mode on a port. Use the no form of this command to return to default.

Syntax
green-ethernet short-reach force

no green-ethernet short-reach force

Parameters
N/A

Default Configuration
Short-reach mode is not forced.

Command Mode
Interface Configuration mode (Ethernet)

Example

switchxxxxxx(config)# interface gil/1/1
switchxxxxxx(config-if)# green-ethernet short-reach force

23.6 green-ethernet short-reach threshold

Use the green-ethernet short-reach threshold Global Configuration mode command to set the
maximum cable length for applying short-reach. Use the no form of this command to return to
default.
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Syntax
green-ethernet short-reach threshold cable-length

no green-ethernet short-reach threshold

Parameters
cable-length—Specifies the maximum cable length (in meters) measured by VCT that allows
applying short-reach mode (cable-length 0—70 meters)

Default Configuration
The default length is 40 meters.

Command Mode
Global Configuration mode

User Guidelines

Note that the automatic cable length measurement accuracy is +-10 meters. i.e. a cable with a real
length of 30 m may be evaluated in the range of 20m—40m. Length performance depends on the link
partner signal quality, cable quality and whether the link partner also operates in short-reach mode.

Techaya recommends a default of 50m for any cable type.

However, Techaya tests show that the link partner can operate error free with a cable length of
up to 80 m (cat 5e).

The user may choose to change the threshold parameter under certain circumstances.

Setting the threshold to O meters, basically results in the short reach feature always being disabled,
because the threshold is always exceeded.

Example

switchxxxxxx(config)# interface gil/1/1
switchxxxxxx(config-iT)# green-ethernet short-reach threshold 30

23.7 green-ethernet power-meter reset

Use the green-ethernet power meter reset Privileged EXEC mode command to reset the power
save meter.

Syntax
g reen-ethernet power-meter reset

Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode.
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Example

switchxxxxxx# green-ethernet power-meter reset

23.8 show green-ethernet

Use the show green-ethernet Privileged EXEC mode command to display green-ethernet
configuration and information.

Syntax
show green-ethernet [interface-id | detailed]

Parameters
m  interface-id—Specifies an Ethernet port
m  detailed—Displays information for non-present ports in addition to present ports.

Default Configuration
Display for all ports. If detailed is not used, only present ports are displayed.

Command Mode
Privileged EXEC mode

User Guidelines
The power savings displayed is only relevant to the power saved by short reach and energy detect.

The EEE power saving is dynamic by nature since it is based on port utilization and is therefore not
taken into consideration.

The following describes the reasons for non-operation displayed by this command.

If there are a several reasons, then only the highest priority reason is displayed.

Energy-detect Non-operational Reasons

Priority Reason Description

1 NP Port is not present

2 LT Link Type is not supported (fiber, auto media select)
3 LU Port Link is up — NA

Short-Reach Non-operational Reasons

Priority Reason Description

1 NP Port is not present
2 LT Link Type is not supported (fiber)
3 LS Link Speed Is not Supported (100M,10M,10G)
4 LL Link Length received from VCT test exceeds threshold
6 LD Port Link is Down — NA
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Example

switchxxxxxx# show green-ethernet
Energy-Detect mode: Enabled

Short-Reach mode: Disabled

Power Savings: 24% (1.08W out of maximum 4.33W)
Cumulative Energy Saved: 33 [Watt*Hour]
Short-Reach cable length threshold: 50m

Port Energy-Detect

Admin Oper Reason
gil/1/1 on on
gil/1/2 on off LU
gil/1/3 on off LU

Short-Reach
Admin Force Oper Reason
off off off
on off off
off off off

Version 1.0
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Port Channel Commands

24.1 channel-group

Use the channel-group Interface Configuration (Ethernet) mode command to associate a port with
a port-channel. Use the no form of this command to remove a port from a port-channel.

Syntax
channel-group port-channel mode {on | auto}

no channel-group

Parameters

m  port-channel—Specifies the port channel number for the current port to join.

m  mode—Specifies the mode of joining the port channel. The possible values are:
* on—Forces the port to join a channel without an LACP operation.
* auto—Forces the port to join a channel as a result of an LACP operation.

Default Configuration
The port is not assigned to a port-channel.

Command Mode
Interface Configuration (Ethernet) mode

Default mode is on.

Example
The following example forces port gi1l/1/1 to join port-channel 1 without an LACP operation.

switchxxxxxx(config)# interface gil/l1/1
switchxxxxxx(config-if)# channel-group 1 mode on

24.2 port-channel load-balance

Use the port-channel load-balance Global Configuration mode command to configure the load
balancing policy of the port channeling. Use the no form of this command to reset to default.

Syntax
port-channel load-balance {src-dst-mac| src-dst-ip | src-dst-mac-ip}

no port-channel load-balance

Parameters
m  src-dst-mac—~Port channel load balancing is based on the source and destination MAC
addresses.

m  src-dst-mac-ip—Port channel load balancing is based on the source and destination of MAC
and IP addresses.
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m  src-dst-ip—Port channel load balancing is based on the source and destination IP addresses.

Default Configuration
src-dst-mac is the default option.

Command Mode
Global Configuration mode

User Guidelines
In src-dst-mac-ip-port load balancing policy, fragmented packets might be reordered.

Example

switchxxxxxx(config)# port-channel load-balance src-dst-mac
switchxxxxxx(config)# port-channel load-balance src-dst-mac-ip

24.3 show interfaces port-channel

Use the show interfaces port-channel EXEC mode command to display port-channel information
for all port channels or for a specific port channel.

Syntax
show interfaces port-channel [interface-id]

Parameters
interface-id—Specify an interface ID. The interface ID must be a Port Channel.

Command Mode
EXEC mode

Examples
The following example displays information on all port-channels.

switchxxxxxx# show interfaces port-channel
Load balancing: src-dst-mac.

Gathering information...

Channel Ports

Pol Active: gil/1/1,Inactive: gil/1/2-3
Po2 Active: gil/1/5 Inactive: gil/1/4
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25 Address Table Commands

25.1 bridge multicast filtering

Use the bridge multicast filtering Global Configuration mode command to enable the filtering of
Multicast addresses. Use the no form of this command to disable Multicast address filtering.

Syntax
bridge multicast filtering

no bridge multicast filtering

Default Configuration
Multicast address filtering is disabled. All Multicast addresses are flooded to all ports.

Command Mode
Global Configuration mode

User Guidelines

When this feature is enabled, unregistered Multicast traffic (as opposed to registered) will still be
flooded.

All registered Multicast addresses will be forwarded to the Multicast groups. There are two ways to
manage Multicast groups, one is the IGMP Snooping feature, and the other is the bridge multicast
forward-all command.

Example
The following example enables bridge Multicast filtering.

switchxxxxxx(config)# bridge multicast filtering

25.2 bridge multicast mode

Use the bridge multicast mode Interface Configuration (VLAN) mode command to configure the
Multicast bridging mode. Use the no form of this command to return to the default configuration.

Syntax
bridge multicast mode {mac-group | ip-group | ip-src-group}

no bridge multicast mode

Parameters
m  mac-group—Specifies that Multicast bridging is based on the packet's VLAN and MAC
address.

m  ipv4-group—Specifies that Multicast bridging is based on the packet's VLAN and MAC address
for non-IPv4 packets, and on the packet's VLAN and IPv4 destination address for IPv4 packets.
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m  ipv4-src-group—Specifies that Multicast bridging is based on the packet's VLAN and MAC
address for non-IPv4 packets, and on the packet's VLAN, IPv4 destination address and IPv4
source address for IPv4 packets.

Default Configuration
The default mode is mac-group.

Command Mode
Interface Configuration (VLAN) mode

User Guidelines

Use the mac-group option when using a network management system that uses a MIB based on the
Multicast MAC address. Otherwise, it is recommended to use the ipv4-group or ipv4-src-group
mode, because there is no overlapping of IPv4 Multicast addresses in these modes.

For each Forwarding Data Base (FDB) mode, use different CLI commands to configure static entries
in the FDB, as described in the following table:

FDB Mode CLI Commands
mac-group bridge multicast address bridge multicast forbidden
address
ipv4-group bridge multicast bridge multicast forbidden
ip-address ip-addresss
ipv4-src-group bridge multicast source bridge multicast forbidden source
group group

The following table describes the actual data that is written to the Forwarding Data Base (FDB) as a
function of the IGMP version that is used in the network:

FDB mode IGMP version 2 | IGMP version 3

mac-group MAC group address MAC group address
ipv4-group IP group address IP group address
ipv4-src-group *) IP source and group addresses

(*) Note that (*,G) cannot be written to the FDB if the mode is ipv4-src-group. In that case, no new
FDB entry is created, but the port is added to the static (S,G) entries (if they exist) that belong to the
requested group. It is recommended to set the FDB mode to ipv4-group or mac-group for IGMP
version 2.

If an application on the device requests (*,G), the operating FDB mode is changed to ipv4-group.

Example
The following example configures the Multicast bridging mode as an ipv4-group on VLAN 2.

switchxxxxxx(config)# interface vlan 2
switchxxxxxx(config-if)# bridge multicast mode ipv4-group
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25.3 bridge multicast address

Use the bridge multicast address Interface Configuration (VLAN) mode command to register a
MAC-layer Multicast address in the bridge table and statically add or remove ports to or from the
group. Use the no form of this command to unregister the MAC address.

Syntax
bridge multicast address {mac-multicast-address | ipv4-multicast-address} [[add | remove]
{ethernet interface-list | port-channel port-channel-list}]

no bridge multicast address {mac-multicast-address}

Parameters

m  mac-multicast-address | ipv4-multicast-address—Specifies the group Multicast address.
m add—Adds ports to the group.

m  remove—Removes ports from the group.

n

ethernet interface-list—Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet
ports with a comma and no spaces. Use a hyphen to designate a range of ports.

m  port-channel port-channel-list—Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces; use a hyphen to designate a range of port
channels.

Default Configuration
No Multicast addresses are defined.

If ethernet interface-list or port-channel port-channel-list is specified without specifying add or
remove, the default option is add.

Command Mode
Interface Configuration (VLAN) mode

User Guidelines
To register the group in the bridge database without adding or removing ports or port channels,
specify the mac-multicast-address parameter only.

Static Multicast addresses can be defined on static VLANS only.

You can execute the command before the VLAN is created.

Examples
Example 1 - The following example registers the MAC address to the bridge table:

switchxxxxxx(config)# interface vlan 8
switchxxxxxx(config-if)# bridge multicast address 01:00:5e:02:02:03

Example 2 - The following example registers the MAC address and adds ports statically.

switchxxxxxx(config)# interface vlan 8

switchxxxxxx(config-if)# bridge multicast address 01:00:5e:02:02:03 add
gil/1/1-2
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25.4 Dbridge multicast forbidden address

Use the bridge multicast forbidden address Interface Configuration (VLAN) mode command to
forbid adding or removing a specific Multicast address to or from specific ports. Use the no form of
this command to restore the default configuration.

Syntax
bridge multicast forbidden address {mac-multicast-address | ipv4-multicast-address} {add |
remove} {ethernet interface-list | port-channel port-channel-list}

no bridge multicast forbidden address {mac-multicast-address}

Parameters

m  mac-multicast-address | ipv4-multicast-address—Specifies the group Multicast address.
m  add—Forbids adding ports to the group.

m  remove—Forbids removing ports from the group.

n

ethernet interface-list—Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet
ports with a comma and no spaces. Use a hyphen to designate a range of ports.

m  port-channel port-channel-list—Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces. Use a hyphen to designate a range of port
channels.

Default Configuration
No forbidden addresses are defined.

Default option is add.

Command Mode
Interface Configuration (VLAN) mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered, using bridge multicast
address.

You can execute the command before the VLAN is created.

Example
The following example forbids MAC address 0100.5e02.0203 on port gi1/1/9 within VLAN 8.

switchxxxxxx(config)# interface vlan 8
switchxxxxxx(config-if)# bridge multicast address 0100.5e02.0203

switchxxxxxx(config-if)# bridge multicast forbidden address
0100.5e02.0203 add gil/1/9

25.5 Dbridge multicast ip-address

Use the bridge multicast ip-address Interface Configuration (VLAN) mode command to register
IP-layer Multicast addresses to the bridge table, and statically add or remove ports to or from the
group. Use the no form of this command to unregister the IP address.
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Syntax
bridge multicast ip-address ip-multicast-address [[add | remove] {ethernet interface-list |
port-channel port-channel-list}]

no bridge multicast ip-address ip-multicast-address

Parameters

m  ip-multicast-address—Specifies the group IP Multicast address.
= add—Adds ports to the group.

m  remove—Removes ports from the group.

u

ethernet interface-list—Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet
ports with a comma and no spaces. Use a hyphen to designate a range of ports.

m  port-channel port-channel-list—Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces. Use a hyphen to designate a range of port
channels.

Default Configuration
No Multicast addresses are defined.

Default option is add.

Command Mode
Interface Configuration (VLAN) mode

User Guidelines
To register the group in the bridge database without adding or removing ports or port channels,
specify the ip-multicast-address parameter only.

Static Multicast addresses can be defined on static VLANSs only.

You can execute the command before the VLAN is created.

Example
The following example registers the specified IP address to the bridge table:

switchxxxxxx(config)# interface vlan 8
switchxxxxxx(config-if)# bridge multicast ip-address 239.2.2.2

The following example registers the IP address and adds ports statically.

switchxxxxxx(config)# interface vlan 8

switchxxxxxx(config-if)# bridge multicast ip-address 239.2.2.2 add
gil/1/9

25.6 bridge multicast forbidden ip-address

Use the bridge multicast forbidden ip-address Interface Configuration (VLAN) mode command to
forbid adding or removing a specific IP Multicast address to or from specific ports. Use the no form of
this command to restore the default configuration.
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Syntax
bridge multicast forbidden ip-address {ip-multicast-address} {add | remove} {ethernet
interface-list | port-channel port-channel-list}

no bridge multicast forbidden ip-address {ip-multicast-address}

Parameters

m  ip-multicast-address—Specifies the group IP Multicast address.
m  add—Forbids adding ports to the group.

m  remove—Forbids removing ports from the group.

u

ethernet interface-list—Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet
ports with a comma and no spaces. Use a hyphen to designate a range of ports.

m  port-channel port-channel-list—Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces. Use a hyphen to designate a range of port
channels.

Default Configuration
No forbidden addresses are defined.

Command Mode
Interface Configuration (VLAN) mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.

Example

The following example registers IP address 239.2.2.2, and forbids the IP address on port gil/1/9
within VLAN 8.

switchxxxxxx(config)# interface vlan 8
switchxxxxxx(config-if)# bridge multicast ip-address 239.2.2.2

switchxxxxxx(config-if)# bridge multicast forbidden ip-address
239.2.2.2 add gi1/1/9

25.7 bridge multicast source group

Use the bridge multicast source group Interface Configuration (VLAN) mode command to register
a source IP address - Multicast IP address pair to the bridge table, and statically add or remove ports
to or from the source-group. Use the no form of this command to unregister the source-group-pair.

Syntax
bridge multicast source ip-address group ip-multicast-address [[add | remove] {ethernet
interface-list | port-channel port-channel-list}]

no bridge multicast source ip-address group ip-multicast-address

Parameters
m  ip-address—Specifies the source IP address.
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ip-multicast-address—Specifies the group IP Multicast address.
add—Adds ports to the group for the specific source IP address.
remove—Removes ports from the group for the specific source IP address.

ethernet interface-list—Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet
ports with a comma and no spaces. Use a hyphen to designate a range of ports.

m  port-channel port-channel-list—Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces; use a hyphen to designate a range of port
channels.

Default Configuration
No Multicast addresses are defined.

The default option is add.

Command Mode
Interface Configuration (VLAN) mode

User Guidelines
You can execute the command before the VLAN is created.

Example
The following example registers a source IP address - Multicast IP address pair to the bridge table:

switchxxxxxx(config)# interface vlan 8

switchxxxxxx(config-if)# bridge multicast source 13.16.1.1 group
239.2.2.2

25.8 bridge multicast forbidden source group

Use the bridge multicast forbidden source group Interface Configuration (VLAN) mode
command to forbid adding or removing a specific IP source address - Multicast address pair to or
from specific ports. Use the no form of this command to return to the default configuration.

Syntax
bridge multicast forbidden source ip-address group ip-multicast-address {add | remove}
{ethernet interface-list | port-channel port-channel-list}

no bridge multicast forbidden source ip-address group ip-multicast-address

Parameters

m  ip-address—Specifies the source IP address.

ip-multicast-address—Specifies the group IP Multicast address.

add—Forbids adding ports to the group for the specific source IP address.

remove—~Forbids removing ports from the group for the specific source IP address.

ethernet interface-list—Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet

ports with a comma and no spaces. Use a hyphen to designate a range of ports.

m  port-channel port-channel-list—Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces; use a hyphen to designate a range of port
channels.
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Default Configuration
No forbidden addresses are defined.

Command Mode
Interface Configuration (VLAN) mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.

Example

The following example registers a source IP address - Multicast IP address pair to the bridge table,
and forbids adding the pair to port gi1l/1/9 on VLAN 8:

switchxxxxxx(config)# interface vlan 8

switchxxxxxx(config-if)# bridge multicast source 13.16.1.1 group
239.2.2.2

switchxxxxxx(config-if)# bridge multicast forbidden source 13.16.1.1
group 239.2.2.2 add gil/1/9

25.9 Dbridge multicast ipv6 mode

Use the bridge multicast ipv6 mode Interface Configuration (VLAN) mode command to configure
the Multicast bridging mode for IPv6 Multicast packets. Use the no form of this command to return to
the default configuration.

Syntax
bridge multicast ipvé mode {mac-group | ip-group | ip-src-group}

no bridge multicast ipvé mode

Parameters

m  mac-group—Specifies that Multicast bridging is based on the packet's VLAN and MAC
destination address.

m  ip-group—Specifies that Multicast bridging is based on the packet's VLAN and IPv6 destination
address for IPv6 packets.

m  ip-src-group—Specifies that Multicast bridging is based on the packet's VLAN, IPv6
destination address and IPv6 source address for IPv6 packets.

Default Configuration
The default mode is mac-group.

Command Mode
Interface Configuration (VLAN) mode

User Guidelines

Use the mac-group mode when using a network management system that uses a MIB based on the
Multicast MAC address.
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For each Forwarding Data Base (FDB) mode, use different CLI commands to configure static entries
for IPv6 Multicast addresses in the FDB, as described in the following table::

FDB Mode CLI Commands

mac-group bridge multicast address bridge multicast forbidden
address

ipv6-group bridge multicast ipv6 ip-address bridge multicast ipv6 forbidden
ip-address

ipv6-src-group bridge multicast ipv6 source group | bridge multicast ipv6 forbidden
source group

The following table describes the actual data that is written to the Forwarding Data Base (FDB) as a
function of the MLD version that is used in the network:(*) Note that (*,G) cannot be written to the

FDB mode MLD version 1 | MLD version 2
mac-group MAC group address MAC group address

ipv6-group IPv6 group address IPv6 group address
ipv6-src-group @) IPv6 source and group addresses

FDB if the mode is ip-src-group. In that case, no new FDB entry is created, but the port is added to
the (S,G) entries (if they exist) that belong to the requested group. If an application on the device
requests (*,G), the operating FDB mode is changed to ip-group.

You can execute the command before the VLAN is created.

Example
The following example configures the Multicast bridging mode as an ip-group on VLAN 2.

switchxxxxxx(config)# interface vlan 2
switchxxxxxx(config-if)# bridge multicast ipv6 mode ip-group

25.10 bridge multicast ipv6 ip-address

Use the bridge multicast ipv6 ip-address Interface Configuration (VLAN) mode command to
register an IPv6 Multicast address to the bridge table, and statically add or remove ports to or from
the group. Use the no form of this command to unregister the IPv6 address.

Syntax
bridge multicast ipv6 ip-address ipv6-multicast-address [[add | remove] {ethernet interface-list |
port-channel port-channel-list}]

no bridge multicast ipv6 ip-address ip-multicast-address

Parameters

m  ipv6-multicast-address—Specifies the group IPv6 multicast address.
m  add—Adds ports to the group.

m  remove—Removes ports from the group.
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m  ethernet interface-list—Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet
ports with a comma and no spaces; use a hyphen to designate a range of ports.

m  port-channel port-channel-list—Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces. Use a hyphen to designate a range of port
channels.

Default Configuration
No Multicast addresses are defined.

The default option is add.

Command Mode
Interface Configuration (VLAN) mode

User Guidelines
To register the group in the bridge database without adding or removing ports or port channels,
specify the ipv6-multicast-address parameter only.

Static Multicast addresses can be defined on static VLANS only.

You can execute the command before the VLAN is created.

Example
Example 1 - The following example registers the IPv6 address to the bridge table:

switchxxxxxx(config)# interface vlan 8

switchxxxxxx(config-if)# bridge multicast ipv6 ip-address
FF00:0:0:0:4:4:4:1

Example 2 - The following example registers the IPv6 address and adds ports statically.

switchxxxxxx(config)# interface vlan 8

switchxxxxxx(config-if)# bridge multicast ipv6 ip-address
FF00:0:0:0:4:4:4:1 add gil1/1/1-2

25.11 bridge multicast ipv6 forbidden ip-address

Use the bridge multicast ipv6 forbidden ip-address Interface Configuration (VLAN) mode
command to forbid adding or removing a specific IPv6 Multicast address to or from specific ports. To
restore the default configuration, use the no form of this command.

Syntax
bridge multicast ipv6 forbidden ip-address {ipv6-multicast-address} {add | remove} {ethernet
interface-list | port-channel port-channel-list}

no bridge multicast ipv6 forbidden ip-address {ipv6-multicast-address}
Parameters

m  ipv6-multicast-address—Specifies the group IPv6 Multicast address.
m add—~Forbids adding ports to the group.
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remove—~Forbids removing ports from the group.

ethernet interface-list—Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet
ports with a comma and no spaces. Use a hyphen to designate a range of ports.

m  port-channel port-channel-list—Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces. Use a hyphen to designate a range of port
channels.

Default Configuration
No forbidden addresses are defined.

The default option is add.

Command Mode
Interface Configuration (VLAN) mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.

Example

The following example registers an IPv6 Multicast address, and forbids the IPv6 address on port
gi1/1/9 within VLAN 8.

switchxxxxxx(config)# interface vlan 8

switchxxxxxx(config-if)# bridge multicast ipv6 ip-address
FF00:0:0:0:4:4:4:1

switchxxxxxx(config-if)# bridge multicast ipv6 forbidden ip-address
FF00:0:0:0:4:4:4:1 add gil1/1/9

25.12 bridge multicast ipv6 source group

Use the bridge multicast ipv6 source group Interface Configuration (VLAN) mode command to
register a source IPv6 address - Multicast IPv6 address pair to the bridge table, and statically add or
remove ports to or from the source-group. Use the no form of this command to unregister the
source-group-pair.

Syntax
bridge multicast ipv6 source ipv6-source-address group ipv6-multicast-address [[add | remove]
{ethernet interface-list | port-channel port-channel-list}]

no bridge multicast ipv6 source ipv6-address group ipv6-multicast-address

Parameters

m  ipv6-source-address—Specifies the source IPv6 address.
ipv6-multicast-address—Specifies the group IPv6 Multicast address.
add—Adds ports to the group for the specific source IPv6 address.
remove—Removes ports from the group for the specific source IPv6 address.

ethernet interface-list—Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet
ports with a comma and no spaces. Use a hyphen to designate a range of ports.
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m  port-channel port-channel-list—Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces. Use a hyphen to designate a range of port
channels.

Default Configuration
No Multicast addresses are defined.

The default option is add.

Command Mode
Interface Configuration (VLAN) mode

Example

The following example registers a source IPv6 address - Multicast IPv6 address pair to the bridge
table:

switchxxxxxx(config)# interface vlan 8

switchxxxxxx(config-if)# bridge multicast source 2001:0:0:0:4:4:4 group
FF00:0:0:0:4:4:4:1

25.13 bridge multicast ipv6 forbidden source group

Use the bridge multicast ipv6 forbidden source group Interface Configuration (VLAN) mode
command to forbid adding or removing a specific IPv6 source address - Multicast address pair to or
from specific ports. Use the no form of this command to return to the default configuration.

Syntax
bridge multicast ipv6 forbidden source ipv6-source-address group ipv6-multicast-address {add |
remove} {ethernet interface-list | port-channel port-channel-list}

no bridge multicast ipv6 forbidden source ipv6-address group ipv6-multicast-address

Parameters

m  ipv6-source-address—Specifies the source IPv6 address.
ipv6-multicast-address—Specifies the group IPv6 multicast address.

add—~Forbids adding ports to the group for the specific source IPv6 address.
remove—~Forbids removing ports from the group for the specific source IPv6 address.

ethernet interface-list—Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet
ports with a comma and no spaces. Use a hyphen to designate a range of ports.

m  port-channel port-channel-list—Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces; use a hyphen to designate a range of port
channels.

Default Configuration
No forbidden addresses are defined.

Command Mode
Interface Configuration (VLAN) mode
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User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.

Example

The following example registers a source IPv6 address - Multicast IPv6 address pair to the bridge
table, and forbids adding the pair to gi1/1/9 on VLAN 8:

switchxxxxxx(config)# interface vlan 8

switchxxxxxx(config-if)# bridge multicast source 2001:0:0:0:4:4:4 group
FF00:0:0:0:4:4:4:1

switchxxxxxx(config-if)# bridge multicast forbidden source
2001:0:0:0:4:4:4:1 group FF00:0:0:0:4:4:4:1 add gi1/1/9

25.14 Dbridge multicast unregistered

Use the bridge multicast unregistered Interface Configuration (Ethernet, Port-Channel) mode
command to configure forwarding unregistered Multicast addresses. Use the no form of this
command to restore the default configuration.

Syntax
bridge multicast unregistered {forwarding | filtering}

no bridge multicast unregistered

Parameters
m  forwarding—Forwards unregistered Multicast packets.
m filtering—Filters unregistered Multicast packets.

Default Configuration
Unregistered Multicast addresses are forwarded.

Command Mode
Interface Configuration (Ethernet, Port-Channel) mode

User Guidelines

Do not enable unregistered Multicast filtering on ports that are connected to routers, because the
224.0.0.x address range should not be filtered. Note that routers do not necessarily send IGMP
reports for the 224.0.0.x range.

You can execute the command before the VLAN is created.

Example
The following example specifies that unregistered Multicast packets are filtered on gi1l/1/1:

switchxxxxxx(config)# interface gil/l/1
switchxxxxxx(config-if)# bridge multicast unregistered filtering
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25.15 bridge multicast forward-all

Use the bridge multicast forward-all Interface Configuration (VLAN) mode command to enable
forwarding all multicast packets for a range of ports or port channels. Use the no form of this
command to restore the default configuration.

Syntax
bridge multicast forward-all {add | remove} {ethernet interface-list | port-channel
port-channel-list}

no bridge multicast forward-all

Parameters
m add—Forces forwarding of all Multicast packets.
m  remove—Does not force forwarding of all Multicast packets.

m  ethernet interface-list—Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet
ports with a comma and no spaces. Use a hyphen to designate a range of ports.

m  port-channel port-channel-list—Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces. Use a hyphen to designate a range of port
channels.

Default Configuration
Forwarding of all Multicast packets is disabled.

Command Mode
Interface Configuration (VLAN) mode

Example
The following example enables all Multicast packets on port gi1/1/8 to be forwarded.

switchxxxxxx(config)# interface vlan 2
switchxxxxxx(config-if)# bridge multicast forward-all add gil/1/8

25.16 bridge multicast forbidden forward-all

Use the bridge multicast forbidden forward-all Interface Configuration (VLAN) mode command to
forbid a port to dynamically join Multicast groups. Use the no form of this command to restore the
default configuration.

Syntax
bridge multicast forbidden forward-all {add | remove} {ethernet interface-list | port-channel
port-channel-list}

no bridge multicast forbidden forward-all

Parameters
m add—Forbids forwarding of all Multicast packets.
m  remove—Does not forbid forwarding of all Multicast packets.
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m  ethernet interface-list —Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet
ports with a comma and no spaces. Use a hyphen to designate a range of ports.

m  port-channel port-channel-list—Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces; use a hyphen to designate a range of port
channels.

Default Configuration
Ports are not forbidden to dynamically join Multicast groups.

The default option is add.

Command Mode
Interface Configuration (VLAN) mode

User Guidelines
Use this command to forbid a port to dynamically join (by IGMP, for example) a Multicast group.

The port can still be a Multicast router port.

Example
The following example forbids forwarding of all Multicast packets to gi1/1/1 within VLAN 2.

switchxxxxxx(config)# interface vlan 2

switchxxxxxx(config-if)# bridge multicast forbidden forward-all add
ethernet gil/1/1

25.17 bridge unicast unknown

Use the bridge unicast unknown Interface Configuration mode command to enable egress filtering
of Unicast packets where the destination MAC address is unknown to the device. Use the no form of
this command to restore the default configuration.

Syntax
bridge unicast unknown {filtering | forwarding}

no bridge unicast unknown
Parameters
m  filtering—Filter unregistered Unicast packets.

m  forwarding—Forward unregistered Unicast packets.

Default Configuration
Forwarding.

Command Mode
Interface Configuration mode
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Example
The following example drops Unicast packets on VLAN 2 when the destination is unknown.

switchxxxxxx(config)# interface vlan 2
switchxxxxxx(config-if)# bridge unicast unknown filtering

25.18 show bridge unicast unknown

Use the show bridge unicast unknown command to display the unknown Unicast filtering
configuration.

Syntax
show bridge unicast unknown [interface-id]

Parameters

interface-id—Specify an interface ID. The interface ID can be one of the following types: Ethernet
port or port-channel

Default

Command Mode
EXEC

Example

Console # show bridge unicast unknown

Port Unregistered
171 Forward
172 Filter
1/3 Filter

25.19 mac address-table static

Use the mac address-table static Global Configuration mode command to add a MAC-layer station
source address to the MAC address table. Use the no form of this command to delete the MAC
address.

Syntax
mac address-table static mac-address vlan vlan-id interface interface-id [permanent |
delete-on-reset | delete-on-timeout | secure]

no mac address-table static [mac-address] vlan vilan-id

Parameters
m  mac-address—MAC address (Range: Valid MAC address)
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vlan-id—Specify the VLAN
interface-id—Specify an interface ID. The interface ID can be one of the following types:
Ethernet port or port-channel (Range: valid ethernet port, valid port-channel)

permanent—The permanent static MAC address. The keyword is applied by the default.
delete-on-reset—The delete-on-reset static MAC address.

delete-on-timeout—The delete-on-timeout static MAC address.

secure—The secure MAC address. May be used only in a secure mode.

Default Configuration
No static addresses are defined. The default mode for an added address is permanent.

Command Mode
Global Configuration mode

User Guidelines

Use the command to add a static MAC address with given time-to-live in any mode or to add a
secure MAC address in a secure mode.

Each MAC address in the MAC address table is assigned two attributes: type and time-to-live.
The following value of time-of-live is supported:
m  permanent—a MAC address is saved until it is removed manually.

m  delete-on-reset—a MAC address is saved until the next reboot.
m  delete-on-timeout—a MAC address that may be removed by the aging timer.

The following types are supported:

m  static—MAC address manually added by the command with the following keywords specifying
its time-of-live:
* permanent
* delete-on-reset
* delete-on-timeout
A static MAC address may be added in any port mode.

m  secure—A MAC address added manually or learned in a secure mode. Use the mac
address-table static command with the secure keyword to add a secure MAC address. The
MAC address cannot be relearned.

A secure MAC address may be added only in a secure port mode.

m  dynamic—a MAC address learned by the switch in non secure mode. A value of its
time-to-live attribute is delete-on-timeout.

Examples
Example 1 - The following example adds two permanent static MAC address:

switchxxxxxx(conf)#mac address-table static 00:3f:bd:45:5a:bl vlan 1
interface gil/1/1

switchxxxxxx(conf)mac address-table static 00:3f:bd:45:5a:b2 vlan 1
interface gil/1l/1 permanent
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Example 2 - The following example adds a deleted-on-reset static MAC address:

switchxxxxxx(conf)mac address-table static 00:3f:bd:45:5a:b2 vlan 1
interface gil/1/1 delete-on-reset

Example 3 - The following example adds a deleted-on-timeout static MAC address:

switchxxxxxx(conf)mac address-table static 00:3f:bd:45:5a:b2 vlan 1
interface gil/1/1 delete-on-timeout

Example 4 - The following example adds a secure MAC address:

switchxxxxxx(conf)mac address-table static 00:3f:bd:45:5a:b2 vlan 1
interface gil/1/1 secure

25.20 clear mac address-table

Use the clear mac address-table Privileged EXEC command to remove learned or secure entries
from the forwarding database (FDB).

Syntax
clear mac address-table dynamic interface interface-id

clear mac address-table secure interface interface-id

Parameters

m  dynamic interface interface-id—Delete all dynamic (learned) addresses on the specified
interface.The interface ID can be one of the following types: Ethernet port or port-channel. If
interface ID is not supplied, all dynamic addresses are deleted.

m  secure interface interface-id—Delete all the secure addresses learned on the specific
interface. A secure address on a MAC address learned on ports on which port security is
defined.

Default Configuration
For dynamic addresses, if interface-id is not supplied, all dynamic entries are deleted.

Command Mode
Privileged EXEC mode

Examples:
Example 1 - Delete all dynamic entries from the FDB.

switchxxxxxx# clear mac address-table dynamic

Example 2 - Delete all secure entries from the FDB learned on secure port gil.

switchxxxxxx# clear mac address-table secure interface gil
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25.21 mac address-table aging-time

Use the mac address-table aging-time Global configuration command to set the aging time of the
address table. Use the no form of this command to restore the default.

Syntax
mac address-table aging-time seconds

no mac address-table aging-time

Parameters
seconds—Time is number of seconds. (Range:10-630)

Default Configuration
10-630

Command Mode
Global Configuration mode

Example

switchxxxxxx(config)# mac address-table aging-time 600

25.22 port security

Use the port security Interface Configuration (Ethernet, Port-channel) mode command to enable
port security learning mode on an interface. Use the no form of this command to disable port
security learning mode on an interface.

Syntax
port security [forward | discard | discard-shutdown] [trap seconds]

no port security

Parameters
m  forward—Forwards packets with unlearned source addresses, but does not learn the address.
m  discard—Discards packets with unlearned source addresses.

m  discard-shutdown—Discards packets with unlearned source addresses and shuts down the
port.

m  trap seconds—Sends SNMP traps and specifies the minimum time interval in seconds between
consecutive traps. (Range: 1-1000000)

Default Configuration
The feature is disabled by default.

The default mode is discard.

The default number of seconds is zero, but if traps is entered, a number of seconds must also be
entered.
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Command Mode
Interface Configuration (Ethernet, port-channel) mode

User Guidelines
The command may be used only when the interface in the regular (non-secure with unlimited MAC
learning) mode.

See the bridge unicast unknown command for information about MAC address attributes (type and
time-to-live) definitions.

When the port security command enables the lock mode on a port all dynamic addresses learned
on the port are changed to permanent secure addresses.

When the port security command enables a mode on a port differing from the lock mode all
dynamic addresses learned on the port are deleted.

When the no port security command cancels a secure mode on a port all secure addresses
defined on the port are changed to dynamic addresses.

Additionally to set a mode, use the port security command to set an action that the switch should
perform on a frame which source MAC address cannot be learned.

Example

The following example forwards all packets to port gi1l/1/1 without learning addresses of packets
from unknown sources and sends traps every 100 seconds, if a packet with an unknown source
address is received.

switchxxxxxx(config) interface gil/1/7
switchxxxxxx(config-if)port security mode lock
switchxxxxxx(config-if)port security forward trap 100
switchxxxxxx(config-if)exit

25.23 port security mode

Use the port security mode Interface Configuration (Ethernet, port-channel) mode command
configures the port security learning mode. Use the no form of this command to restore the default
configuration.

Syntax

port security mode {max-addresses | lock | secure permanent |secure delete-on-reset}

no port security mode

Parameters

m  max-addresses—Non secure mode with limited learning dynamic MAC addresses. The static
MAC addresses may be added on the port manually by the bridge unicast unknown command.

m  lock—Secure mode without MAC learning. The static and secure MAC addresses may be
added on the port manually by the bridge unicast unknown command.

m  secure permanent—Secure mode with limited learning permanent secure MAC addresses
with the permanent time-of-live. The static and secure MAC addresses may be added on the
port manually by the mac address-table static command.
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m  secure delete-on-reset—Secure mode with limited learning secure MAC addresses with the
delete-on-reset time-of-live. The static and secure MAC addresses may be added on the port
manually by the mac address-table static command.

Default Configuration
The default port security mode is lock.

Command Mode
Interface Configuration (Ethernet, port-channel) mode

User Guidelines

The default port mode is called regular. In this mode, the port allows unlimited learning of dynamic
addresses. The static MAC addresses may be added on the port manually by the bridge unicast
unknown command.

The command may be used only when the interface in the regular (non-secure with unlimited MAC
learning) mode.

Use the port security mode command to change the default mode before the port security mode
command.

Example
The following example sets the port security mode to Lock for gil/1/7.

switchxxxxxx(config) interface gil/1/7
switchxxxxxx(config-if)port security mode lock
switchxxxxxx(config-if)port security
switchxxxxxx(config-if)exit

25.24 port security max

Use the port security max Interface Configuration (Ethernet, Port-channel) mode command to
configure the maximum number of addresses that can be learned on the port while the port is in port,
max-addresses or secure mode. Use the no form of this command to restore the default
configuration.

Syntax
port security max max-addr

no port security max

Parameters

max-addr—Specifies the maximum number of addresses that can be learned on the port. (Range:
0-256)

Default Configuration
This default maximum number of addresses is 1.

Command Mode
Interface Configuration (Ethernet, Port-channel) mode
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User Guidelines
The command may be used only when the interface in the regular (non-secure with unlimited MAC
learning) mode.

Use this command to change the default value before the port security command.

Example
The following example sets the port to limited learning mode:

switchxxxxxx(config)#interface gi7
switchxxxxxx(config-if)port security mode max
switchxxxxxx(config-if)port security max 20
switchxxxxxx(config-if)port security
switchxxxxxx(config-if)exit

25.25 port security routed secure-address

Use the port security routed secure-address Interface Configuration (Ethernet, Port-channel)
mode command to add a MAC-layer secure address to a routed port. (port that has an IP address
defined on it). Use the no form of this command to delete a MAC address from a routed port.

Syntax
port security routed secure-address mac-address

no port security routed secure-address [mac-address]

Parameters
mac-address—Specifies the MAC address.

Default Configuration
No addresses are defined.

Command Mode

Interface Configuration (Ethernet, port-channel) mode. It cannot be configured for a range of
interfaces (range context).

User Guidelines

This command enables adding secure MAC addresses to a routed port in port security mode. The
command is available when the port is a routed port and in port security mode. The address is
deleted if the port exits the security mode or is not a routed port.

Example
The following example adds the MAC-layer address 00:66:66:66:66:66 to gil/1/1.

switchxxxxxx(config)# interface gil/l/1

switchxxxxxx(config-if)# port security routed secure-address
00:66:66:66:66:66
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25.26 show mac address-table

Use the show mac address-table EXEC command to view entries in the MAC address table.

Syntax
show mac address-table [dynamic | static| secure] [vlan vlan] [interface interface-id] [address
mac-address]

Parameters

m  dynamic—Displays only dynamic MAC address table entries.

static—Displays only static MAC address table entries.

secure—Displays only secure MAC address table entries.

vlan—Displays entries for a specific VLAN.

interface-id—Displays entries for a specific interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.

m  mac-address—Displays entries for a specific MAC address.

Default Configuration
If no parameters are entered, the entire table is displayed.

Command Mode
EXEC mode

User Guidelines
Internal usage VLANSs (VLANS that are automatically allocated on routed ports) are presented in the
VLAN column by a port number and not by a VLAN ID.

Example
Example 1 - Displays entire address table.

switchxxxxxx# show mac address-table
Aging time is 300 sec

VLAN MAC Address Port Type
1 00:00:26:08:13:23 0 self
1 00:3f:bd:45:5a:bl gil/1/1 static
1 00:al1:b0:69:63:f3 gil/l/4 dynamic
2 00:a1:b0:69:63:13 gil/1/5 dynamic

Example 2 - Displays address table entries containing the specified MAC address.

switchxxxxxx# show mac address-table address 00:3f:bd:45:5a:bl
Aging time is 300 sec

VLAN MAC Address Port Type
1 00:3f:bd:45:5a:bl static gil/1/9
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25.27 show mac address-table count

Use the show mac address-table count EXEC mode command to display the number of
addresses present in the Forwarding Database.

Syntax
show mac address-table count [vlan vlan | interface interface-id]

Parameters
m  vlan—Specifies VLAN.

m  interface-id—Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or port-channel.

Command Mode
EXEC mode

Example

switchxxxxxx# show mac address-table count
This may take some time.

Capacity : 16384

Free : 16379

Used -5

Secure
Dynamic
Static
Internal
console#

= NN O

25.28 show bridge multicast mode

Use the show bridge multicast mode EXEC mode command to display the Multicast bridging
mode for all VLANSs or for a specific VLAN.

Syntax
show bridge multicast mode [vlan vian-id]

Parameters
vlan vlan-id—Specifies the VLAN ID.

Command Mode
EXEC mode
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Example
The following example displays the Multicast bridging mode for all VLANSs.

switchxxxxxx# show bridge multicast mode

VLAN IPv4 Multicast Mode IPv6 Multicast Mode
Admin Oper Admin Oper

1 MAC-GROUP MAC-GROUP MAC-GROUP MAC-GROUP

11 1Pv4-GROUP I1Pv4-GROUP 1Pv6-GROUP 1Pv6-GROUP

12 I1Pv4-SRC- IPv4-SRC- IPv6-SRC- IPv6-SRC-
GROUP GROUP GROUP GROUP

25.29 show bridge multicast address-table

Use the show bridge multicast address-table EXEC mode command to display Multicast MAC
addresses or IP Multicast address table information.

Syntax

show bridge multicast address-table [vlan vilan-id] [address {mac-multicast-address |
ipv4-multicast-address | ipv6-multicast-address}] [format {ip | mac}] [source {ipv4-source-address |
ipv6-source-address}

Parameters

m  vlan-idvlan-id—Display entries for specified VLAN ID.

m  address —Display entries for specified Multicast address. The possible values are:
* mac-multicast-address—Specifies the MAC Multicast address.
* ipv4-multicast-address—Specifies the IPv4 Multicast address.
* ipv6-multicast-address—Specifies the IPv6 Multicast address.

m  format—(this applies if picked mac-multicast-address). then i can display it either in mac or ip
format) Display entries for specified Multicast address format. The possible values are:

* ip—Specifies that the Multicast address is an IP address.
* mac—Specifies that the Multicast address is a MAC address.

m  source {ipv4-source-address | ipv6-source-address}—Specifies the source address. The
possible values are:

* ipv4-address—Specifies the source IPv4 address.
* ipv6-address—Specifies the source IPv6 address.

Default Configuration
If the format is not specified, it defaults to mac (only if mac-multicast-address was entered).

If VLAN ID is not entered, entries for all VLANSs are displayed.

If MAC or IP address is not supplied, entries for all addresses are displayed.

Command Mode
EXEC mode
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User Guidelines

A MAC address can be displayed in IP format only if it is within the range 0100.5e00.0000 through

0100.5e7f.ffff.

Multicast router ports (defined statically or discovered dynamically) are members in all MAC groups.

Ports that were defined via the bridge multicast forbidden forward-all command are displayed in all

forbidden MAC entries.

Changing the Multicast mode can move static Multicast addresses that are written in the device FDB

to a shadow configuration because of FDB hash collisions.

Example

The following example displays bridge Multicast address information.
switchxxxxxx# show bridge multicast address-table
Multicast address table for VLANs in MAC-GROUP bridging mode:

Vlan MAC Address Type Ports

8 01:00:5e:02:02:03 Static 1-2

Forbidden ports for Multicast addresses:

Vlan MAC Address Ports

8 01:00:5e:02:02:03 gil/1/9

Multicast address table for VLANs in IPv4-GROUP bridging mode:
Vlan MAC Address Type Ports

1 224.0.0.251 Dynamic gil/1/2
Forbidden ports for Multicast addresses:

Vlan MAC Address Ports

1 232.5.6.5

1 233.22.2.6

Multicast address table for VLANs in IPv4-SRC-GROUP bridging mode:
Vlan Group Address Source address Type Ports

1 224.2.2.251 11.2.2.3 Dynamic gil/1/1

Forbidden ports for Multicast addresses:
Vlan Group Address Source Address Ports

8 239.2.2.2 * gil/1/9

8 239.2.2.2 1.1.1.11 gil/1/9

Multicast address table for VLANs in IPv6-GROUP bridging mode:
VLAN IP/MAC Address Type Ports

8 102::4:4:4 Static gil/1/1-2, gil/1/7, Pol

Forbidden ports for Multicast addresses:
VLAN IP/MAC Address Ports
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8 102::4:4:4 gil/1/9
Multicast address table for VLANs in IPv6-SRC-GROUP bridging mode:
Vlan Group Address Source address Type Ports
8 102::4:4:4 * Static gil/1/1-2,9i1/1/7,Pol
8 102::4:4:4 fe80::200:7FfF: Static
fe00:200
Forbidden ports for Multicast addresses:
Vlan Group Address Source address Ports
8 102::4:4:4 * gil/1/9
8 102::4:4:4 fe80::200:7FF:F gil/1/9
e00:200

25.30 show bridge multicast address-table static

Use the show bridge multicast address-table static EXEC mode command to display the
statically configured Multicast addresses.

Syntax

show bridge multicast address-table static [vlan vlan-id] [address mac-multicast-address |
ipv4-multicast-address | ipv6-multicast-address] [source ipv4-source-address |
ipv6-source-address] [all | mac | ip]

Parameters

m  vlan vlan-id—Specifies the VLAN ID.

m  address—Specifies the Multicast address. The possible values are:
* mac-multicast-address—Specifies the MAC Multicast address.
* ipv4-multicast-address—Specifies the IPv4 Multicast address.
* ipv6-multicast-address—Specifies the IPv6 Multicast address.

m  source—Specifies the source address. The possible values are:
* ipv4-address—Specifies the source IPv4 address.
* ipv6-address—Specifies the source IPv6 address.

Default Configuration
When all/mac/ip is not specified, all entries (MAC and IP) will be displayed.

Command Mode
EXEC mode

User Guidelines
A MAC address can be displayed in IP format only if it is within the range 0100.5e00.0000—
0100.5e7f.ffff.
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Example
The following example displays the statically configured Multicast addresses.

switchxxxxxx# show bridge multicast address-table static
MAC-GROUP table

Vlan MAC Address

1 0100.9923.8787

gil/1/1, gil/1/2

Forbidden ports for multicast addresses:

Vlan MAC Address Ports

1Pv4-GROUP Table

Vlan IP Address Ports

1 231.2.2.3 gil/l/1, qgil/l/2
19 231.2.2.8 gil/1/-8

19 231.2.2.8 gil/1/9-21

Forbidden ports for multicast addresses:

Vlan IP Address Ports

1 231.2.2.3 gil/1/8

19 231.2.2.8 gil/1/3

I1Pv4-SRC-GROUP Table:

Vlan Group Address Source Ports
———— e address ______
Forbidden ports for multicast addresses:

Vlan Group Address Source Ports
———— e address  ______
IPv6-GROUP Table

Vlan IP Address Ports

191 FF12::8 gil/1/1-8

Forbidden ports for multicast addresses:

Vlan IP Address Ports
11 FF12::3 gil/1/8
191 FF12::8 gil/1/8
IPv6-SRC-GROUP Table:
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Vlan Group Address Source Ports
—— address  ______
192 FF12::8 = —mmmmmmmmmmmoo gil/1/1-8
FE80::201:C9A9:FE40
18988
Forbidden ports for multicast addresses:
Vlan Group Address Source Ports
——— address  ______
192 FF12::3 = —mmmmmmmmmmmmo gil/1/8
FE80::201:C9A9:FE40
18988

25.31 show bridge multicast filtering

Use the show bridge multicast filtering EXEC mode command to display the Multicast filtering
configuration.

Syntax
show bridge multicast filtering vlan-id

Parameters
vlan-id—Specifies the VLAN ID. (Range: Valid VLAN)

Default Configuration
N/A

Command Mode
EXEC mode

Example
The following example displays the Multicast configuration for VLAN 1.

switchxxxxxx# show bridge multicast filtering 1
Filtering: Enabled

VLAN: 1

Forward-All

Port Static Status
gil/1/1 Forbidden Filter
gil/1/2 Forward Forward(s)
gil/1/3 - Forward(d)

25.32 show bridge multicast unregistered

Use the show bridge multicast unregistered EXEC mode command to display the unregistered
Multicast filtering configuration.
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Syntax
show bridge multicast unregistered [interface-id]

Parameters

interface-id—Specifies an interface ID. The interface ID can be one of the following types: Ethernet
port or Port-channel.

Default Configuration
Display for all interfaces.

Command Mode
EXEC mode

Example
The following example displays the unregistered Multicast configuration.

switchxxxxxx# show bridge multicast unregistered

Port Unregistered
gil/1/1 Forward
gil/1/2 Filter
gil/1/3 Filter

25.33 show ports security

Use the show ports security Privileged EXEC mode command to display the port-lock status.

Syntax
show ports security [interface-id | detailed]

Parameters

m interface-id—Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or port-channel.

m  detailed—Displays information for non-present ports in addition to present ports.

Default Configuration
Display for all interfaces. If detailed is not used, only present ports are displayed.

Command Mode
Privileged EXEC mode

Example
The following example displays the port-lock status of all ports.

switchxxxxxx# show ports security
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Port Status Learning Action Maximum Trap Frequency
gil/1/1 Enabled Max- Discard 3 Enabled 100
Addresses
gil/1/2 Disabled Max- - 28 - -
Addresses
gil/1/3 Enabled Lock Discard, 8 Disabled -
Shutdown

The following table describes the fields shown above.

Field Description

Port The port number.

Status The port security status. The possible values are: Enabled or
Disabled.

Action The action taken on violation.

Maximum The maximum number of addresses that can be associated on

this port in the Max-Addresses mode.

Trap The status of SNMP traps. The possible values are: Enable or
Disable.
Frequency The minimum time interval between consecutive traps.

25.34 show ports security addresses

Use the show ports security addresses Privileged EXEC mode command to display the current
dynamic addresses in locked ports.

Syntax
show ports security addresses [interface-id | detailed]

Parameters
m  interface-id—Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or port-channel.

m  detailed—Displays information for non-present ports in addition to present ports.

Default Configuration
Display for all interfaces. If detailed is not used, only present ports are displayed.

Command Mode
Privileged EXEC mode

Example
The following example displays dynamic addresses in all currently locked port:

Port  Status Learning  Current Maximum
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gil Disabled Lock 0 10
gi2 Disabled Lock 0 1
gi3 Disabled Lock 0 1
gi4 Disabled Lock 0 1
gi5 Disabled Lock 0 1
gi6  Disabled Lock 0 1
gi7 Disabled Lock 0 1

25.35 bridge multicast reserved-address

Use the bridge multicast reserved-address Global Configuration mode command to define the
action on Multicast reserved-address packets. Use the no form of this command to revert to default.

Syntax
bridge multicast reserved-address mac-multicast-address [ethernet-v2 ethtype | lIc sap |
llc-snap pid] {discard | bridge}

no bridge multicast reserved-address mac-multicast-address [ethernet-v2 ethtype | llc sap |
llc-snap pid]

Parameters

m  mac-multicast-address—MAC Multicast address in the reserved MAC addresses
range.(Range: 01-80-C2-00-00-00, 01-80-C2-00-00-02—01-80-C2-00-00-2F)

m  ethernet-v2 ethtype—Specifies that the packet type is Ethernet v2 and the Ethernet type field
(16 bits in hexadecimal format).(Range: 0x0600-OxFFFF)

m  |lc sap—Specifies that the packet type is LLC and the DSAP-SSAP field (16 bits in hexadecimal
format).(Range: OXFFFF)

m llc-snap pid—Specifies that the packet type is LLC-SNAP and the PID field (40 bits in
hexadecimal format). (Range: 0x0000000000 - OxFFFFFFFFFF)

discard—Specifies discarding the packets.
bridge—Specifies bridging (forwarding) the packets

Default Configuration

m  If the user-supplied MAC Multicast address, ethertype and encapsulation (LLC) specifies a
protocol supported on the device (called Peer), the default action (discard or bridge) is
determined by the protocol.

= If not, the default action is as follows:

* For MAC addresses in the range 01-80-C2-00-00-00, 01-80-C2-00-00-02—
01-80-C2-00-00-0F, the default is discard.

* For MAC addresses in the range 00-80-C2-00-00-10- 01-80-C2-00-00-2F, the default is
bridge.

Command Mode
Global Configuration mode
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User Guidelines
If the packet/service type (ethertype/encapsulation) is not specified, the configuration is relevant to
all the packets with the configured MAC address.

Specific configurations (that contain service type) have precedence over less specific configurations
(contain only MAC address).

The packets that are bridged are subject to security ACLs.

The actions define by this command has precedence over forwarding rules defined by
applications/protocols (STP, LLDP etc.) supported on the device.

Example
switchxxxxxx(conf)#bridge multicast reserved-address 00:3f:bd:45:5a:bl

25.36 show bridge multicast reserved-addresses

Use the show bridge multicast reserved-addresses EXEC mode command to display the
Multicast reserved-address rules.

Syntax
show bridge multicast reserved-addresses

Command Mode

EXEC mode

Example

switchxxxxxx # show bridge multicast reserved-addresses
MAC Address Frame Type Protocol Action

01-80-C2-00-00-00  LLC-SNAP 00-00-0C-01-29 Bridge
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Port Monitor Commands

26.1 port monitor

Use the port monitor Interface Configuration (Ethernet) mode command to start a port monitoring
session (mirroring). Use the no form of this command to stop a port monitoring session.

Syntax
port monitor src-interface-id [rx | tx]

no port monitor src-interface-id
port monitor vlan vian-id

no port monitor vlan vlan-id

Parameters

m  rx—Monitors received packets only. If no option is specified, it monitors both rx and tx.

m  tx—Monitors transmitted packets only. If no option is specified, it monitors both rx and tx.
m  vlan vlan-id—VLAN number

m  src-interface-id—Specifies an interface ID. The interface ID must be and Ethernet port.

Default Configuration
Monitors both received and transmitted packets.

Command Mode

Interface Configuration (Ethernet) mode. It cannot be configured for a range of interfaces (range
context).

User Guidelines

This command enables port copy between Source Port (src-interface) to a Destination Port (The
port in context).

The analyzer port for port ingress traffic mirroring should be the same port for all mirrored ports.
The analyzer port for port egress traffic mirroring should be the same port for all mirrored ports.

The analyzer port for VLAN mirroring should be the same for all the mirrored VLANS, and should be
the same port as the analyzer port for port ingress mirroring traffic.

The following restriction applies to ports that are configured to be source ports:

m  The port cannot be a destination port.
The following restrictions apply to ports that are configured to be monitor ports:

The port cannot be source port.

The port is not a member in port-channel.
IP interface is not configured on the port.
GVRP is not enabled on the port.

The port is not a member in any VLAN, except for the default VLAN (will be automatically
removed from the default VLAN).

m L2 protocols, such as: LLDP, CDP, LBD, STP, LACP, are not active on the destination port.
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Notes:

1. Inthis mode some traffic duplication on the analyzer port may be observed. For example:
* Port 2 is being egress monitored by port 4.
* Port2 & 4 are members in VLAN 3.
* Unknown Unicast packet sent to VLAN 3 will egress from port 4 twice, one instance as
normal forward and another instance as mirrored from port 2.
* Moreover, if port 2 is an untagged member in VLAN 3 and port 4 is a tagged member then
both instances will look different (one tagged and the other is not).

2. When the port is configured to 802.1X auto mode it will forward any mirrored traffic regardless of
the.1X state. However, it will operate as a normal network port (forward traffic) only after
authorization is done.

3. Mirrored traffic is exposed to STP state, i.e. if the port is in STP blocking, it will not egress any
mirrored traffic.

Example
The following example copies traffic for both directions (Tx and Rx) from the source port gil/1/2 to
destination port gil/1/1.

switchxxxxxx(config)# interface gil/1/1
switchxxxxxx(config-if)# port monitor gil/1/2

26.2 show ports monitor

Use the show ports monitor EXEC mode command to display the port monitoring status.

Syntax
show ports monitor

Command Mode
EXEC mode

Example
The following example displays the port monitoring status.

switchxxxxxx# show ports monitor

Global Port Monitor Sessions is enabled

Source port Destination Port Type Status
gil/1/8 gil/1/1 RX,TX Active
gil/1/2 gil/1/1 RX,TX Active
gil/1/18 gil/1/1 Rx Active
VLAN 9 gil/1/1 N/A Active
Version 1.0 06/03/2013



Amphenalanchise ph. 3.5 cLI Commands

Page 328/876

26.3 port monitor mode

Use the port monitor mode Global Configuration mode command to define the monitoring mode.
Use the no form of this command to return to default.

Syntax
port monitor mode {monitor-only | network}

no port monitor mode

Parameters
m  monitor-only—Specifies that the monitor port acts only as a monitor port. Other network traffic
is discarded at ingress and egress.

m  network—Specifies that the monitor port acts also as a network port.

Default Configuration
The default is monitor-only.

Command Mode
Global Configuration mode

User Guidelines
Once the port monitor mode is defined, no changing between modes is allowed. Any mode change
will have to first go through un-defining the monitor port.

Example

switchxxxxxx(config)# port monitor mode network
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27 sFlow Commands

27.1 sflow receiver

Use the sflow receiver Global Configuration mode command to define sFlow collector. Use the no
form of this command to remove the definition of the collector.

Syntax
sflow receiver index {ipv4-address | ipv6-address | hostname} [port port] [max-datagram-size bytes]

no sflow receiver index

Parameters
m  index—The index of the receiver. (Range: 1-8)
m  ipv4-address—Pv4 address of the host to be used as an sFlow Collector.

m  ipv6-address—IPv6 address of the host to be used as an sFlow Collector. When the IPv6
address is a Link Local address (IPv6Z address), the outgoing interface name must be
specified. Refer to the User Guidelines for the interface name syntax.

m  hostname—Hostname of the host to be used as an sFlow Collector. Only translation to IPv4
addresses is supported.

m  port—Port number for sflow messages. If unspecified, the port number defaults to 6343. The
range is 1-65535.

m  bytes—Specifies the maximum datagramsize that can be sent. If unspecified, it defaults to
1400.

Default
No receiver is defined.

Command Mode
Global Configuration mode

User Guidelines

If the IP address of the sFlow receiver is set to 0.0.0.0, no sFlow datagrams are sent.

27.2 sflow flow-sampling

Use the sflow flow-sampling Interface Configuration mode command to enable sFlow Flow
sampling and configure the average sampling rate of a specific port. Use the no form of this
command to disable Flow sampling.

Syntax
sflow flow-sampling rate receiver-index [max-header-size bytes]

no sflow flow-sampling
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Parameters
m  rate—Specifies the average sampling rate (Range: 1, 1024-1073741823.)
m receiver-index—Index of the receiver/collector (Range: 1-8.)

m  bytes—Specifies the maximum number of bytes that would be copied from the sampled packet.
If unspecified, defaults to 128. (Range: 20-256.)

Default
Disabled

Command Mode
Interface Configuration (Ethernet) mode

User Guidelines

A new sampling rate configuration is not immediately loaded to the hardware. It will be loaded to the
hardware only after the next packet is sampled (based on the current sampling rate).

27.3 sflow counters-sampling

Use the sflow counters-sampling Interface Configuration mode command to enable sFlow
Counters sampling and to configure the maximum interval of a specific port. Use the no form of this
command to disable sFlow Counters sampling.

Syntax
sflow counters-sampling interval receiver-index

no sflow counters-sampling

Parameters

m  interval—Specifies the maximum number of seconds between successive samples of the
interface counters. (Range: 1, 15-86400.)

m  receiver-index—Index of the receiver/collector. (Range: 1-8.)

Default
Disabled

Command Mode
Interface Configuration (Ethernet) mode

27.4 clear sflow statistics

Use the clear sFlow statistics EXEC mode command to clear sFlow statistics.

Syntax
clear sflow statistics [interface-id]

Parameters
interface-id—Specifies an interface ID. The interface ID must be an Ethernet port.
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Command Mode
EXEC mode

User Guidelines

If no interface is specified by the user, the command clears all the sFlow statistics counters
(including datagrams sent). If an interface is specified by the user, the command clears only the
counter of the specific interface.

27.5 show sflow configuration

Use the show sflow configuration EXEC mode command to display the sFlow configuration for
ports that are enabled for Flow sampling or Counters sampling.

Syntax
show sflow configuration [interface-id]

Parameters
interface-id—Specifies an interface ID. The interface ID must be an Ethernet port.

Command Mode

EXEC mode
Example
Console # show sflow configuration
Receivers
Index IP Address Port Max Datagram Size

1 0.0.0.0 6343 1400

2 172.16.1.2 6343 1400

3 0.0.0.0 6343 1400

4 0.0.0.0 6343 1400

5 0.0.0.0 6343 1400

6 0.0.0.0 6343 1400

7 0.0.0.0 6343 1400

8 0.0.0.0 6343 1400
Interfaces
Inter- Flow Counters Max Header Flow Counters Collector
face Sampling Sampling Size Collector Index Index
gil/1l/1  1/2048 60 sec 128
gil/1/2  1/4096 Disabled 128 0
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27.6 show sflow statistics

Use the show sflow statistics EXEC mode command to display the sFlow statistics for ports that
are enabled for Flow sampling or Counters sampling.

Syntax
show sflow statistics [interface-id]

Parameters
interface-id—Specifies an interface ID. The interface ID must be an Ethernet port.

Command Mode
EXEC mode

Example

Console # show sflow statistics
Total sFlow datagrams sent to collectors: 100

Packets Datagrams sent
Interface

sampled to collector
gil/1/1 30 50
gil/1/2 30 50
gi1/1/3 30 50
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28 Link Layer Discovery Protocol (LLDP)
Commands

28.1 lldp run

Use the Ildp run Global Configuration mode command to enable LLDP. To disable LLDP, use the no
form of this command.

Syntax
Ildp run

no Ildp run

Parameters
N/A.

Default Configuration
Enabled

Command Mode
Global Configuration mode

Example

console(config)# Ildp run

28.2 lldp transmit

Use the lldp transmit Interface Configuration mode command to enable transmitting LLDP on an
interface. Use the no form of this command to stop transmitting LLDP on an interface.

Syntax
Ildp transmit

no lldp transmit

Parameters
N/A

Default Configuration
Enabled

Command Mode
Interface Configuration (Ethernet) mode
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User Guidelines
LLDP manages LAG ports individually. LLDP sends separate advertisements on each port in a LAG.

LLDP operation on a port is not dependent on the STP state of a port. I.e. LLDP frames are sent on
blocked ports.

If a port is controlled by 802.1x, LLDP operates only if the port is authorized.

Example

console(config)# interface gil/1/1
console(config-if)# Ildp transmit

28.3 lldp receive

Use the lldp receive Interface Configuration mode command to enable receiving LLDP on an
interface. Use the no form of this command to stop receiving LLDP on an interface.

Syntax
Ildp receive

no lldp receive

Parameters
N/A

Default Configuration
Enabled

Command Mode
Interface Configuration (Ethernet) mode

User Guidelines
LLDP manages LAG ports individually. LLDP data received through LAG ports is stored individually
per port.

LLDP operation on a port is not dependent on the STP state of a port. l.e. LLDP frames are received
on blocked ports.

If a port is controlled by 802.1x, LLDP operates only if the port is authorized.

Example

console(config)# interface gil/1/1
console(config-if)# Ildp receive

28.4 lldp timer

Use the lldp timer Global Configuration mode command to specify how often the software sends
LLDP updates. Use the no form of this command to restore the default configuration.
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Syntax
Ildp timer seconds

no lldp timer

Parameters
timer seconds—Specifies, in seconds, how often the software sends LLDP updates (range: 5-32768
seconds).

Default Configuration
30 seconds.

Command Mode
Global Configuration mode

Example
The following example sets the interval for sending LLDP updates to 60 seconds.

Console(config)# Ildp timer 60

28.5 lldp hold-multiplier

Use the lldp hold-multiplier Global Configuration mode command to specify how long the receiving
device holds a LLDP packet before discarding it. Use the no form of this command to restore the
default configuration.

Syntax
Ildp hold-multiplier number

no lldp hold-multiplier

Parameters

hold-multiplier number—Specifies the LLDP packet hold time interval as a multiple of the LLDP
timer value (range: 2-10).

Default Configuration
The default LLDP hold multiplier is 4.

Command Mode
Global Configuration mode

User Guidelines
The actual Time-To-Live (TTL) value of LLDP frames is calculated by the following formula:

TTL = min(65535, LLDP-Timer * LLDP-hold-multiplier)

For example, if the value of the LLDP timer is 30 seconds, and the value of the LLDP hold multiplier
is 4, then the value 120 is encoded in the TTL field of the LLDP header.

Version 1.0 06/03/2013



Amphenalanchise ph. 3.5 cLI Commands

Page 336/876

Example
The following example sets the LLDP packet hold time interval to 90 seconds.

Console(config)# Ildp timer 30
Console(config)# Ildp hold-multiplier 3

28.6 lldp reinit

Use the lldp reinit Global Configuration mode command to specify the minimum time an LLDP port
waits before reinitializing LLDP transmission. Use the no form of this command to revert to the
default setting.

Syntax
Ildp reinit seconds

no Ildp reinit

Parameters

reinit seconds—Specifies the minimum time in seconds an LLDP port waits before reinitializing
LLDP transmission.(Range: 1-10)

Default Configuration
2 seconds

Command Mode
Global Configuration mode

Example

console(config)# Ildp reinit 4

28.7 lldp tx-delay

Use the lldp tx-delay Global Configuration mode command to set the delay between successive
LLDP frame transmissions initiated by value/status changes in the LLDP local systems MIB. Use the
no form of this command to restore the default configuration.

Syntax
Ildp tx-delay seconds

no lldp tx-delay

Parameters

tx-delay seconds—Specifies the delay in seconds between successive LLDP frame transmissions
initiated by value/status changes in the LLDP local systems MIB (range: 1-8192 seconds).

Default Configuration
The default LLDP frame transmission delay is 2 seconds.
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Command Mode
Global Configuration mode

User Guidelines
It is recommended that the tx-delay be less than 0.25 of the LLDP timer interval.

Example
The following example sets the LLDP transmission delay to 10 seconds.

Console(config)# Ildp tx-delay 10

28.8 lldp optional-tlv

Use the Ildp optional-tlv Interface Configuration (Ethernet) mode command to specify which
optional TLVs are transmitted. Use the no form of this command to restore the default configuration.

For 802.1, see the lidp optional-tlv 802.1 command.

Syntax
Ildp optional-tlv tlv [tlv2 ... tiv5 | none]

Parameters

m tlv—Specifies the TLVs to be included. Available optional TLVs are: port-desc, sys-name,
sys-desc, sys-cap, 802.3-mac-phy, 802.3-lag, 802.3-max-frame-size.

m none—<Clear all optional TLVs from the interface.

If the 802.1 protocol is selected, see the command below.

Default Configuration
No optional TLV is transmitted.

Command Mode
Interface Configuration (Ethernet) mode

Example
The following example specifies that the port description TLV is transmitted on gil1/1/2.

Console(config)# interface gil/1/2
Console(config-if)# Ildp optional-tlv port-desc

28.9 lldp management-address

Use the Ildp management-address Interface Configuration (Ethernet) mode command to specify
the management address advertised by an interface. Use the no form of this command to stop
advertising management address information.

Syntax
Ildp management-address {ip-address | none | automatic [interface-id]}
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no lldp management-address

Parameters

ip-address—Specifies the static management address to advertise.
none—Specifies that no address is advertised.

automatic—Specifies that the software automatically selects a management address to
advertise from all the IP addresses of the product. In case of multiple IP addresses, the
software selects the lowest IP address among the dynamic IP addresses. If there are no
dynamic addresses, the software selects the lowest IP address among the static IP addresses.

automatic interface-id—Specifies that the software automatically selects a management
address to advertise from the IP addresses that are configured on the interface ID. In case of
multiple IP addresses, the software selects the lowest IP address among the dynamic IP
addresses of the interface. If there are no dynamic addresses, the software selects the lowest
IP address among the static IP addresses of the interface. The interface ID can be one of the
following types: Ethernet port, port-channel or VLAN. Note that if the port or port- channel are
members in a VLAN that has an IP address, that address is not included because the address is
associated with the VLAN.

Default Configuration
No IP address is advertised.

The default advertisement is automatic.

Command Mode
Interface Configuration (Ethernet) mode

User Guidelines
Each port can advertise one IP address.

Example

The following example sets the LLDP management address advertisement mode to automatic on
gil/1/2.

Console(config)# interface gil/l/2
Console(config-if)# Ildp management-address automatic

28.10 lldp notifications

Use the lldp notifications Interface Configuration (Ethernet) mode command to enable/disable
sending LLDP notifications on an interface. Use the no form of this command to restore the default
configuration.

Syntax
Ildp notifications {enable | disable}

no lldp notifications

Parameters

enable—Enables sending LLDP notifications.
disable—Disables sending LLDP notifications.
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Default Configuration
Disabled.

Command Mode
Interface Configuration (Ethernet) mode

Example
The following example enables sending LLDP notifications on gi1/1/5.

Console(config)# interface gil/l/5
Console(config-if)# Ildp notifications enable

28.11 lldp notifications interval

Use the Ildp notifications interval Global Configuration mode command to configure the maximum
transmission rate of LLDP natifications. Use the no form of this command to return to the default.

Syntax
Ildp notifications interval seconds

no lldp notifications interval

Parameters

interval seconds—The device does not send more than a single notification in the indicated period
(range: 5-3600).

Default Configuration
5 seconds

Command Mode
Global Configuration mode

Example

console(config)# Ildp notifications interval 10

28.12 Ildp lldpdu

The lldp lldpdu Global Configuration mode command defines LLDP packet handling when LLDP is
globally disabled. To restore the default configuration, use the no form of this command.

Syntax
Ildp lldpdu {filtering | flooding}

no lldp lldpdu

Parameters
m filtering —Specifies that when LLDP is globally disabled, LLDP packets are filtered (deleted).
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m  flooding —Specifies that when LLDP is globally disabled, LLDP packets are flooded (forwarded
to all interfaces).

Default Configuration
LLDP packets are filtered when LLDP is globally disabled.

Command Mode
Global Configuration mode

User Guidelines
If the STP mode is MSTP, the LLDP packet handling mode cannot be set to flooding.

The STP mode cannot be set to MSTP if the LLDP packet handling mode is flooding.

If LLDP is globally disabled, and the LLDP packet handling mode is flooding, LLDP packets are
treated as data packets with the following exceptions:

m  VLAN ingress rules are not applied to LLDP packets. The LLDP packets are trapped on all ports
for which the STP state is Forwarding.
Default "deny-all" rules are not applied to LLDP packets.

VLAN egress rules are not applied to LLDP packets. The LLDP packets are flooded to all ports
for which the STP state is Forwarding.

m  LLDP packets are sent as untagged.

Example

The following example sets the LLDP packet handling mode to Flooding when LLDP is globally
disabled.

Console(config)# 1ldp 1ldpdu flooding

28.13 lldp med enable

Use the lldp med enable Interface Configuration (Ethernet) mode command to enable LLDP Media
Endpoint Discovery (MED) on an interface. Use the no form of this command to disable LLDP MED
on an interface.

Syntax
Ildp med enable [tlv ... tiv4]

no lldp med enable

Parameters

tlv—Specifies the TLVs that should be included. Available TLVs are: network-policy, location, and
inventory. The capabilities TLV is always included if LLDP-MED is enabled.

Default Configuration
LLDP MED is enabled.

Command Mode
Interface Configuration (Ethernet) mode
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Example
The following example enables LLDP MED with the location TLV on gi1/1/3.

Console(config)# interface gil/1/3
Console(config-if)# Ildp med enable location

28.14 lldp med

Use the Ildp med Interface Configuration (Ethernet) mode command to enable or disable LLDP
Media Endpoint Discovery (MED) on a port. Use the no form of this command to return to the default
state.

Syntax
Ildp med {enable [tlv ... tlv4] | disable}

no lldp med

Parameters
m  enable - Enable LLDP MED

m  tlv—Specifies the TLV that should be included. Available TLVs are: network-policy, location,
inventory. The capabilities TLV is always included if LLDP-MED is enabled.

m  disable - disable LLDP MED on the port

Default Configuration
Disabled

Command Mode
Interface Configuration (Ethernet) mode

Example
The following example enables LLDP MED with the location TLV on gil/1/3.

Console(config)# interface gil/1/3
Console(confTig-if)# Ildp med enable location

28.15 lldp med notifications topology-change

Use the Ildp med notifications topology-change Interface Configuration (Ethernet) mode
command to enable sending LLDP MED topology change notifications on a port. Use the no form of
this command to restore the default configuration.

Syntax
Ildp med notifications topology-change {enable | disable}

no Ildp med notifications topology-change

Parameters
m  enable—Enables sending LLDP MED topology change notifications.
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m  disable—Disables sending LLDP MED topology change notifications.

Default Configuration
Disable is the default.

Command Mode
Interface Configuration (Ethernet) mode

Example
The following example enables sending LLDP MED topology change notifications on gil/1/2.

Console(config)# interface gil/l/2
Console(config-if)# Ildp med notifications topology-change enable

28.16 lldp med fast-start repeat-count

When a port comes up, LLDP can send packets more quickly than usual using its fast-start
mechanism.

Use the Ildp med fast-start repeat-count Global Configuration mode command to configure the
number of packets that is sent during the activation of the fast start mechanism. Use the no form of
this command return to default.

Syntax
Ildp med fast-start repeat-count number

no lldp med fast-start repeat-count

Parameters

repeat-count number—Specifies the number of times the fast start LLDPDU is being sent during
the activation of the fast start mechanism. The range is 1-10.

Default Configuration
3

Command Mode
Global Configuration mode

Example

console(config)# Ildp med fast-start repeat-count 4

28.17 lldp med network-policy (global)

Use the Ildp med network-policy Global Configuration mode command to define a LLDP MED
network policy. For voice applications, it is simpler to use lldp med network-policy voice auto.

The lldp med network-policy command creates the network policy, which is attached to a port by
lldp med network-policy (interface).
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The network policy defines how LLDP packets are constructed.

Use the no form of this command to remove LLDP MED network policy.

Syntax

Ildp med network-policy number application [vlan vlan-id] [vlan-type {tagged | untagged}] [up
priority] [dscp value]

no Ildp med network-policy number

Parameters
m  number—Network policy sequential number. The range is 1-32.

m  application—The name or the number of the primary function of the application defined for this
network policy. Available application names are:

* voice

* voice-signaling

* guest-voice

* guest-voice-signaling

* softphone-voice

* video-conferencing

* streaming-video

* video-signaling.

vlan vlan-id—VLAN identifier for the application.

vlan-type—Specifies if the application is using a tagged or an untagged VLAN.
up priority—User Priority (Layer 2 priority) to be used for the specified application.
dscp value—DSCP value to be used for the specified application.

Default Configuration
No network policy is defined.

Command Mode
Global Configuration mode

User Guidelines
Use the lldp med network-policy Interface Configuration command to attach a network policy to a
port.

Up to 32 network policies can be defined.

Example
This example creates a network policy for the voice-signally application and attaches it to port 1.
LLDP packets sent on port 1 will contain the information defined in the network policy.

console(config)# Ildp med network-policy 1 voice-signaling vlan 1
vlan-type untagged up 1 dscp 2

Console(config)# interface gil/l/1
Console(config-if)# Ildp med network-policy add 1
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28.18 Illdp med network-policy (interface)

Use the Ildp med network-policy Interface Configuration (Ethernet) mode command to attach or
remove an LLDP MED network policy on a port. Network policies are created in lldp med
network-policy (global).

Use the no form of this command to remove all the LLDP MED network policies from the port.

Syntax
Ildp med network-policy {add | remove} number

no Ildp med network-policy number

Parameters
m  number—Specifies the network policy sequential number. The range is 1-32
m add/remove number—Attaches/removes the specified network policy to the interface.

Default Configuration
No network policy is attached to the interface.

Command Mode
Interface Configuration (Ethernet) mode

User Guidelines
For each port, only one network policy per application (voice, voice-signaling, etc.) can be defined.

Example
This example creates a network policy for the voice-signally application and attaches it to port 1.
LLDP packets sent on port 1 will contain the information defined in the network policy.

console(config)# Ildp med network-policy 1 voice-signaling vlan 1
vlan-type untagged up 1 dscp 2

Console(config)# interface gil/l/1

Console(config-if)# Ildp med network-policy add 1

28.19 clear lldp table

Use the clear lldp table command in Privileged EXEC mode to clear the neighbors table for all ports
or for a specific port.

Syntax
clear lldp table [interface-id]

Parameters
interface-id—Specifies a port ID.

Default Configuration
If no interface is specified, the default is to clear the LLDP table for all ports.
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Command Mode
Privileged EXEC mode

Example

console# clear 1ldp table gil/1/1

28.20 lldp med location

Use the Ildp med location Interface Configuration (Ethernet) mode command to configure the
location information for the LLDP Media Endpoint Discovery (MED) for a port. Use the no form of
this command to delete location information for a port.

Syntax
Ildp med location {{coordinate data} | {civic-address data} | {ecs-elin data}}

no lldp med location {coordinate | civic-address | ecs-elin}

Parameters
m  coordinate data—Specifies the location data as coordinates in hexadecimal format.
m civic-address data—Specifies the location data as a civic address in hexadecimal format.

m  ecs-elin data—Specifies the location data as an Emergency Call Service Emergency Location
Identification Number (ECS ELIN) in hexadecimal format.

m  data—Specifies the location data in the format defined in ANSI/TIA 1057: dotted hexadecimal
data: Each byte in a hexadecimal character string is two hexadecimal digits. Bytes are
separated by a period or colon. (Length: coordinate: 16 bytes. Civic-address: 6-160 bytes.
Ecs-elin: 10-25 bytes)

Default Configuration
The location is not configured.

Command Mode
Interface Configuration (Ethernet) mode

Example
The following example configures the LLDP MED location information on gil/1/2 as a civic
address.

console(config)# interface gil/1l/2
console(config-if)# Ildp med location civic-address 616263646566

28.21 show lldp configuration

Use the show lldp configuration Privileged EXEC mode command to display the LLDP
configuration for all ports or for a specific port.

Syntax
show lldp configuration [interface-id | detailed]
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Parameters
m  interface-id—Specifies the port ID.
m  detailed—Displays information for non-present ports in addition to present ports.

Default Configuration
Display for all ports. If detailed is not used, only present ports are displayed.

Command Mode
Privileged EXEC mode

Examples
Example 1 - Display LLDP configuration for all ports.

Switch# show Ildp configuration
State: Enabled

Timer: 30 Seconds

Hold multiplier: 4

Reinit delay: 2 Seconds

Tx delay: 2 Seconds

Notifications interval: 5 seconds

Port State Optional TLVs Address Notifications
gil/1/1 RX,TX PD, SN, SD, SC 172.16.1.1 Disabled
gil/1/2 X PD, SN 172.16.1.1 Disabled
gil/1/3 RX,TX PD, SN, SD, SC None Disabled
gil/1/5 RX,TX D, SN, SD, SC automatic Disabled
gil/1/6 RX,TX PD, SN, SD, SC auto vlan 1 Disabled
gil/1/7 RX,TX PD, SN, SD, SC auto g1l Disabled
gil/1/8 RX,TX PD, SN, SD, SC auto chl Disabled

Example 2 - Display LLDP configuration for port 1.

Switch# show 1ldp configuration gil/l/1
State: Enabled
Timer: 30 Seconds
Hold multiplier: 4
Reinit delay: 2 Seconds
Tx delay: 2 Seconds
Notifications interval: 5 seconds
Port State Optional TLVs Address Notifications

gil/1/1 RX, TX PD, SN, SD, SC 72.16.1.1 Disabled

802.3 optional TLVs: 802.3-mac-phy, 802.3-lag, 802.3-max-frame-size

802.1 optional TLVs
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PVID: Enabled

PPVIDs: 0, 1, 92

VLANs: 1, 92

Protocols: 802.1x

The following table describes the significant fields shown in the display:

Field Description

Timer The time interval between LLDP updates.

Hold multiplier The amount of time (as a multiple of the timer interval) that the
receiving device holds a LLDP packet before discarding it.

Reinit timer The minimum time interval an LLDP port waits before re-initializing
an LLDP transmission.

Tx delay The delay between successive LLDP frame transmissions initiated
by value/status changes in the LLDP local systems MIB.

Port The port number.

State The port’s LLDP state.

Optional TLVs Optional TLVs that are advertised. Possible values are:

PD - Port description
SN - System name

SD - System description
SC - System capabilities

Address The management address that is advertised.

Notifications Indicates whether LLDP notifications are enabled or disabled.
PVID Port VLAN ID advertised.

PPVID Protocol Port VLAN ID advertised.

Protocols Protocols advertised.

28.22 show lldp med configuration

Use the show Ildp med configuration Privileged EXEC mode command to display the LLDP Media
Endpoint Discovery (MED) configuration for all ports or for a specific port.

Syntax
show lldp med configuration [interface-id | detailed]

Parameters
m  interface-id—Specifies the port ID.
m  detailed—Displays information for non-present ports in addition to present ports.

Default Configuration

If no port ID is entered, the command displays information for all ports. If detailed is not used, only
present ports are displayed.

Command Mode
Privileged EXEC mode
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Examples
Example 1 - The following example displays the LLDP MED configuration for all interfaces.

console# show 1ldp med configuration

Fast Start Repeat Count: 4.

Network policy 1

Application type: voiceSignaling

VLAN ID: 1 untagged

Layer 2 priority: O

DSCP: O

Port Capabilities Network Policy Location Notifications Inventory

gil/1/1 Yes Yes Yes Enabled Yes
gil/1/2 Yes Yes No Enabled No
gil/1/3 No No No Enabled No

Example 2 - The following example displays the LLDP MED configuration for gi1/1/1.

console# show 1ldp med configuration gil/1/1

Port Capabilities Network Policy Location Notifications Inventory

gil/1/1 Yes Yes Yes Enabled Yes
Network policies:
Location:

Civic-address: 61:62:63:64:65:66

28.23 show lldp local tlvs-overloading

When an LLDP packet contains too much information for one packet, this is called overloading. Use
the show lldp local tlvs-overloading EXEC mode command to display the status of TLVs
overloading of the LLDP on all ports or on a specific port.

Syntax
show lldp local tlvs-overloading [interface-id]

Parameters
interface-id—Specifies a port ID.

Default Configuration
If no port ID is entered, the command displays information for all ports.

Command Mode
EXEC mode
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User Guidelines
The command calculates the overloading status of the current LLDP configuration, and not for the
last LLDP packet that was sent.

Example

Switch# show 1ldp local tlvs-overloading gil/1/1

TLVs Group Bytes Status

Mandatory 31 Transmitted
LLDP-MED Capabilities 9 Transmitted
LLDP-MED Location 200 Transmitted
802.1 1360 Overloading

Total: 1600 bytes
Left: 100 bytes

28.24 show lldp local

Use the show lldp local Privileged EXEC mode command to display the LLDP information that is
advertised from a specific port.

Syntax
show lldp local interface-id

Parameters
Interface-id—Specifies a port ID.

Default Configuration
If no port ID is entered, the command displays information for all ports.

Command Mode
Privileged EXEC mode

Example
The following examples display LLDP information that is advertised from gil/1/1 and 2.

Switch# show 1ldp local gil/1/1
Device ID: 0060.704C.73FF

Port ID: gil/l1/1

Capabilities: Bridge

System Name: ts-7800-1

System description:

Port description:

Management address: 172.16.1.8
802.3 MAC/PHY Configuration/Status
Auto-negotiation support: Supported
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Auto-negotiation status: Enabled

Auto-negotiation Advertised Capabilities: 100BASE-TX full duplex,
1000BASE-T full duplex

Operational MAU type: 1000BaseTFD

802.3 Link Aggregation

Aggregation capability: Capable of being aggregated
Aggregation status: Not currently in aggregation
Aggregation port ID: 1

802.3 Maximum Frame Size: 1522

802.3 EEE

Local Tx: 30 usec

Local Rx: 25 usec

Remote Tx Echo: 30 usec

Remote Rx Echo: 25 usec

802.1 PVID: 1

802.1 PPVID: 2 supported, enabled

802.1 VLAN: 2 (VLAN2)

802.1 Protocol: 88 8E 01

LLDP-MED capabilities: Network Policy, Location ldentification
LLDP-MED Device type: Network Connectivity
LLDP-MED Network policy

Application type: Voice

Flags: Tagged VLAN

VLAN ID: 2

Layer 2 priority: 0

DSCP: 0O

LLDP-MED Power over Ethernet

Device Type: Power Sourcing Entity

Power source: Primary Power Source

Power priority: High

Power value: 9.6 Watts

LLDP-MED Location

Coordinates: 54:53:¢c1:f7:51:57:50:ba:5b:97:27:80:00:00:67:01
Hardware Revision: Bl

Firmware Revision: Al

Software Revision: 3.8

Serial number: 7978399

Manufacturer name: Manufacturer

Model name: Model 1

Asset ID: Asset 123

Switch# show 1ldp local gil/1/2

LLDP is disabled.
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28.25 show lldp neighbors

Use the show lldp neighbors Privileged EXEC mode command to display information about
neighboring devices discovered using LLDP. The information can be displayed for all ports or for a
specific port.

Syntax
show lldp neighbors [interface-id]

Parameters
interface-id—Specifies a port ID.

Default Configuration
If no port ID is entered, the command displays information for all ports.

Command Mode
Privileged EXEC mode

User Guidelines
A TLV value that cannot be displayed as an ASCII string is displayed as an hexadecimal string.

Examples
Example 1 - The following example displays information about neighboring devices discovered
using LLDP on all ports on which LLDP is enabled and who are up.

Location information, if it exists, is also displayed.

Switch# show 1ldp neighbors

System capability legend:

B - Bridge; R - Router; W - Wlan Access Point; T - telephone;
D - DOCSIS Cable Device; H - Host; r - Repeater;

TP - Two Ports MAC Relay; S - S-VLAN; C - C-VLAN; O - Other

Port Device ID Port ID System Name Capabilities TTL

gil/1/1 00:00:00:11:11:11 gil/1/1 ts-7800-2 B 90
gil/1/1 00:00:00:11:11:11 gil/1/1 ts-7800-2 B 90
gil/1/2 00:00:26:08:13:24 @il/1/3 ts-7900-1 B, R 90
gil/1/3 00:00:26:08:13:24 qgil/1/2 ts-7900-2 W 90

Example 2 - The following example displays information about neighboring devices discovered
using LLDP on port 1.

Switch# show 1ldp neighbors gil/1/1
Device ID: 00:00:00:11:11:11

Port ID: gil/l/1

System Name: ts-7800-2

Capabilities: B

Version 1.0 06/03/2013



Amphenalanchise ph. 3.5 cLI Commands

Page 352/876

System description:

Port description:

Management address: 172.16.1.1
Time To Live: 90 seconds

802.3 MAC/PHY Configuration/Status

Auto-negotiation support: Supported.

Auto-negotiation status: Enabled.

Auto-negotiation Advertised Capabilities: 100BASE-TX full duplex,

1000BASE-T full duplex.
Operational MAU type: 1000BaseTFD
802.3 Power via MDI

MDI Power support Port Class: PD

PSE MDI Power Support: Not Supported

PSE MDI Power State: Not Enabled

PSE power pair control ability: Not supported.

PSE Power Pair: Signal
PSE Power class: 1
802.3 Link Aggregation

Aggregation capability: Capable of being aggregated
Aggregation status: Not currently in aggregation

Aggregation port ID: 1

802.3 Maximum Frame Size: 1522
802.3 EEE

Remote Tx: 25 usec

Remote Rx: 30 usec

Local Tx Echo: 30 usec

Local Rx Echo: 25 usec

802.1 PVID: 1

802.1 PPVID: 2 supported, enabled
802.1 VLAN: 2(VLAN2)

802.1 Protocol: 88 8E 01

LLDP-MED capabilities: Network Policy.
LLDP-MED Device type: Endpoint class 2.

LLDP-MED Network policy
Application type: Voice
Flags: Unknown policy

VLAN ID: O
Layer 2 priority: O
DSCP: O

LLDP-MED Power over Ethernet
Device Type: Power Device
Power source: Primary power
Power priority: High

Power value: 9.6 Watts
Hardware revision: 2.1
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Firmware revision:

Link Layer Discovery Protocol (LLDP) Commands

2.3

Software revision: 2.7.1
Serial number: LM759846587
Manufacturer name: VP

Model name: TR12
Asset ID: 9
LLDP-MED Location

Coordinates: 54:53:cl1:f7:51:57:50:ba:5b:97:27:80:00:00:67:01

The following table describes significant LLDP fields shown in the display:

Field
Port

Device ID

Port ID
System name

Capabilities

System description
Port description
Management address

Auto-negotiation
support

Auto-negotiation
status

Auto-negotiation
Advertised
Capabilities

Operational MAU type
LLDP MED
Capabilities

Device type

Description

The port number.

The neighbor device's configured ID (name) or MAC

address.

The neighbor device’s port ID.
The neighbor device’s administratively assigned name.

The capabilities discovered on the neighbor device.

Possible values are:

B - Bridge

R - Router

W - WLAN Access Point
T - Telephone

D - DOCSIS cable device
H - Host

r - Repeater

O - Other

The neighbor device’s system description.
The neighbor device’s port description.
The neighbor device’s management address.

The auto-negotiation support status on the port.
(supported or not supported)

The active status of auto-negotiation on the port.

(enabled or disabled)

The port speed/duplex/flow-control capabilities
advertised by the auto-negotiation.

The port MAU type.

The sender's LLDP-MED capabilities.

The device type. Indicates whether the sender is a
Network Connectivity Device or Endpoint Device, and if
an Endpoint, to which Endpoint Class it belongs.

LLDP MED - Network Policy

Application type

The primary function of the application defined for this

network policy.
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Field Description

Flags Flags. The possible values are:
Unknown policy: Policy is required by the device, but is
currently unknown.
Tagged VLAN: The specified application type is using a
tagged VLAN.
Untagged VLAN: The specified application type is
using an Untagged VLAN.

VLAN ID The VLAN identifier for the application.
Layer 2 priority The Layer 2 priority used for the specified application.
DSCP The DSCP value used for the specified application.

LLDP MED - Power Over Ethernet

Power type The device power type. The possible values are: Power
Sourcing Entity (PSE) or Power Device (PD).

Power Source The power source utilized by a PSE or PD device. A
PSE device advertises its power capability. The
possible values are: Primary power source and Backup
power source. A PD device advertises its power
source. The possible values are: Primary power, Local
power, Primary and Local power.

Power priority The PD device priority. A PSE device advertises the
power priority configured for the port. A PD device
advertises the power priority configured for the device.
The possible values are: Critical, High and Low.

Power value The total power in watts required by a PD device from a
PSE device, or the total power a PSE device is capable
of sourcing over a maximum length cable based on its
current configuration.

LLDP MED - Location

Coordinates, Civic The location information raw data.
address, ECS ELIN.

28.26 show lldp statistics

Use the show Ildp statistics EXEC mode command to display LLDP statistics on all ports or a
specific port.

Syntax
show lldp statistics [interface-id | detailed]

Parameters
m  interface-id—Specifies the port ID.

m  detailed—Displays information for non-present ports in addition to present ports.

Default Configuration

If no port ID is entered, the command displays information for all ports. If detailed is not used, only

present ports are displayed.
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Command Mode
EXEC mode

Example

Link Layer Discovery Protocol (LLDP) Commands

switchxxxxxx# show 1ldp statistics
Tables Last Change Time: 14-Oct-2010 32:08:18

Tables Inserts: 26
Tables Deletes: 2
Tables Dropped: 0
Tables Ageouts: 1

TX Frames RX Frame
Port Total Total Discarded Errors

gil/1/1 730 850 0 0
gil/1/2 0 0 0 0
gil/1/3 730 0 0 0
gil/1/4 0 0 0 0
gil/1/5 0 0 0 0
gil/1/6 8 7 0 0
gil/1/7 0 0 0 0
gil/1/8 0 0 0 0
gil/1/9 730 0 0 0
gil/1/10 0 0 0 0
Version 1.0
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RX TLVs
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Spanning-Tree Commands

29.1 spanning-tree

Use the spanning-tree Global Configuration mode command to enable spanning-tree functionality.

Use the no form of this command to disable the spanning-tree functionality.

Syntax
spanning-tree

no spanning-tree

Parameters
N/A

Default Configuration
Spanning-tree is enabled.

Command Mode
Global Configuration mode

Example

The following example enables spanning-tree functionality.

switchxxxxxx(config)# spanning-tree

29.2 spanning-tree mode

Use the spanning-tree mode Global Configuration mode command to select which Spanning Tree
Protocol (STP) protocol to run. Use the no form of this command to restore the default configuration.

Syntax
spanning-tree mode {stp | rstp | mst}

no spanning-tree mode

Parameters
m  stp—Specifies that STP is enabled.
m  rstp—Specifies that the Rapid STP is enabled.

m  mst—Specifies that the Multiple STP is enabled.

Default Configuration
The default is RSTP.

Command Mode
Global Configuration mode
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User Guidelines
In RSTP mode, the device uses STP when the neighbor device uses STP.

In MSTP mode, the device uses RSTP when the neighbor device uses RSTP, and uses STP when
the neighbor device uses STP.

Example
The following example enables MSTP.

switchxxxxxx(config)# spanning-tree mode mst

29.3 spanning-tree forward-time

Use the spanning-tree forward-time Global Configuration mode command to configure the
spanning-tree bridge forward time, which is the amount of time a port remains in the listening and
learning states before entering the forwarding state. Use the no form of this command to restore the
default configuration.

Syntax
spanning-tree forward-time seconds

no spanning-tree forward-time

Parameters
seconds—Specifies the spanning-tree forward time in seconds. (Range: 4—30)

Default Configuration
15 seconds.

Command Mode
Global Configuration mode

User Guidelines
When configuring the forwarding time, the following relationship should be maintained:

2*(Forward-Time - 1) >= Max-Age

Example
The following example configures the spanning tree bridge forwarding time to 25 seconds.

switchxxxxxx(config)# spanning-tree forward-time 25

29.4 spanning-tree hello-time

Use the spanning-tree hello-time Global Configuration mode command to configure how often the
device broadcasts Hello messages to other devices. Use the no form of this command to restore the
default configuration.
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Syntax
spanning-tree hello-time seconds

no spanning-tree hello-time

Parameters
seconds—Specifies the spanning-tree Hello time in seconds. (Range: 1-10)

Default Configuration
2 seconds.

Command Mode
Global Configuration mode

User Guidelines
When configuring the Hello time, the following relationship should be maintained:

Max-Age >= 2*(Hello-Time + 1)

Example
The following example configures the spanning-tree bridge hello time to 5 seconds.

switchxxxxxx(config)# spanning-tree hello-time 5

29.5 spanning-tree max-age

Use the spanning-tree max-age Global Configuration mode command to configure the STP
maximum age. Use the no form of this command to restore the default configuration.

Syntax
spanning-tree max-age seconds

no spanning-tree max-age

Parameters
seconds—Specifies the spanning-tree bridge maximum age in seconds. (Range: 6—40)

Default Configuration
The default maximum age is 20 seconds.

Command Mode
Global Configuration mode

User Guidelines
When configuring the maximum age, the following relationships should be maintained:

2*(Forward-Time - 1) >= Max-Age
Max-Age >= 2*(Hello-Time + 1)
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Example
The following example configures the spanning-tree bridge maximum age to 10 seconds.

switchxxxxxx(config)# spanning-tree max-age 10

29.6 spanning-tree priority
Use the spanning-tree priority Global Configuration mode command to configure the device STP

priority, which is used to determine which bridge is selected as the root bridge. Use the no form of
this command to restore the default device spanning-tree priority.

Syntax
spanning-tree priority priority

no spanning-tree priority

Parameters
priority—Specifies the bridge priority. (Range: 0—61440)

Default Configuration
Default priority = 32768.

Command Mode
Global Configuration mode

User Guidelines
The priority value must be a multiple of 4096.

The switch with the lowest priority is the root of the spanning tree. When more than one switch has
the lowest priority, the switch with the lowest MAC address is selected as the root.

Example
The following example configures the spanning-tree priority to 12288.

switchxxxxxx(config)# spanning-tree priority 12288

29.7 spanning-tree disable

Use the spanning-tree disable Interface Configuration (Ethernet, port-channel) mode command to
disable the spanning tree on a specific port. Use the no form of this command to enable the
spanning tree on a port.

Syntax
spanning-tree disable

no spanning-tree disable

Parameters
N/A
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Default Configuration
Spanning tree is enabled on all ports.

Command Mode
Interface Configuration (Ethernet, port-channel) mode

Example
The following example disables the spanning tree on gil/1/5

switchxxxxxx(config)# interface gil/1/5
switchxxxxxx(config-if)# spanning-tree disable

29.8 spanning-tree cost

Use the spanning-tree cost Interface Configuration (Ethernet, port-channel) mode command to
configure the spanning-tree path cost for a port. Use the no form of this command to restore the
default configuration.

Syntax
spanning-tree cost cost

no spanning-tree cost

Parameters
cost—Specifies the port path cost. (Range: 1-200000000)

Default Configuration
Default path cost is determined by port speed and path cost method (long or short) as shown below:

Interface Long Short
Port-channel 20,000 4
TenGigabit Ethernet (10000 Mbps) 2000 2
Gigabit Ethernet (1000 Mbps) 20,000 4
Ethernet (10 Mbps) 2,000,000 100

Command Mode
Interface Configuration (Ethernet, port-channel) mode

Example
The following example configures the spanning-tree cost on gil/1/15 to 35000.

switchxxxxxx(config)# interface gil/1/15
switchxxxxxx(config-if)# spanning-tree cost 35000
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29.9 spanning-tree port-priority
Use the spanning-tree port-priority Interface Configuration (Ethernet, port-channel) mode

command to configure the port priority. Use the no form of this command to restore the default
configuration.

Syntax
spanning-tree port-priority priority

no spanning-tree port-priority

Parameters
priority—Specifies the port priority. (Range: 0—240)

Default Configuration
The default port priority is 128.

Command Mode
Interface Configuration (Ethernet, port-channel) mode

User Guidelines
The priority value must be a multiple of 16.

Example
The following example configures the spanning priority on gi1l/1/15 to 96

switchxxxxxx(config)# interface gil/1/15
switchxxxxxx(config-if)# spanning-tree port-priority 96

29.10 spanning-tree portfast

Use the spanning-tree portfast Interface Configuration (Ethernet, port-channel) mode command to
enable the PortFast mode. In PortFast mode, the interface is immediately put into the forwarding
state upon linkup, without waiting for the standard forward time delay. Use the no form of this
command to disable the PortFast mode.

Syntax
spanning-tree portfast [auto]

no spanning-tree portfast

Parameters

auto—Specifies that the software waits for 3 seconds (with no Bridge Protocol Data Units (BPDUSs)
received on the interface) before putting the interface into the PortFast mode.

Default Configuration
PortFast mode is disabled.
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Command Mode
Interface Configuration (Ethernet, port-channel) mode

Example
The following example enables the PortFast mode on gil/1/15.

switchxxxxxx(config)# interface gil/1/15
switchxxxxxx(config-if)# spanning-tree portfast

29.11 spanning-tree link-type

Use the spanning-tree link-type Interface Configuration (Ethernet, port-channel) mode command
to override the default link-type setting determined by the port duplex mode, and enable RSTP
transitions to the Forwarding state. Use the no form of this command to restore the default
configuration.

Syntax
spanning-tree link-type {point-to-point | shared}

no spanning-tree spanning-tree link-type

Parameters
m  point-to-point—Specifies that the port link type is point-to-point.
m  shared—Specifies that the port link type is shared.

Default Configuration
The device derives the port link type from the duplex mode. A full-duplex port is considered a
point-to-point link and a half-duplex port is considered a shared link.

Command Mode
Interface Configuration (Ethernet, port-channel) mode

Example
The following example enables shared spanning-tree on gil/1/15.

switchxxxxxx(config)# interface gil/1/15
switchxxxxxx(config-if)# spanning-tree link-type shared

29.12 spanning-tree pathcost method

Use the spanning-tree pathcost method Global Configuration mode command to set the default
path cost method. Use the no form of this command to return to the default configuration.

Syntax
spanning-tree pathcost method {long | short}

no spanning-tree pathcost method
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Parameters
m  long—Specifies that the default port path costs are within the range: 1-200,000,000.
m  short—Specifies that the default port path costs are within the range: 1-200,000,000.

Default Configuration
Long path cost method.

Command Mode
Global Configuration mode

User Guidelines
This command applies to all the spanning tree instances on the switch.

m If the short method is selected, the switch calculates the default cost as 100.
m  If the long method is selected, the switch calculates the default cost as 20000.

Example
The following example sets the default path cost method to Long.

switchxxxxxx(config)# spanning-tree pathcost method long

29.13 spanning-tree bpdu (Global)

Use the spanning-tree bpdu Global Configuration mode command to define Bridge Protocol Data
Unit (BPDU) handling when the spanning tree is disabled globally or on a single interface. Use the
no form of this command to restore the default configuration.

Syntax
spanning-tree bpdu {filtering | flooding}

no spanning-tree bpdu

Parameters
m  filtering—Specifies that BPDU packets are filtered when the spanning tree is disabled on an
interface.

m  flooding—Specifies that untagged BPDU packets are flooded unconditionally (without applying
VLAN rules) to all ports with the spanning tree disabled and BPDU handling mode of flooding.
Tagged BPDU packets are filtered.

Default Configuration
The default setting is flooding.

Command Mode
Global Configuration mode

User Guidelines
The filtering and flooding modes are relevant when the spanning tree is disabled globally or on a
single interface.
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Example
The following example defines the BPDU packet handling mode as flooding when the spanning tree
is disabled on an interface.

switchxxxxxx(config)# spanning-tree bpdu flooding

29.14 spanning-tree bpdu (Interface)

Use the spanning-tree bpdu Interface Configuration (Ethernet, Port-channel) mode command to
define BPDU handling when the spanning tree is disabled on a single interface. Use the no form of
this command to restore the default configuration.

Syntax
spanning-tree bpdu {filtering | flooding}

no spanning-tree bpdu

Parameters
m filtering—Specifies that BPDU packets are filtered when the spanning tree is disabled on an
interface.

m  flooding—Specifies that untagged BPDU packets are flooded unconditionally (without applying
VLAN rules) to ports with the spanning tree disabled and BPDU handling mode of flooding.
Tagged BPDU packets are filtered.

Default Configuration
The spanning-tree bpdu (Global) command determines the default configuration.

Command Mode
Interface Configuration (Ethernet, Port-channel) mode

Example
The following example defines the BPDU packet as flooding when the spanning tree is disabled on
gil/1/3.

switchxxxxxx(config)# interface gil/1/3
switchxxxxxx(config-if)# spanning-tree bpdu flooding

29.15 spanning-tree guard root

use the spanning-tree guard root Interface Configuration (Ethernet, Port-channel) mode command
to enable Root Guard on all spanning-tree instances on the interface. Root guard prevents the
interface from becoming the root port of the device. Use the no form of this command to disable the
root guard on the interface.

Syntax
spanning-tree guard root

no spanning-tree guard root

Version 1.0 06/03/2013



Amphenol Spanning-Tree Commands

Page 365/876

Default Configuration
Root guard is disabled.

Command Mode
Interface Configuration (Ethernet, Port-channel) mode

User Guidelines
Root Guard can be enabled when the device operates in any mode (STP, RSTP and MSTP).

When Root Guard is enabled, the port changes to the alternate state if the spanning-tree
calculations select the port as the root port.

Example
The following example prevents gil/1/1 from being the root port of the device.

switchxxxxxx(config)# interface gil/1l/1
switchxxxxxx(config-if)# spanning-tree guard root

29.16 spanning-tree bpduguard

Use the spanning-tree bpduguard Interface Configuration (Ethernet, port-channel) mode
command to shut down an interface when it receives a Bridge Protocol Data Unit (BPDU). Use the
no form of this command to restore the default configuration.

Syntax
spanning-tree bpduguard {enable | disable}

no spanning-tree bpduguard

Parameters
bpduguard enable—Enables BPDU Guard.

bpduguard disable—Disables BPDU Guard.

Default Configuration
BPDU Guard is disabled.

Command Mode
Interface Configuration (Ethernet, Port-channel) mode

User Guidelines
The command can be enabled when the spanning tree is enabled (useful when the port is in the
PortFast mode) or disabled.

Example
The following example shuts down gi1/1/5 when it receives a BPDU.

switchxxxxxx(config)# interface gil/1/5
switchxxxxxx(config-if)# spanning-tree bpduguard enable
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29.17 clear spanning-tree detected-protocols

Use the clear spanning-tree detected-protocols Privileged EXEC command to restart the STP
migration process (force renegotiation with neighboring switches) on all interfaces or on the
specified interface

Syntax
clear spanning-tree detected-protocols [interface interface-id]

Parameters

interface-id—Specifies an interface ID. The interface ID can be one of the following types: Ethernet
port or Port-channel.

Default Configuration
All interfaces.

Command Mode
Privileged EXEC mode

User Guidelines
This feature can only be used when working in RSTP or MSTP mode.

Example
This restarts the STP migration process on all interfaces.

switchxxxxxx# clear spanning-tree detected-protocols

29.18 spanning-tree mst priority

Use the spanning-tree mst priority Global Configuration mode command to configure the device
priority for the specified spanning-tree instance. Use the no form of this command to restore the
default configuration.

Syntax
spanning-tree mst instance-id priority priority

no spanning-tree mst instance-id priority

Parameters
m  instance-id—Specifies the spanning-tree instance ID. (Range:1-15)

m  priority—Specifies the device priority for the specified spanning-tree instance. This setting
determines the likelihood that the switch is selected as the root switch. A lower value increases
the probability that the switch is selected as the root switch. (Range: 0-61440)

Default Configuration
The default priority is 32768.
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Command Mode
Global Configuration mode

User Guidelines
The priority value must be a multiple of 4096.

The switch with the lowest priority is the root of the spanning tree.

Example
The following example configures the spanning tree priority of instance 1 to 4096.

switchxxxxxx(config)# spanning-tree mst 1 priority 4096

29.19 spanning-tree mst max-hops

Use the spanning-tree mst max-hops Global Configuration mode command to configure the
number of hops in an MST region before the BDPU is discarded and the port information is aged
out. Use the no form of this command to restore the default configuration.

Syntax
spanning-tree mst max-hops hop-count

no spanning-tree mst max-hops

Parameters

max-hops hop-count—Specifies the number of hops in an MST region before the BDPU is
discarded. (Range: 1-40)

Default Configuration
The default number of hops is 20.

Command Mode
Global Configuration mode

Example
The following example configures the maximum number of hops that a packet travels in an MST
region before it is discarded to 10.

switchxxxxxx(config)# spanning-tree mst max-hops 10

29.20 spanning-tree mst port-priority

Use the spanning-tree mst port-priority Interface Configuration (Ethernet, port-channel) mode
command to configure the priority of a port. Use the no form of this command to restore the default
configuration.

Syntax
spanning-tree mst instance-id port-priority priority
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no spanning-tree mst instance-id port-priority

Parameters
m  instance-id—Specifies the spanning tree instance ID. (Range: 1-15)
m  priority—Specifies the port priority. (Range: 0-240 in multiples of 16)

Default Configuration
The default port priority is 128.

Command Mode
Interface Configuration (Ethernet, port-channel) mode

User Guidelines
The priority value must be a multiple of 16.

Example
The following example configures the port priority of gil/1/1 to 144.

switchxxxxxx(config)# interface gil/l/1

switchxxxxxx(config-if)# spanning-tree mst 1 port-priority 144

29.21 spanning-tree mst cost

Use the spanning-tree mst cost Interface Configuration (Ethernet, Port-channel) mode command
to configure the path cost for MST calculations. If a loop occurs, the spanning tree considers path
cost when selecting an interface to put in the Forwarding state. Use the no form of this command to

restore the default configuration.

Syntax
spanning-tree mst instance-id cost cost

no spanning-tree mst instance-id cost

Default Configuration
N/A

Parameters
m  instance-id—Specifies the spanning-tree instance ID. (Range: 1-15)
m  cost—Specifies the port path cost. (Range: 1-200000000)

Default Configuration

Default path cost is determined by the port speed and path cost method (long or short) as shown

below:
Interface Long Short
Port-channel 20,000 4
TenGigabit Ethernet (10000 Mbps) 2000 2
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Gigabit Ethernet (1000 Mbps) 20,000 4
Ethernet (10 Mbps) 2,000,000 100

Command Mode
Interface Configuration (Ethernet, port-channel) mode

Example
The following example configures the MSTP instance 1 path cost for port gi1/1/9 to 4.

switchxxxxxx(config)# interface gil/1/9
switchxxxxxx(config-if)# spanning-tree mst 1 cost 4

29.22 spanning-tree mst configuration

Use the spanning-tree mst configuration Global Configuration mode command to enable
configuring an MST region by entering the MST mode.

Syntax
spanning-tree mst configuration

Command Mode
Global Configuration mode

User Guidelines

For two or more switches to be in the same MST region, they must contain the same VLAN
mapping, the same configuration revision number, and the same name.

Example
The following example configures an MST region.

switchxxxxxx(config)# spanning-tree mst configuration
switchxxxxxx(config-mst)# instance 1 vlan 10-20
switchxxxxxx(config-mst)# name regionl
switchxxxxxx(config-mst)# revision 1

29.23 instance (MST)

Use instance MST Configuration mode command to map VLANSs to an MST instance. Use the no
form of this command to restore the default mapping.

Syntax
instance instance-id vlan vlan-range

no instance instance-id vlan vlan-range

Parameters
m  instance-id—MST instance (Range: 1-15)
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m  vlan-range—The specified range of VLANS is added to the existing ones. To specify a range,
use a hyphen. To specify a series, use a comma. (Range: 1-4094)

Default Configuration
All VLANs are mapped to the common and internal spanning tree (CIST) instance (instance 0).

Command Mode
MST Configuration mode

User Guidelines
All VLANSs that are not explicitly mapped to an MST instance are mapped to the common and
internal spanning tree (CIST) instance (instance 0) and cannot be unmapped from the CIST.

For two or more devices to be in the same MST region, they must have the same VLAN mapping,
the same configuration revision number, and the same name.

Example
The following example maps VLANs 10-20 to MST instance 1.

switchxxxxxx(config)# spanning-tree mst configuration
switchxxxxxx(config-mst)# instance 1 vlan 10-20

29.24 name (MST)

Use the name MST Configuration mode command to define the MST instance name. Use the no
form of this command to restore the default setting.

Syntax
name string

no name

Parameters
string—Specifies the MST instance name. (Length: 1-32 characters)

Default Configuration
The default name is the bridge MAC address.

Command Mode
MST Configuration mode

Example
The following example defines the instance name as Regionl.

switchxxxxxx(config)# spanning-tree mst configuration
switchxxxxxx(config-mst)# name regionl
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29.25 revision (MST)

Use the revision MST Configuration mode command to define the MST configuration revision
number. Use the no form of this command to restore the default configuration.

Syntax
revision value

no revision

Parameters
value—Specifies the MST configuration revision number. (Range: 0—65535)

Default Configuration
The default configuration revision number is 0.

Command Mode
MST Configuration mode

Example
The following example sets the configuration revision to 1.

switchxxxxxx(config) # spanning-tree mst configuration
switchxxxxxx(config-mst) # revision 1

29.26 show (MST)

Use the show MST Configuration mode command to display the current or pending MST region
configuration.

Syntax
show {current | pending}

Parameters
m  current—Displays the current MST region configuration.
m  pending—Displays the pending MST region configuration.

Default Configuration
N/A

Command Mode
MST Configuration mode

Example
The following example displays a pending MST region configuration

switchxxxxxx(config-mst)# show pending
Gathering information . ........
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Current MST configuration

Name: Regionl

Revision: 1

Instance VLANs Mapped State

0 1-4094 Disabled
switchxxxxxx(config-mst)#

29.27 exit (MST)

Use the exit MST Configuration mode command to exit the MST region Configuration mode and
apply all configuration changes.

Syntax
exit

Parameters
N/A

Default Configuration
N/A

Command Mode
MST Configuration mode

Example
The following example exits the MST Configuration mode and saves changes.

switchxxxxxx(config)# spanning-tree mst configuration
switchxxxxxx(config-mst)# exit
switchxxxxxx(config)#

29.28 abort (MST)

Use the abort MST Configuration mode command to exit the MST Configuration mode without
applying the configuration changes.

Syntax
abort

Parameters
N/A

Default Configuration
N/A
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Command Mode
MST Configuration mode

Example
The following example exits the MST Configuration mode without saving changes.

switchxxxxxx(config)# spanning-tree mst configuration
switchxxxxxx(config-mst)# abort

29.29 show spanning-tree

Use the show spanning-tree Privileged EXEC mode command to display the spanning-tree
configuration.

Syntax
show spanning-tree [interface-id] [instance instance-id]

show spanning-tree [detail] [active | blockedports] [instance instance-id]

show spanning-tree mst-configuration

Parameters

instance instance-id—Specifies the spanning tree instance ID. (Range: 1-15)
detail—Displays detailed information.

active—Displays active ports only.

blockedports—Displays blocked ports only.

mst-configuration—Displays the MST configuration identifier.

interface-id—Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or Port-channel.

Default Configuration
If no interface is specified, the default is all interfaces.

Command Mode
Privileged EXEC mode

User Guidelines
This command only works when MST is enabled.
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Example

The following examples display spanning-tree information in various configurations:

switchxxxxxx# show spanning-tree
Spanning tree enabled mode RSTP
Default port cost method: long
Loopback guard: Disabled

Root 1D

Bridge ID

Interfaces

gil/1/1
gil/1/2
gil/1/3
gil/1/4
gil/1/5

Priority
Address
Cost
Port

Hello Time 2 sec

Priority
Address

Hello Time 2 sec

State Prio. No

Enabled 128.1
Enabled 128.2
Disabled 128.3
Enabled 128.4
Enabled 128.5

32768

00:01:42:97:e0:00

20000
gil/1/1

36864

Max Age 20 sec Forward Delay 15 sec

00:02:4b:29:7a:00

Max Age 20 sec Forward Delay 15 sec

Sts

FRW
FRW

BLK
DIS

Role

Root
Desg

Altn

PortFastType
No P2p (RSTP)
No Shared (STP)

Shared (STP)

switchxxxxxx# show spanning-tree
Spanning tree enabled mode RSTP
Default port cost method: long

Root ID

Interfaces

Priority
Address

36864

00:02:4b:-29:7a:

This switch is the Root.

Hello Time 2 sec

Version 1.0
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Name State Prio.Nbr Cost Sts Role PortFastType

gil/1/1  Enabled 128.1 20000 FRW Desg - P2p (RSTP)
gil/1/2 Enabled 128.2 20000 FRW Desg No Shared (STP)
gil/1/3 Disabled 128.3 20000 - - No -

gil/1/4 Enabled 128.4 20000 FRW Desg - Shared (STP)
gil/1/5 Enabled 128.5 20000 DIS - No -

switchxxxxxx# show spanning-tree
Spanning tree disabled (BPDU filtering) mode RSTP
Default port cost method: long

Root ID Priority NZA

Address N/A

Path Cost N/A

Root Port N/A

Hello Time NZA Max Age N/A Forward Delay N/A
Bridge ID Priority 36864

Address 00:02:4b:29:7a:00

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interfaces
Name State Prio.Nb Cost Sts Role PortFastType
gil/1/1 Enabled 128.1 20000 - - - -
gil/1/2 Enabled 128.2 20000 - - - -
gil/1/3 Disabled 128.3 20000 - - - -
gil/1/4 Enabled 128.4 20000 - - - -
gil/1/5 Enabled 128.5 20000 - - - -

switchxxxxxx# show spanning-tree active
Spanning tree enabled mode RSTP
Default port cost method: long

Root ID Priority 32768

Address 00:01:42:97:e0:00

Path Cost 20000

Root Port gil/1/1

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 36864

Address 00:02:4b:29:7a:00

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interfaces
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Name State Prio.Nbr
gil/1/1 Enabled 128.1
gil/1/2 Enabled 128.2
gil/1/4 Enabled 128.4

3.5 CLI Commands

Cost Sts Role
20000 FRW Root
20000 FRW Desg
20000 BLK Altn

PortFastType

- P2p (RSTP)
No Shared (STP)
No Shared (STP)
No

switchxxxxxx# show spanning-tree blockedports
Spanning tree enabled mode RSTP

Default port cost method: long

Root ID Priority
Address
Path Cost

Root Port

Hello Time 2 sec

Bridge ID Priority
Address

Hello Time 2 sec

Interfaces
Name State Prio.Nbr
gil/l/4 Enabled 128.4

32768
00:01:42:97:€0:00
20000

gil/1/1

Max Age 20 sec

36864
00:02:4b:29:7a:00
Max Age 20 sec

Cost Sts Role

19 BLK Altn

Forward Delay 15 sec

Forward Delay 15 sec

PortFastType

No Shared (STP)

switchxxxxxx# show spanning-tree detail
Spanning tree enabled mode RSTP

Default port cost method: long

Root ID Priority
Address
Path Cost

Root Port

Hello Time 2 sec

Bridge ID Priority
Address

Hello Time 2 sec

32768
00:01:42:97:e0:00
20000

gil/1/1

Max Age 20 sec

36864
00:02:4b:29:7a:00

Forward Delay 15 sec

Max Age 20 sec Forward Delay 15 sec

Number of topology changes 2 last change occurred 2d18h ago

Times:

hold 1, topology change 35, notification 2

hello 2, max age 20, forward delay 15

Version 1.0
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Port 1 (gil/1/1) enabled

State: Forwarding

Port id: 128.1

Type: P2p (configured: auto) RSTP
Designated bridge Priority: 32768
Designated port id: 128.25

Guard root: Disabled

Spanning-Tree Commands

Role: Root

Port cost: 20000

Port Fast: No (configured:no)
Address: 00:01:42:97:e0:00
Designated path cost: 0

BPDU guard: Disabled

Number of transitions to forwarding state: 1

BPDU: sent 2, received 120638

Port 2 (gil/1/2) enabled

State: Forwarding

Port id: 128.2

Type: Shared (configured: auto) STP
Designated bridge Priority: 32768
Designated port id: 128.2

Guard root: Disabled

Role: Designated

Port cost: 20000

Port Fast: No (configured:no)
Address: 00:02:4b:29:7a:00
Designated path cost: 20000
BPDU guard: Disabled

Number of transitions to forwarding state: 1

BPDU: sent 2, received 170638

Port 3 (gil1/1/3) disabled
State: N/A

Port id: 128.3

Type: N/A (configured: auto)
Designated bridge Priority: N/A
Designated port id: N/A

Guard root: Disabled

Role: N/A

Port cost: 20000

Port Fast: N/A (configured:no)
Address: N/A

Designated path cost: N/A

BPDU guard: Disabled

Number of transitions to forwarding state: N/A

BPDU: sent N/A, received N/A

Port 4 (gil/1/4) enabled

State: Blocking

Port id: 128.4

Type: Shared (configured:auto) STP
Designated bridge Priority: 28672
Designated port id: 128.25

Guard root: Disabled

Role: Alternate

Port cost: 20000

Port Fast: No (configured:no)
Address: 00:30:94:41:62:c8
Designated path cost: 20000
BPDU guard: Disabled

Number of transitions to forwarding state: 1

BPDU: sent 2, received 120638

Port 5 (gil1/1/5) enabled

State: Disabled

Port id: 128.5

Type: N/A (configured: auto)
Designated bridge Priority: N/A
Designated port id: N/A

Guard root: Disabled

Role: N/A

Port cost: 20000

Port Fast: N/A (configured:no)
Address: N/A

Designated path cost: N/A

BPDU guard: Disabled

Number of transitions to forwarding state: N/A

BPDU: sent N/A, received N/A
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switchxxxxxx# show spanning-tree ethernet gil/1l/1

Port 1 (gil/1/1) enabled

State: Forwarding
Port id: 128.1

Type: P2p (configured: auto) RSTP
Designated bridge Priority: 32768
Designated port id: 128.25
Guard root: Disabled

Role: Root
Port cost: 20000
Port Fast: No (configured:no)
Address: 00:01:42:97:e0:00

Designated path cost: 0
BPDU guard: Disabled

Number of transitions to forwarding state: 1

BPDU: sent 2, received 120638

switchxxxxxx# show spanning-tree mst-configuration

Name: Regionl
Revision: 1

Instance

Vlans mapped

1-9, 21-4094

10-20

State

Enabled
Enabled

switchxxxxxx# show spanning-tree
Spanning tree enabled mode MSTP
Default port cost method: long
#iHHH#H#H MST 0 Vlans Mapped: 1-9

CST Root ID

IST Master 1D

Interfaces

Name State

gil/1/1 Enabled
gil/1/2 Enabled
gil/1/3 Enabled
gil/1/4 Enabled

Priority
Address

Path Cost
Root Port

32768

00:01:42:97:e0:00

20000

gil/1/1

Hello Time 2 sec

Priority
Address

32768

Max Age 20 sec Forward Delay 15 sec

00:02:4b:29:7a:00

This switch is the

Hello Time 2 sec

Max hops 20
Prio.Nbr Cost
128.1 20000
128.2 20000
128.3 20000
128.4 20000
Version 1.0

IST master.

Max Age 20 sec

Sts

FRW
FRW
FRW
FRW

Role
Root
Desg
Desg
Desg

Forward Delay 15 sec

PortFastType
No P2p Bound
No (RSTP)
No Shared Bound
No (STP)
P2p
P2p
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#iHH##H MST 1 Vlans Mapped: 10-20

Root ID Priority 24576
Address 00:02:4b:29:89:76
Path Cost 20000
Root Port gil/1/4
Rem hops 19

Spanning-Tree Commands

Bridge ID Priority 32768
Address 00:02:4b:29:7a:00
Interfaces
Name State Prio.Nbr Cost Sts Role PortFastType
gil/1/1 Enabled 128.1 20000 FRW Boun No P2p Bound
gil/1/2 Enabled 128.2 20000 FRW Boun No (RSTP)
gil/1/3 Enabled 128.3 20000 BLK Altn No Shared Bound
gil/1/4  Enabled 128.4 20000 FRW Root  No (S7P)
P2p
P2p

switchxxxxxx# show spanning-tree detail
Spanning tree enabled mode MSTP

Default port cost method: long

#HHH#H#H MST 0 Vlans Mapped: 1-9

CST Root 1D Priority 32768
Address 00:01:42:97:e0:00
Path Cost 20000
Root Port gil/1/1

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

IST Master ID Priority 32768
Address 00:02:4b:29:7a:00

This switch is the IST master.

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Max hops 20

Number of topology changes 2 last change occurred 2d18h

ago

Times: hold 1, topology change 35, notification 2

hello 2, max age 20, forward delay 15
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Port 1 (gil/1/1) enabled

State: Forwarding
Port id: 128.1

Role: Root
Port cost: 20000

Type: P2p (configured: auto) Boundary RSTP Port Fast: No (configured:no)
Designated bridge Priority: 32768 Address: 00:01:42:97:e0:00
Designated port id: 128.25 Designated path cost: 0
Number of transitions to forwarding state: 1

BPDU: sent 2, received 120638

Port 2 (gil/1/2) enabled

State: Forwarding
Port id: 128.2

Role: Designated
Port cost: 20000

Type: Shared (configured: auto) Boundary STP Port Fast: No (configured:no)
Designated bridge Priority: 32768 Address: 00:02:4b:29:7a:00
Designated port id: 128.2 Designated path cost: 20000
Number of transitions to forwarding state: 1

BPDU: sent 2, received 170638

Port 3 (gil1/1/3) enabled

State: Forwarding
Port id: 128.3

Role: Designated
Port cost: 20000

Type: Shared (configured: auto) Internal Port Fast: No (configured:no)
Designated bridge Priority: 32768 Address: 00:02:4b:29:7a:00
Designated port id: 128.3 Designated path cost: 20000

Number of transitions to forwarding state: 1
BPDU: sent 2, received 170638

Port 4 (gil/1/4) enabled

State: Forwarding
Port id: 128.4

Role: Designated
Port cost: 20000

Type: Shared (configured: auto) Internal Port Fast: No (configured:no)
Designated bridge Priority: 32768 Address: 00:02:4b:29:7a:00
Designated port id: 128.2 Designated path cost: 20000

Number of transitions to forwarding state: 1
BPDU: sent 2, received 170638

#HHH#H#H MST 1 Vlans Mapped: 10-20

Root ID

Bridge ID

Priority 24576

Address 00:02:4b:29:89:76
Path Cost 20000

Root Port gil/1/4

Rem hops 19

Priority 32768
Address 00:02:4b:-29:7a:00

Number of topology changes 2 last change occurred 1d9h
ago
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Times: hold 1, topology change 2, notification 2
hello 2, max age 20, forward delay 15

Port 1 (gil/1/1) enabled

State: Forwarding Role: Boundary

Port id: 128.1 Port cost: 20000

Type: P2p (configured: auto) Boundary RSTP Port Fast: No (configured:no)
Designated bridge Priority: 32768 Address: 00:02:4b:29:7a:00
Designated port id: 128.1 Designated path cost: 20000

Number of transitions to forwarding state: 1
BPDU: sent 2, received 120638

Port 2 (gil1/1/2) enabled

State: Forwarding Role: Designated

Port id: 128.2 Port cost: 20000

Type: Shared (configured: auto) Boundary STP Port Fast: No (configured:no)
Designated bridge Priority: 32768 Address: 00:02:4b:29:7a:00
Designated port id: 128.2 Designated path cost: 20000

Number of transitions to forwarding state: 1
BPDU: sent 2, received 170638

Port 3 (gil1/1/3) disabled

State: Blocking Role: Alternate

Port id: 128.3 Port cost: 20000

Type: Shared (configured: auto) Internal Port Fast: No (configured:no)
Designated bridge Priority: 32768 Address: 00:02:4b:29:1a:19
Designated port id: 128.78 Designated path cost: 20000

Number of transitions to forwarding state: 1
BPDU: sent 2, received 170638

Port 4 (gil/1/4) enabled

State: Forwarding Role: Designated

Port id: 128.4 Port cost: 20000

Type: Shared (configured: auto) Internal Port Fast: No (configured:no)
Designated bridge Priority: 32768 Address: 00:02:4b:29:7a:00
Designated port id: 128.2 Designated path cost: 20000

Number of transitions to forwarding state: 1
BPDU: sent 2, received 170638

switchxxxxxx# show spanning-tree
Spanning tree enabled mode MSTP
Default port cost method: long
#HHH#H#H MST 0 Vlans Mapped: 1-9

CST Root 1D Priority 32768
Address 00:01:42:97:e0:00
Path Cost 20000
Root Port gil/1/1
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Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

IST Master ID Priority 32768
Address 00:02:4b:19:7a:00
Path Cost 10000
Rem hops 19

Bridge ID Priority 32768
Address 00:02:4b:29:7a:00

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Max hops 20

switchxxxxxx# show spanning-tree
Spanning tree enabled mode MSTP
Default port cost method: long
#itt#H#H# MST 0 Vlans Mapped: 1-9

CST Root ID Priority 32768
Address 00:01:42:97:e0:00

This switch is root for CST and IST master.
Root Port gil/1/1
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Max hops 20

29.30 show spanning-tree bpdu

Use the show spanning-tree bpdu EXEC mode command to display the BPDU handling when
spanning-tree is disabled.

Syntax
show spanning-tree bpdu [interface-id | detailed]

Parameters

m  interface-id—Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or Port-channel.

m  detailed—Displays information for non-present ports in addition to present ports.

Default Configuration
Show information for all interfaces. If detailed is not used, only present ports are displayed.

Command Mode
EXEC mode
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Example
The following examples display spanning-tree BPDU information:
switchxxxxxx# show spanning-tree bpdu

The following is the output if the global BPDU handling
command is not supported.

Interface Admin Mode Oper Mode
gil/1/1 Filtering Filtering
gil/1/2 Filtering Filtering
gil/1/3 Filtering Guard

The following is the output if both the global BPDU
handling command and the per-interface BPDU handling
command are supported.

Global: Flooding

Interface Admin Mode Oper Mode
gil/1/1 Global Flooding
gil/1/2 Global STP
gil/1/3 Flooding STP

29.31 spanning-tree loopback-guard

Use the spanning-tree loopback-guard global configuration command to shut down an interface
if it receives a loopback BPDU. Use the no form of this command to return the default setting.

Syntax
spanning-tree loopback-guard

no spanning-tree loopback-guard

Parameters
N/A

Default Configuration
N/A

Command Mode
Global

User Guidelines
This enables shutting down all interfaces if a loopback BPDU is received on it.
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Example

switchxxxxxx(config)# spanning-tree loopback-guard
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Virtual Local Area Network (VLAN)
Commands

30.1 vlan database

Use the vlan database Global Configuration mode command to enter the VLAN Configuration
mode. This mode is used to create VLAN(s) and define the default VLAN.

Use the exit command to return to Global Configuration mode.

Syntax
vlan database

Parameters
N/A

Default Configuration
VLAN 1 exists by default.

Command Mode
Global Configuration mode

Example

The following example enters the VLAN Configuration mode, creates VLAN 1972 and exits VLAN
Configuration mode.

switchxxxxxx(config)# vlan database
switchxxxxxx(config-vlan)# vlan 1972
switchxxxxxx(config-vlan)# exit
switchxxxxxx(config)#

30.2 vlan

Use the vlan VLAN Configuration mode or Global Configuration mode command to create a VLAN
and assign it a name (if only a single VLAN is being created). Use the no form of this command to
delete the VLAN(S).

Syntax
vlan vlan-range

no vlan vlan-range

Parameters

m  vlan-range—Specifies a list of VLAN IDs to add. Separate nonconsecutive VLAN IDs with a
comma and no spaces. Use a hyphen to designate a range of IDs (range: 2-4094).
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m  name—Specifies the VLAN name. The option is only valid where only one VLAN is configured
by the command (range: 1-32 characters).

Default Configuration
VLAN 1 exists by default.

Command Mode
Global Configuration mode

VLAN Configuration mode

Example
The following example creates VLAN number 1972 and assigns it the name Marketing.

switchxxxxxx(config)#vlan database
switchxxxxxx(config-vlan)#vlan 1972 Marketing
switchxxxxxx(config-vlan)#

30.3 show vilan

Use the show vlan Privileged EXEC mode command to display the following VLAN information for
all VLANSs or for a specific VLAN:

VLAN ID

VLAN name

Ports on the VLAN

Whether the VLAN was is dynamic or permanent

Whether authorization is required on the VLAN

Syntax
show vlan [tag vlan-id | name vlan-name]

Parameters
m tag vlan-id—Specifies a VLAN ID.

m  name vlan-name—Specifies a VLAN name string (length: 1-32 characters)

Default Configuration
All VLANs are displayed.

Command Mode
Privileged EXEC mode
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Examples:

Virtual Local Area Network (VLAN) Commands

Example 1 - The following example displays information for all VLANS:.

switchxxxxxx# show vlan

VLAN

10
11
20
21
30
31
91
3978

Name
default
Marketing
VLANOO11
VLANO0020
VLANOO21
VLANOO30
VLANOO31
VLANO091

Guest
VLAN

gil/1/1
gil/1/3
gi1/1/5
9il/1/7

gil/1/2
9il/1/7

-2

-14
-16
-18

Default
Static
Static
Static
Static
Static
Static
Dynamic
Static

Authorization
Required
Required
Required
Required
Required
Required
Required

Not Required
Guest

Example 2 - The following example displays information for the default VLAN (VLAN 1):

switchxxxxxx# show vlan tag 1

VLAN

1

Name

default

gil/1/1

-2

Default

Required

Example 3 - The following example displays information for the VLAN named Marketing:

switchxxxxxx# show vlan name Marketing

VLAN  Name Ports Type Authorization
1 Marketing gil/1/3-14 static Required
30.4 interface vlan

Use the interface vlan Global Configuration mode command to enter the Interface Configuration
(VLAN) mode for a specific VLAN. After this command is entered, all commands configure this
VLAN. To configure a range of VLANS, use interface range vlan.

Syntax

interface vlan vlan-id
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Parameters
vlan vlan-id—Specifies the VLAN to be configured.

Default Configuration
N/A

Command Mode
Global Configuration mode

Example
The following example configures VLAN 1 with IP address 131.108.1.27 and subnet mask
255.255.255.0.

switchxxxxxx (config)# interface vlan 1
switchxxxxxx (config-if)# ip address 131.108.1.27 255.255.255.0

30.5 interface range vian

Use the interface range vlan Global Configuration mode command to configure multiple VLANsS
simultaneously.

Syntax
interface range vlan vlan-range

Parameters
vlan vlan-range—Specifies a list of VLANs. Separate nonconsecutive VLANs with a comma and no
spaces. Use a hyphen to designate a range of VLANSs.

Default Configuration
N/A

Command Mode
Global Configuration mode

User Guidelines

Commands under the interface VLAN range context are executed independently on each VLAN in
the range. If the command returns an error on one of the VLANS, an error message is displayed, and
the system attempts to configure the remaining VLANSs.

Example
The following example groups VLANs 221 through 228 and 889 to receive the same command(s).

switchxxxxxx(config)# interface range vlan 221-228, vlan 889
switchxxxxxx(config-if)#
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30.6 name

Use the name Interface Configuration (VLAN) mode command to name a VLAN. Use the no form of
this command to remove the VLAN name.

Syntax
name string

no name

Parameters
string—Specifies a unique name associated with this VLAN. (Length: 1-32 characters)

Default Configuration
No name is defined.

Command Mode

Interface Configuration (VLAN) mode. It cannot be configured for a range of interfaces (range
context).

User Guidelines
The VLAN name must be unique.

Example
The following example assigns VLAN 19 the name Marketing.

switchxxxxxx(config)# interface vlan 19
switchxxxxxx(config-if)# name Marketing

30.7 switchport protected-port

Use the switchport protected-port Interface Configuration mode command to isolate Unicast,
Multicast, and Broadcast traffic at Layer 2 from other protected ports on the same switch. Use the no
form of this command to disable protection on the port.

Syntax
switchport protected-port

no switchport protected-port

Parameters
N/A

Default Configuration
Unprotected

Command Mode
Interface configuration (Ethernet, port-channel)
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User Guidelines
Note that packets are subject to all filtering rules and Filtering Database (FDB) decisions.

Use this command to isolate Unicast, Multicast, and Broadcast traffic at Layer 2 from other protected
ports (that are not associated with the same community as the ingress interface) on the same
switch. Please note that the packet is still subject to FDB decision and to all filtering rules. Use the
switchport community Interface Configuration command to associate the interface with a
community.

Example

switchxxxxxx(config)# interface gil/i1/1
switchxxxxxx(config-if)# switchport protected-port

30.8 show interfaces protected-ports

Use the show interfaces protected-ports EXEC mode command to display protected ports
configuration.

Syntax
show interfaces protected-ports [interface-id | detailed]

Parameters
m interface-id—Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or port-channel.

m  detailed—Displays information for non-present ports in addition to present ports.

Default Configuration
Show all protected interfaces. If detailed is not used, only present ports are displayed.

Command Mode
EXEC mode

Example

switchxxxxxx# show interfaces protected-ports

Interface State Community
gil/1/1 Protected 1
gil/1/2 Protected Isolated
gil/1/3 Unprotected 20
gil/1/4 Unprotected Isolated

Note: The Community column for unprotected ports is relevant only when_the port state is changed
to Protected.
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30.9 switchport community

Use the switchport community Interface Configuration mode command to associate a protected
port with a community. Use the no form of this command to return to the default.

Syntax
switchport community community

no switchport community

Parameters
community community—Specifies the community number. (range: 1 - 30)

Default Configuration
The port is not associated with a community.

Command Mode
Interface Configuration (Ethernet, port-channel) mode

User Guidelines
The command is relevant only when the port is defined as a protected port. Use the switchport
protected-port Interface Configuration command to define a port as a protected port.

Example

switchxxxxxx(config)# interface gil/l/1
switchxxxxxx(config-if)# switchport community 1

30.10 switchport

Use the switchport Interface Configuration mode command to put an interface that is in Layer 3
mode into Layer 2 mode. Use the no form of this command to put an interface in Layer 3 mode.

Syntax
switchport

no switchport

Parameters
N/A

Default Configuration
Layer 2 mode

Command Mode
Interface Configuration (Ethernet, port-channel) mode
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Examples:

Example 1 - The following example puts the port gil into Layer 2 mode.

switchxxxxxx(config)# interface gil
switchxxxxxx(config-if)#switchport

Example 2 - The following example puts the port gil into Layer 3 mode.

switchxxxxxx(config)# interface gil
switchxxxxxx(config-if)#no switchport

30.11 switchport mode

Use the switchport mode Interface Configuration (Ethernet, port-channel) mode command to
configure the VLAN membership mode (access, trunk, general or customer) of a port. Use the no
form of this command to restore the default configuration.

Syntax
switchport mode {access | trunk | general | customer}

no switchport mode

Parameters

m  access—Specifies an untagged layer 2 VLAN port.

m  trunk—Specifies a trunking layer 2 VLAN port.

m  general—Specifies a full 802-1g-supported VLAN port.
u

customer—Specifies that the port is connected to customer equipment. Used when the switch
is in a provider network.

Default Configuration
Access mode.

Command Mode
Interface Configuration (Ethernet, port-channel) mode

User Guidelines
m  When the port's mode is changed, it receives the configuration corresponding to the mode.

m  If the port mode is changed to access and the access VLAN does not exist, then the port does
not belong to any VLAN.

m  Trunk and general mode ports can be changed to access mode only if all VLANs (except for an
untagged PVID are first removed.

Example
The following example configures gil/1/1 as an access port (untagged layer 2) VLAN port.

switchxxxxxx(config)# interface gil/l/1
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switchxxxxxx(config-if)# switchport mode access
switchxxxxxx(config-if)# switchport access vlan 2

30.12 switchport access vlan

An interface in access mode can belong to only one VLAN. The switchport access vlan Interface
Configuration command reassigns an interface to a different VLAN than it currently belongs to.

Use the no form of this command to restore the default configuration.

Syntax
switchport access vlan vlan-id

no switchport access vlan

Parameters
vlan vlan-id—Specifies the VLAN ID to which the port is configured.

Default Configuration
The interface belongs to the default VLAN.

Command Mode
Interface Configuration (Ethernet, port-channel) mode

User Guidelines
The command automatically removes the port from its previous VLAN and adds it to the new VLAN.

If the interface is a forbidden member of the added VLAN, the interface does not become a member
of this VLAN. The system displays an error message about this ("An interface cannot become a a
member of a forbidden VLAN. This message will only be displayed once.").

Example

The following example sets gil as an access port and assigns it to VLAN 2 (and removes it from its
previous VLAN).

switchxxxxxx(config)# interface gil/1/2
switchxxxxxx(config-if)# switchport mode access
switchxxxxxx(config-if)# switchport access vlan 2

30.13 switchport trunk allowed vian

A trunk interface is an untagged member of a single VLAN, and, in addition, it may be an tagged
member of one or more VLANSs. The switchport trunk allowed vlan Interface Configuration mode
command adds/removes VLAN(s) to/from a trunk port.

Syntax
switchport trunk allowed vlan {add vlan-list | remove vlan-list}
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Parameters
m  add vlan-list —Specifies a list of VLAN IDs to add to a port. Separate nonconsecutive VLAN IDs
with a comma and no spaces; use a hyphen to designate a range of IDs.

m  remove vlan-list —Specifies a list of VLAN IDs to remove from a port. Separate nonconsecutive
VLAN IDs with a comma and no spaces; use a hyphen to designate a range of IDs.

Default Configuration
By default, trunk ports belongs to the default VLAN.

Command Mode
Interface Configuration (Ethernet, port-channel) mode

User Guidelines

If the interface is a forbidden member of an added VLAN, the interface does not become a member
of this specific VLAN. The system displays an error message about this issue ("An interface cannot
become a a member of a forbidden VLAN. This message will only be displayed once."), and the
command continues to execute in case there are more VLANS in the vlan-list.

Example
To add VLANSs 2,3 and 100 to trunk ports 1 to 13:

switchxxxxxx(config)# interface range gil/1/1-13
switchxxxxxx(config-iT)# switchport mode trunk
switchxxxxxx(config-if)# switchport trunk allowed vlan add 2-3,100
switchxxxxxx(config-if)#

30.14 switchport trunk native vlan

If an untagged packet arrives on a trunk port, it is directed to the port’s native VLAN. Use the
switchport trunk native vlan Interface Configuration (Ethernet, port-channel) mode command to
define the native VLAN for a trunk interface. Use the no form of this command to restore the default
native VLAN.

Syntax
switchport trunk native vlan vlan-id

no switchport trunk native vlan

Parameters
m  vlan-id—Specifies the native VLAN ID.

Default Configuration
The default VLAN is the native VLAN.

Command Mode
Interface Configuration (Ethernet, port-channel) mode
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User Guidelines
The command adds the port as a member of the VLAN. If the port is already a member of the VLAN
(not a native), it must first be removed from the VLAN.

If the interface is a forbidden member of an added VLAN, the interface does not become a member
of this specific VLAN. There will be an error message in this case ("An interface cannot become a a
member of a forbidden VLAN. This message will only be displayed once.") and the command
continues to execute if there are more VLANSs in the vilan-list.

Examples:

Example 1 - The following example:

m  Defines VLAN 2 as native VLAN for port 1
m Removes VLAN 2 from port 1 and then sets it as the native VLAN

switchxxxxxx(config)# interface gil/l/1

switchxxxxxx(config-if)# switchport trunk native vlan 2

Port 1: Port is Trunk in VLAN 2.

switchxxxxxx(config-if)# switchport trunk allowed vlan remove 2
switchxxxxxx(config-if)# switchport trunk native vlan 2
switchxxxxxx(config-if)#

Example 2 - The following example sets packets on port as untagged on ingress and untagged on
egress:

switchxxxxxx(config)# interface gil/1/1
switchxxxxxx(config-if)# switchport mode trunk
switchxxxxxx(config-if)# switchport trunk native vlan 2
switchxxxxxx(config-if)#

Example 3 - The following example sets packets on port as tagged on ingress and tagged on
egress:

switchxxxxxx(config)# interface gil/1/1
switchxxxxxx(config-if)# switchport mode trunk
switchxxxxxx(config-if)# switchport trunk allowed vlan add 2
switchxxxxxx(config-if)#

30.15 switchport general allowed vian

General ports can receive tagged or untagged packets. Use the switchport general allowed vlan
Interface Configuration mode command to add/remove VLANS to/from a general port and configure
whether packets on the egress are tagged or untagged. Use the no form of this command to reset to
the default.

Syntax
switchport general allowed vlan {[add vlan-list [tagged | untagged]] | [remove vilan-list]}
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Parameters
m  add vlan-list —Specifies the list of VLAN IDs to add. Separate nonconsecutive VLAN IDs with a
comma and no spaces; use a hyphen to designate a range of IDs.

m  tagged —Specifies that the port transmits tagged packets for the VLANSs. This is the default
value

untagged —Specifies that the port transmits untagged packets for the VLANS.

remove vlan-list —Specifies the list of VLAN IDs to remove. Separate nonconsecutive VLAN
IDs with a comma and no spaces; use a hyphen to designate a range of IDs.

Default Configuration
The port is not member in any VLAN.

Packets are transmitted untagged.

Command Mode
Interface Configuration (Ethernet, Port-channel) mode

User Guidelines
You can change the egress rule (for example, from tagged to untagged) without first removing the
VLAN from the list.

If the interface is a forbidden member of an added VLAN, the interface does not become a member
of this specific VLAN. There will be an error message in this case ("An interface cannot become a a
member of a forbidden VLAN. This message will only be displayed once.") and the command
continues to execute if there are more VLANSs in the vlan-list.

Example
Sets port 1 to general mode and adds VLAN 2 and 3 to it. Packets are tagged on the egress.

switchxxxxxx(config)# interface gil/1/1
switchxxxxxx(config-if)# switchport mode general
switchxxxxxx(config-if)# switchport general allowed vlan add 2-3 tagged

30.16 switchport general pvid

The port VLAN ID (PVID) is the VLAN to which incoming untagged and priority-tagged frames are
classified on a general port. Use the switchport general pvid Interface Configuration (Ethernet,
Port-channel) mode command to configure the Port VLAN ID (PVID) of an interface when it is in
general mode. Use the no form of this command to restore the default configuration.

Syntax
switchport general pvid vlan-id

no switchport general pvid

Parameters
pvid vlan-id—Specifies the Port VLAN ID (PVID).

Default Configuration
The default VLAN is the PVID.
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Command Mode
Interface Configuration (Ethernet, Port-channel) mode

Example

Example 1 - The following example configures port 2 as a general port and sets its PVID to 234.

switchxxxxxx(config)# interface gil/1/2
switchxxxxxx(config-if)# switchport mode general
switchxxxxxx(config-if)# switchport general pvid 234

Example 2 - Performs the following:

m  Adds VLANs 2&3 as tagged, and VLAN 100 as untagged to general mode port 14
m  Defines VID 100 as the PVID

m  Reverts to the default PVID (VID=1)

switchxxxxxx(config)# interface gil/1/14
switchxxxxxx(config-if)# switchport mode general

switchxxxxxx(config-if)# switchport general allowed vlan add 2-3
tagged

switchxxxxxx(config-if)# switchport general allowed vlan add 100
untagged

switchxxxxxx(config-iT)# switchport general pvid 100
switchxxxxxx(config-if)# no switchport general pvid
switchxxxxxx(config-if)#

Example 3 - Configures VLAN on port 14 as untagged on input and untagged on output:

switchxxxxxx(config)# interface gil/1/14

switchxxxxxx(config-if)# switchport mode general
switchxxxxxx(config-if)# switchport general pvid 2
switchxxxxxx(config-if)# switchport general allowed vlan add 2 untagged
switchxxxxxx(config-if)#

Example 4 - Configures VLAN on port 21 as untagged on input and tagged on output:

switchxxxxxx(config)# interface gil/1/21

switchxxxxxx(config-if)# switchport mode general
switchxxxxxx(config-if)# switchport general pvid 2
switchxxxxxx(config-if)# switchport general allowed vlan add 2 tagged
switchxxxxxx(config-if)#
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Example 5 - Configures VLAN on port 14 as tagged on input and tagged on output:

switchxxxxxx(config)# interface gil/1/14

switchxxxxxx(config-if)# switchport mode general
switchxxxxxx(config-if)# switchport general allowed vlan add 2 tagged
switchxxxxxx(config-if)#

Example 6 - Configures VLAN on port 23 as tagged on input and untagged on output:

switchxxxxxx(config)# interface gil/1/23

switchxxxxxx(config-if)# switchport mode general
switchxxxxxx(config-if)# switchport general allowed vlan add 2 tagged
switchxxxxxx(config-if)#

30.17 switchport general ingress-filtering disable

Use the switchport general ingress-filtering disable Interface Configuration (Ethernet,
Port-channel) mode command to disable port ingress filtering (no packets are discarded at the
ingress) on a general port. Use the no form of this command to restore the default configuration.

Syntax
switchport general ingress-filtering disable

no switchport general ingress-filtering disable

Parameters
N/A

Default Configuration
Ingress filtering is enabled.

Command Mode
Interface Configuration (Ethernet, port-channel) mode

Example
The following example disables port ingress filtering on gil/1/1.

switchxxxxxx(config)# interface gil/l/1
switchxxxxxx(config-if)# switchport mode general
switchxxxxxx(config-if)# switchport general ingress-filtering disable

30.18 switchport general acceptable-frame-type

The switchport general acceptable-frame-type Interface Configuration mode command
configures the types of packets (tagged/untagged) that are filtered (discarded) on the interface. Use
the no form of this command to return ingress filtering to the default.
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Syntax
switchport general acceptable-frame-type {tagged-only | untagged-only | all}

no switchport general acceptable-frame-type

Parameters

m tagged-only—Ignore (discard) untagged packets and priority-tagged packets.

m  untagged-only—Ignore (discard) VLAN-tagged packets (not including priority-tagged packets)
m  all—Do not discard packets untagged or priority-tagged packets.

Default Configuration
All frame types are accepted at ingress (all).

Command Mode
Interface Configuration (Ethernet, port-channel) mode

Example
The following example configures port gi1/1/3 to be in general mode and to discard untagged
frames at ingress.

switchxxxxxx(config)# interface gil/1/3
switchxxxxxx(config-if)# switchport mode general

switchxxxxxx(config-if)# switchport general acceptable-frame-type
tagged-only

30.19 switchport customer vlan

When a port is in customer mode it is in QinQ mode. This enables the user to use their own VLAN
arrangements (PVID) across a provider network. The switch is in QinQ mode when it has one or
more customer ports.

Use the switchport customer vlan Interface Configuration mode command to set the port's VLAN
when the interface is in customer mode (set by switchport mode). Use the no form of this command
to restore the default configuration.

Syntax
switchport customer vlan vlan-id

no switchport customer vlan

Parameters
vlan vlan-id—Specifies the customer VLAN.

Default Configuration
No VLAN is configured as customer.

Command Mode
Interface Configuration (Ethernet, Port-channel) mode
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Example
The following example defines gil/1/5 as a member of customer VLAN 5.

switchxxxxxx(config)# interface gil/1/5
switchxxxxxx(config-if)# switchport mode customer
switchxxxxxx(config-if)# switchport customer vlan 5

30.20 switchport protected

Use the switchport protected Interface Configuration (Ethernet, Port-channel) mode command to
override the Filtering Database (FDB) decision, and send all Unicast, Multicast and Broadcast traffic
to an uplink port. Use the no form of this command to disable overriding the FDB decision.

Syntax
switchport protected {interface-id}

no switchport protected

Parameters
interface-id—Specifies an interface ID. The interface ID can be one of the following types: Ethernet
port or Port-channel.

Default Configuration
Switchport protected mode is disabled.

Command Mode
Interface Configuration (Ethernet, Port-channel) mode

User Guidelines
This command overrides the FDB decision, and forwards packets to the uplink. Note that the packet
is still subject to all filtering decisions.

A protected port cannot be a member of a VLAN with an IP interface.

Example
This example configures gil/1/2 as a protected port, so that all traffic is sent to its uplink (gi1/1/3).

switchxxxxxx(config)# interface gil/1/2
switchxxxxxx(config-if)# switchport protected gil/1/3

30.21 map protocol protocols-group

Forwarding of packets based on their protocol requires setting up groups of protocols and then
mapping these groups to VLANs. Use the map protocol protocols-group VLAN Configuration
mode command to map a protocol to a group of protocols. This protocol group can then be used in
switchport general map protocols-group vlan. Use the no form of this command to delete a protocol
from a group.
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Syntax
map protocol protocol [encapsulation-value] protocols-group group

no map protocol protocol [encapsulation]

Parameters

m  protocol—Specifies a 16-bit protocol number or one of the reserved names listed in the User
Guidelines. (range: 0x0600—-0xFFFF)

encapsulation-value—Specifies one of the following values: Ethernet, rfc1042, licOther.

m  protocols-group group—Specifies the group number of the group of protocols (range:
1-2147483647).

Default Configuration
The default encapsulation value is Ethernet.

Command Mode
VLAN Configuration mode

User Guidelines
The value 0x8100 is not valid as the protocol number for Ethernet encapsulation.

The following protocol names are reserved for Ethernet Encapsulation:

= ip

= arp

m  ipv6
®ipX
Example

The following example maps the IP protocol to protocol group number 213.

switchxxxxxx(config)# vlan database
switchxxxxxx(config-vlan)# map protocol ip protocols-group 213

30.22 switchport general map protocols-group vian

Use the switchport general map protocols-group vlan Interface Configuration (Ethernet,
Port-channel) mode command to forward packets based on their protocol, otherwise known as
setting up a classifying rule. This command forwards packets arriving on an interface containing a
specific protocol to a specific VLAN.

Use the no form of this command to stop forwarding packets based on their protocol.

Syntax
switchport general map protocols-group group vlan vlan-id

no switchport general map protocols-group group

Parameters

m  group—Specifies the group number as defined in map protocol protocols-group (range:
1-65535).
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m  vlan vlan-id—Defines the VLAN ID in the classifying rule.

Default Configuration
N/A

Command Mode
Interface Configuration (Ethernet, port-channel) mode

User Guidelines
The VLAN classification rule priorities are:

4. MAC-based VLAN (best match among the rules)
5. Subnet-based VLAN (best match among the rules)
6. Protocol-based VLAN

7. PVID

Example
The following example forwards packets with protocols belong to protocol-group 1 to VLAN 8.

switchxxxxxx(config-if)# switchport general map protocols-group 1 vlan
8

30.23 show vlan protocols-groups

Use the show vlan protocols-groups EXEC mode command to display the protocols that belong to
the defined protocols-groups.

Syntax
show vlan protocols-groups

Parameters
N/A

Default Configuration
N/A

Command Mode
EXEC mode
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Example
The following example displays protocols-groups information.

switchxxxxxx# show vlan protocols-groups

Encapsulation Protocol Group ID
Ethernet 0x800 (IP) 1
Ethernet 0x806 (ARP) 1
Ethernet 0x86dd (IPv6) 2
Ethernet 0x8898 3

30.24 map mac macs-group

Forwarding of packets based on their MAC address requires setting up groups of MAC addresses
and then mapping these groups to VLANSs.

Use the map mac macs-group VLAN Configuration mode command to map a MAC address or
range of MAC addresses to a group of MAC addresses, which is then used in switchport general
map macs-group vian. Use the no form of this command to delete the mapping.

Syntax
map mac mac-address {prefix-mask | host} macs-group group

no map mac mac-address {prefix-mask | host}

Parameters

m  mac mac-address—Specifies the MAC address to be mapped to the group of MAC addresses.
m  prefix-mask—Specifies the number of ones in the mask.

m  host—Specifies that the mask is comprised of all 1s.

m  macs-group group—Specifies the group number (range: 1-2147483647)

Default Configuration
N/A

Command Mode
VLAN Configuration mode

Example
The following example creates two groups of MAC addresses, sets a port to general mode and
maps the groups of MAC addresses to specific VLANS.

switchxxxxxx(config)# vlan database

switchxxxxxx(config-vlan)# map mac 0000.1111.0000 32 macs-group 1
switchxxxxxx(config-vlan)# map mac 0000.0000.2222 host macs-group 2
switchxxxxxx(config-vlan)# exit

switchxxxxxx(config)# interface gil/1/11

switchxxxxxx(config-if)# switchport mode general
switchxxxxxx(config-if)# switchport general map macs-group 1 vlan 2
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switchxxxxxx(config-if)# switchport general map macs-group 2 vlan 3

30.25 switchport general map macs-group vian

After groups of MAC addresses have been created (see map mac macs-group), they can be
mapped to specific VLANS.

Use the switchport general map macs-group vlan Interface Configuration (Ethernet,
Port-channel) mode command to set a MAC-based classification rule. Use the no form of this
command to delete a classification rule.

Syntax
switchport general map macs-group group vlan vlan-id

no switchport general map macs-group group

Parameters
m macs-group group—Specifies the group number (range: 1-2147483647)
m  vlan vlan-id—Defines the VLAN ID associated with the rule.

Default Configuration
N/A

Command Mode
Interface Configuration (Ethernet, port-channel) mode

User Guidelines
MAC-based VLAN rules cannot contain overlapping ranges on the same interface.

The VLAN classification rule priorities are:

1. MAC-based VLAN (Best match among the rules).
2. Subnet-based VLAN (Best match among the rules).
3. Protocol-based VLAN.

4. PVID.

Example
The following example creates two groups of MAC addresses, sets a port to general mode and
maps the groups of MAC addresses to specific VLANS.

switchxxxxxx(config)# vlan database

switchxxxxxx(config-vlan)# map mac 0000.1111.0000 32 macs-group 1
switchxxxxxx(config-vlan)# map mac 0000.0000.2222 host macs-group 2
switchxxxxxx(config-vlan)# exit

switchxxxxxx(config)# interface gil/1/11

switchxxxxxx(config-if)# switchport mode general
switchxxxxxx(config-if)# switchport general map macs-group 1 vlan 2
switchxxxxxx(config-if)# switchport general map macs-group 2 vlan 3
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30.26 show vlan macs-groups

Use the show vlan macs-groups EXEC mode command to display the MAC addresses that belong
to the defined MACs-groups.

Syntax
show vlan macs-groups

Parameters
N/A

Default Configuration
N/A

Command Mode
EXEC mode

Example
The following example displays macs-groups information.

switchxxxxxx# show vlan macs-groups

MAC Address Mask Group ID
00:12:34:56:78:90 20 22
00:60:70:4c:73:ffF 40 1

30.27 map subnet subnets-group

Forwarding of packets based on their IP subnet requires setting up groups of IP subnets and then
mapping these groups to VLANs. Use the map subnet subnets-group VLAN Configuration mode
command to map an IP subnet to a group of IP subnets. Use the no form of this command to delete
the map.

Syntax
map subnet ip-address prefix-mask subnets-group group

no map subnet ip-address prefix-mask

Parameters

m ip-address—Specifies the IP address prefix of the subnet to be mapped to the group.
m  prefix-mask—Specifies the number of 1s in the mask.

m  subnets-group group—Specifies the group number. (range: 1-2147483647)

Default Configuration
N/A

Version 1.0 06/03/2013



Amphenalanchise ph. 3.5 cLI Commands

Page 406/876

Command Mode
VLAN Configuration mode

Example
The following example maps an IP subnet to the group of IP subnets 4. It then maps this group of IP
subnets to VLAN 8

switchxxxxxx(config)#vlan database
switchxxxxxx(config-vlan)# map subnet 172.16.1.1 24 subnets-group 4
switchxxxxxx(config-if)# switchport general map subnets-group 4 vlan 8

30.28 switchport general map subnets-group vlan

Use the switchport general map subnets-group vlan Interface Configuration (Ethernet,
Port-channel) mode command to set a subnet-based classification rule. Use the no form of this
command to delete a subnet-based classification rule.

Syntax
switchport general map subnets-group group vlan vlan-id

no switchport general map subnets-group group

Parameters
m  group—Specifies the group number. (range: 1-2147483647)
m  vlan-id—Defines the VLAN ID associated with the rule.

Default Configuration
N/A

Command Mode
Interface Configuration (Ethernet, Port-channel) mode

User Guidelines
The VLAN classification rule priorities are:

1. MAC-based VLAN (Best match among the rules)
2. Subnet-based VLAN (Best match among the rules)
3. Protocol-based VLAN

4. PVID

Example
The following example maps an IP subnet to the group of IP subnets 4. It then maps this group of IP
subnets to VLAN 8

switchxxxxxx(config)#vlan database
switchxxxxxx(config-vlan)# map subnet 172.16.1.1 24 subnets-group 4
switchxxxxxx(config-if)# switchport general map subnets-group 4 vlan 8
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30.29 show vlan subnets-groups

Use the show vlan subnets-groups EXEC mode command to display subnets-groups information.

Syntax
show vlan subnets-groups

Parameters
N/A

Default Configuration
N/A

Command Mode
EXEC mode

Example
The following example displays subnets-groups information.

switchxxxxxx# show vlan subnets-groups

IP Subnet Address Mask Group 1D
1.1.1.1 32 1
172.16.2.0 24 2

30.30 switchport forbidden vian

The switchport forbidden vlan Interface Configuration (Ethernet, Port-channel) mode command
forbids adding or removing specific VLANS to or from a port. To restore the default configuration, use
the no form of this command.

Syntax
switchport forbidden vlan {add vlan-list | remove vlan-list}

no switchport forbidden vlan {add vlan-list | remove vlan-list}

Parameters

m  add vlan-list —Specifies a list of VLAN IDs to add. Separate nonconsecutive VLAN IDs with a
comma and no spaces; use a hyphen designate a range of IDs.

m  remove vlan-list —Specifies a list of VLAN IDs to remove. Separate nonconsecutive VLAN IDs
with a comma and no spaces; use a hyphen designate a range of IDs.

Default Configuration
All VLANs are allowed.
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Command Mode
Interface Configuration (Ethernet, Port-channel) mode

Example
The following example forbids adding VLAN IDs 234 to 256 to gil/1/7.

switchxxxxxx(config)# interface gil/l/7
switchxxxxxx(config-if)# switchport mode trunk
switchxxxxxx(config-if)# switchport forbidden vlan add 234-256

30.31 show interfaces switchport

Use the show interfaces switchport Privileged EXEC command to display the administrative and
operational status of all interfaces or a specific interface.

Syntax
show interfaces switchport [interface-id]

Parameters

interface-id—Specify an interface ID. The interface ID can be one of the following types: Ethernet
port or Port-channel

Default Configuration
Displays information for all interfaces.

Command Mode
EXEC mode

Examples:

Example 1 - The following example displays the the command output for a trunk port:

switchxxxxxx# show interfaces switchport gil/l/1
Port gil/1/1:

Port Mode: Trunk
Gvrp Status: disabled

Ingress Filtering: true
Acceptable Frame Type: admitAll
Ingress UnTagged VLAN ( NATIVE ): 2

Protected: Enabled, Uplink is gil/1/9.
Port gil/1/1 is member in:

VLAN  Name Egress Rule Type
1 default untagged System
8 VLANOO8 tagged Dynamic
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11 VLANOO11 tagged Static

19 1PV6VLAN untagged Static

72 VLANOQ72 untagged Static
Forbidden VLANS:

VLAN Name

73 Out

Classification rules:

Mac based VLANs:
Group ID VIan ID

Virtual Local Area Network (VLAN) Commands

Example 2 - The following example displays the output for a general port:

switchxxxxxx# show interfaces switchport gil/1/2
Port gil/1/2:

VLAN Membership mode: General

Operating Parameters:

PVID: 4095 (discard vlan)

Ingress Filtering: Enabled

Acceptable Frame Type: All

GVRP status: Enabled

Protected: Disabled

Port gil/1/1 is member in:

VLAN  Name Egress Rule Type

91 IP Telephony tagged Static
Protected: Disabled

Port gil/1/2 is statically configured to:

VLAN  Name Egress Rule Type
8 VLANOQO72 untagged

91 IP Telephony tagged
Forbidden VLANS:

VLAN  Name

73 Out

Example 3 - The following example displays the command output for an access port:

switchxxxxxx# show interfaces switchport gil/1/2
Port gil/1/2:
Port Mode: Access

Version 1.0
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Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: admitAll
Ingress UnTagged VLAN ( NATIVE ): 1
Port is member in:

Vlan Name Egress Rule Port Membership Type
1 1 Untagged System
Forbidden VLANS:

Vlan Name

Classification rules:
Mac based VLANs:

30.32 show interfaces switchport

Use the show interfaces switchport Privileged EXEC command to display the administrative and
operational status of all interfaces or a specific interface.

Syntax
show interfaces switchport [interface-id]

Parameters

Interface-id—Specifies an interface ID. The interface ID can be one of the following types: Ehernet
port or Port-channel.

Command Mode
Privileged EXEC mode

Default
Displays the status of all interfaces.

Example

switchxxxxxx# show interfaces switchport gil/1/1
Protected: Enabled, Uplink is gil/l/1
Classification rules:

Classification Type Group ID VLAN ID

Protocol 1 19
Protocol 1 20
Protocol 2 72
Subnet 1 15
MAC 6 11
Version 1.0 06/03/2013
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30.33 ip internal-usage-vlan

The system assigns a VLAN to every IP address. In rare cases, this might conflict with a user
requirement for that VLAN. In this case, use the ip internal-usage-vlan Interface Configuration
(Ethernet, Port-channel) mode command to reserve a different VLAN as the internal usage VLAN of
an interface. Use the no form of this command to restore the default configuration.

Syntax
ip internal-usage-vlan vlan-id

no ip internal-usage-vian

Parameters
vlan-id—Specifies the internal usage VLAN ID.

Default Configuration
No VLAN is reserved as an internal usage VLAN by default (using this command).

Command Mode
Interface Configuration (Ethernet, Port-channel) mode. It cannot be configured for a range of
interfaces (range context).

User Guidelines

An internal usage VLAN is assigned by the system when an IP interface is defined on an Ethernet
port or port-channel.

If an internal usage VLAN is not defined for a port, the software selects one of the unused VLANS.

If a VLAN was chosen by the software for internal usage, but you want to use that VLAN for a static
or dynamic VLAN, do one of the following:
Remove the IP address from the interface (this releases the internal usage VLAN).

Recreate the VLAN on the required interface (now it will be assigned to the interface and not be
used as an internal usage VLAN)

m  Recreate the IP interface (another internal usage VLAN is assigned to this IP interface) or use
this command to explicitly define the internal usage VLAN.

Example
The following example reserves unused VLAN 200 as the internal usage VLAN of gi1l/1/3.

switchxxxxxx(config)# interface gil/1/3
switchxxxxxx(config-if)# ip internal-usage-vlan 200

30.34 show vlan internal usage

Use the show vlan internal usage Privileged EXEC mode command to display a list of VLANs
used internally by the device (defined by the user).

Syntax
show vlan internal usage
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Parameters
N/A

Default Configuration
N/A

Command Mode
Privileged EXEC mode

Example
The following example displays VLANSs used internally by the device.

switchxxxxxx# show vlan internal usage

Usage VLAN Reserved IP address
gil/1/21 1007 No Active
gil/1/22 1008 Yes Inactive
gil/1/23 1009 Yes Active

30.35 switchport access multicast-tv vian

Use the switchport access multicast-tv vlan Interface Configuration (Ethernet, Port-channel)
mode command to enable receiving Multicast transmissions on an interface that is not the access
port VLAN, while keeping the L2 segregation with subscribers on different access port VLANs. Use
the no form of this command to disable receiving Multicast transmissions.

Syntax
switchport access multicast-tv vlan vlan-id

no switchport access multicast-tv vlan

Parameters
vlan-id—Specifies the Multicast TV VLAN ID.

Default Configuration
Receiving Multicast transmissions is disabled.

Command Mode
Interface Configuration (Ethernet, Port-channel) mode

User Guidelines
The user cannot transmit Multicast transmissions on the Multicast TV VLAN.

A Multicast TV VLAN cannot be enabled if a Guest VLAN is enabled on the interface.

Example
The following example enables gi1/1/5 to receive Multicast transmissions from VLAN 11.
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switchxxxxxx(config)# interface gil/1/5
switchxxxxxx(config-if)# switchport access multicast-tv vlan 11

30.36 switchport customer multicast-tv vian

Use the switchport customer multicast-tv vlan Interface Configuration mode command to enable
receiving Multicast transmissions from a VLAN that is not the customer port's VLAN, while keeping
the L2 segregation with subscribers on different customer port VLANS.

Syntax
switchport customer multicast-tv vlan {add vlan-list | remove vlan-list}

Parameters
m  add vlan-list—Specifies a list of Multicast TV VLANS to add to interface.
m  remove vlan-list—Specifies a list of Multicast TV VLANSs to remove from interface.

Default Configuration
The port is not a member in any Multicast TV VLAN.

Command Mode
Interface Configuration (Ethernet, port-channel) mode

User Guidelines
The user cannot transmit Multicast transmissions on Multicast TV VLANSs.

A Multicast TV VLAN cannot be enabled if a Guest VLAN is enabled on the interface.

Example
The following example enables gi1/1/5 to receive Multicast transmissions from VLANs 5, 6, 7.

switchxxxxxx(config)# interface gil/1/5
switchxxxxxx(config-if)# switchport customer multicast-tv vlan add 5-7

30.37 show vlan multicast-tv

Use the show vlan Multicast-tv EXEC mode command to display the source and receiver ports of
Multicast-TV VLAN. Source ports can transmit and receive traffic to/from the VLAN, while receiver
ports can only receive traffic from the VLAN.

Syntax
show vlan Multicast-tv vlan vlan-id

Parameters
vlan-id—Specifies the VLAN ID.

Default Configuration
N/A
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Command Mode
EXEC mode

Example

The following example displays information on the source and receiver ports of Multicast-TV VLAN
1000.

switchxxxxxx# show vlan multicast-tv vlan 1000

Source Ports Receiver Ports

gil/1/8, gil/1/1-18
gil/1/9
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31 IGMP Snooping Commands

31.1 ipigmp snooping (Global)
Use the ip igmp snooping Global Configuration mode command to enable Internet Group

Management Protocol (IGMP) snooping. Use the no form of this command to disable IGMP
snooping.

Syntax
ip igmp snooping

no ip igmp snooping

Default Configuration
Disabled.

Command Mode
Global Configuration mode

Example
The following example enables IGMP snooping.

switchxxxxxx(config)# ip igmp snooping

31.2 ip igmp snooping vian
Use the ip igmp snooping vlan Global Configuration mode command to enable IGMP snooping on
a specific VLAN. Use the no form of this command to disable IGMP snooping on a VLAN interface.

Syntax
ip igmp snooping vlan vlan-id

no ip igmp snooping vlan vlan-id

Parameters
vlan vlan-id—Specifies the VLAN.

Default Configuration
Disabled

Command Mode
Global Configuration mode

User Guidelines
IGMP snooping can be enabled only on static VLANS.

IGMPv1 and IGMPv2 and IGMPvV3 are supported.
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To activate IGMP snooping, the bridge multicast filtering should be enabled.

The user guidelines of the bridge multicast mode Interface VLAN Configuration command describes
the configuration that is written into the FDB as a function of the FDB mode and the IGMP version
that is used in the network.

Example

switchxxxxxx(config)# ip igmp snooping vlan 2

31.3 ipigmp snooping vlan mrouter

Use the ip igmp snooping vlan mrouter Global Configuration mode command to enable automatic
learning of Multicast router ports on a VLAN. Use the no form of this command to remove the
configuration.

Syntax
ip igmp snooping vlan vlan-id mrouter learn pim-dvmrp

no ip igmp snooping vlan vlan-id mrouter learn pim-dvmrp

Parameters
vlan vlan-id—Specifies the VLAN.

Default Configuration
Learning pim-dvmrp is enabled.

Command Mode
Global Configuration mode

User Guidelines
Multicast router ports are learned according to:

Queries received on the port
PIM/PIMv2 received on the port
DVMRP received on the port
MRDISC received on the port
MOSPF received on the port

You can execute the command before the VLAN is created.

Example

switchxxxxxx(config)# ip igmp snooping vlan 1 mrouter learn pim-dvmrp

31.4 ip igmp snooping vlan mrouter interface

Use the ip igmp snooping mrouter interface Global Configuration mode command to define a port
that is connected to a Multicast router port. Use the no form of this command to remove the
configuration.
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Syntax
ip igmp snooping vlan vlan-id mrouter interface interface-list

no ip igmp snooping vlan vlan-id mrouter interface interface-list

Parameters
m  vlan vlan-id—Specifies the VLAN.

m interface interface-list—Specifies the list of interfaces. The interfaces can be one of the
following types: Ethernet port or Port-channel.

Default Configuration
No ports defined

Command Mode
Global Configuration mode

User Guidelines

A port that is defined as a Multicast router port receives all IGMP packets (reports and queries) as
well as all Multicast data.

You can execute the command before the VLAN is created.

Example

switchxxxxxx(config)# ip igmp snooping vlan 1 mrouter interface gil/1/1

31.5 ipigmp snooping vlan forbidden mrouter

Use the ip igmp snooping vlan forbidden mrouter Global Configuration mode command to forbid
a port from being defined as a Multicast router port by static configuration or by automatic learning.
Use the no form of this command to remove the configuration.

Syntax
ip igmp snooping vlan vilan-id forbidden mrouter interface interface-list

no ip igmp snooping vlan vian-id forbidden mrouter interface interface-list

Parameters
m  vlan vlan-id—Specifies the VLAN.

m interface interface-list—Specifies a list of interfaces. The interfaces can be from one of the
following types: Ethernet port or Port-channel.

Default Configuration
No ports defined.

Command Mode
Global Configuration mode
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User Guidelines
A port that is a forbidden mrouter port cannot be a Multicast router port (i.e. cannot be learned
dynamically or assigned statically).

You can execute the command before the VLAN is created.

Example

switchxxxxxx(config)# ip igmp snooping vlan 1 forbidden mrouter
interface gil/1/1

31.6 ip igmp snooping vlan static
Use the ip igmp snooping vlan static Global Configuration mode command to register an IP-layer

Multicast address to the bridge table, and to add static ports to the group defined by this address.
Use the no form of this command to remove ports specified as members of a static Multicast group.

Syntax
ip igmp snooping vlan vlan-id static ip-address [interface interface-list]

no ip igmp snooping vlan vlan-id static ip-address [interface interface-list]

Parameter
m  vlan vlan-id—Specifies the VLAN.
m  static ip-address—Specifies the IP Multicast address.

m  interface interface-list—Specifies a list of interfaces. The interfaces can be from one of the
following types: Ethernet port or Port-channel.

Default Configuration
No Multicast addresses are defined.

Command Mode
Global Configuration mode

User Guidelines
Static Multicast addresses can only be defined on static VLANSs.

You can execute the command before the VLAN is created.
You can register an entry without specifying an interface.

Using the no command without a port-list removes the entry.

Example

switchxxxxxx(config)# ip igmp snooping vlan 1 static 239.2.2.2 interface
gil/1/1
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31.7 ipigmp snooping vlian multicast-tv

Use the ip igmp snooping vlan multicast-tv Global Configuration mode command to define the
Multicast IP addresses that are associated with a Multicast TV VLAN. Use the no form of this
command to remove all associations.

Syntax
ip igmp snooping vlan vlan-id multicast-tv ip-multicast-address [count number]

no ip igmp snooping vlan vlan-id multicast-tv ip-multicast-address [count number]

Parameters
m  vlan-id—Specifies the VLAN

m  count number—Configures multiple contiguous Multicast IP addresses. If not specified, the
default is 1. (Range: 1-256)

Default Configuration
No Multicast IP address is associated.

Command Mode
Global Configuration mode

User Guidelines
Use this command to define the Multicast transmissions on a Multicast-TV VLAN. The configuration
is only relevant for an Access port that is a member in the configured VLAN as a Multicast-TV VLAN.

If an IGMP message is received on such an Access port, it is associated with the Multicast-TV VLAN
only if it is for one of the Multicast IP addresses that are associated with the Multicast-TV VLAN.

Up to 256 VLANS can be configured.

Example

switchxxxxxx(config)# ip igmp snooping vlan 1 multicast-tv 239.2.2.2
count 3

31.8 ipigmp snooping map cpe vian
The ip igmp snooping map cpe vlan Global Configuration mode command maps CPE VLANS to
Multicast-TV VLANS. Use the no form of this command to remove the mapping.

Syntax
ip igmp snooping map cpe vlan vlan-id multicast-tv vlan vlan-id

no ip igmp snooping map cpe vlan vlan-id

Parameters
m  cpe vilan vlan-id—Specifies the CPE VLAN ID.
m  multicast-tv vlan vlan-id—Specifies the Multicast-TV VLAN ID.
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Default Configuration
No mapping exists.

Command Mode
Global Configuration mode

User Guidelines
Use this command to associate the CPE VLAN with a Multicast-TV VLAN.

If an IGMP message is received on a customer port tagged with a CPE VLAN, and there is mapping
from that CPE VLAN to a Multicast-TV VLAN, the IGMP message is associated with the
Multicast-TV VLAN.

Example
The following example maps CPE VLAN 2 to Multicast-TV VLAN 31.

switchxxxxxx(config)# ip igmp snooping map cpe vlan 2 multicast-tv vlan
31

31.9 ipigmp robustness

Use the ip igmp robustness Interface Configuration (VLAN) mode command to set the IGMP
robustness variable on a VLAN. Use the no format of the command to return to default.

Syntax
ip igmp robustness count

no ip igmp robustness

Parameters
count—The number of expected packet loss on a link. Parameter range. (Range: 1-7)

Default Configuration
2

Command Mode
Interface Configuration (VLAN) mode

User Guidelines

You can execute the command before the VLAN is created, but you must enter the command in
Interface VLAN mode.

Example

switchxxxxxx(config)# interface vlan 1
switchxxxxxx(config-if)# ip igmp robustness 3

Version 1.0 06/03/2013



Amphenol IGMP Snooping Commands

Page 421/876

31.10 ip igmp query-interval

Use the ip igmp query-interval Interface Configuration (VLAN) mode command to configure the
Query interval on a VLAN. Use the no format of the command to return to default.

Syntax
ip igmp query-interval seconds

no ip igmp query-interval

Parameters

seconds—Frequency, in seconds, at which IGMP query messages are sent on the interface.
(Range: 30-18000)

Default Configuration
125

Command Mode
Interface Configuration (VLAN) mode

User Guidelines
You can execute the command before the VLAN is created.

Example

switchxxxxxx(config)# interface vlan 1
switchxxxxxx(config-if)# ip igmp query-interval 200

31.11 ip igmp query-max-response-time
Use the ip igmp query-max-response-time Interface Configuration (VLAN) mode command to

configure the Query Maximum Response time on a VLAN. Use the no format of the command to
return to default.

Syntax
ip igmp query-max-response-time seconds

no ip igmp query-max-response-time

Parameters
seconds—Maximum response time, in seconds, advertised in IGMP queries. (Range: 5-20)

Default Configuration
10

Command Mode
Interface Configuration (VLAN) mode

Version 1.0 06/03/2013



Amphenalanchise ph. 3.5 cLI Commands

Page 422/876

User Guidelines
You can execute the command before the VLAN is created.

Example

switchxxxxxx(config)# interface vlan 1
switchxxxxxx(config-if)# ip igmp query-max-response-time 20

31.12 ip igmp last-member-query-interval

Use the ip igmp last-member-query-interval Interface Configuration (VLAN) mode command to
configure the Last Member Query interval on a VLAN. Use the no format of the command to return
to default.

Syntax
ip igmp last-member-query-interval milliseconds

no ip igmp last-member-query-interval

Parameters

milliseconds—Interval, in milliseconds, at which IGMP group-specific host query messages are
sent on the interface. (Range: 100—25500)

Default Configuration
1000

Command Mode
Interface Configuration (VLAN) mode

User Guidelines
You can execute the command before the VLAN is created.

Example

switchxxxxxx(config)# interface vlan 1
switchxxxxxx(config-if)# ip igmp last-member-query-interval 2000

31.13 ip igmp snooping vlan immediate-leave

Use the ip igmp snooping vlan immediate-leave Global Configuration mode command to enable
the IGMP Snooping Immediate-Leave processing on a VLAN. Use the no format of the command to
disable IGMP Snooping Immediate-Leave processing.

Syntax

ip igmp snooping vlan vlan-id immediate-leave

no ip igmp snooping vlan vlan-id immediate-leave

Version 1.0 06/03/2013



Amphenol IGMP Snooping Commands

Page 423/876

Parameters
vlan vlan-id—Specifies the VLAN ID value. (Range: 1-4094)

Default Configuration
Disabled

Command Mode
Global Configuration mode

User Guidelines
You can execute the command before the VLAN is created.

Example
The following example enables IGMP snooping immediate-leave feature on VLAN 1.

switchxxxxxx(config)# ip igmp snooping vlan 1 immediate-leave

31.14 show ip igmp snooping mrouter

The show ip igmp snooping mrouter EXEC mode command displays information on dynamically
learned Multicast router interfaces for all VLANSs or for a specific VLAN.

Syntax
show ip igmp snooping mrouter [interface vlan-id]

Parameters
interface vlan-id—Specifies the VLAN ID.

Command Mode
EXEC mode

Example
The following example displays information on dynamically learned Multicast router interfaces for
VLAN 1000.

switchxxxxxx# show ip igmp snooping mrouter interface

1000
VLAN Dynamic Static Forbidden
1000 gil/1/1 gil/1/2 gil/1/3-23

31.15 show ip igmp snooping interface

The show ip igmp snooping interface EXEC mode command displays the IGMP snooping
configuration for a specific VLAN.
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Syntax

show ip igmp snooping interface vlan-id

Parameters

interface vlan-id—Specifies the VLAN ID.

Command Mode

EXEC mode

Example

The following example displays the IGMP snooping configuration for VLAN 1000

SW I EChXXXXXXH#
IGMP Snooping
IGMP Snooping
IGMP snooping
IGMP Snooping
IGMP Snooping
IGMP Snooping

show ip igmp snooping interface 1000
is globally enabled

Querier is globally enabled

querier global address: 194.10.12.56
Querier election is enabled

admin: Enabled

oper: Enabled

Routers IGMP version: 3

Groups that are in IGMP version 2 compatibility mode:
231.2.2.3, 231.2.2.3

Groups that are in IGMP version 1 compatibility mode:

IGMP snooping
IGMP snooping
IGMP snooping
IGMP snooping
IGMP snooping
IGMP snooping
IGMP snooping
IGMP snooping
IGMP snooping
IGMP snooping
IGMP snooping

querier admin: Enabled

querier oper: Enabled

querier address admin:

querier address oper: 172.16.1.1

querier version admin: 3

robustness: admin 2 oper 2

query interval: admin 125 sec oper 125 sec

query maximum response: admin 10 sec oper 10 sec
last member query counter: admin 2 oper 2

last member query interval: admin 1000 msec oper 500 msec

last immediate leave: enable

Automatic learning of Multicast router ports is enabled

31.16 show ip igmp snooping groups
The show ip igmp snooping groups EXEC mode command displays the Multicast groups learned
by the IGMP snooping.

Syntax

show ip igmp snooping groups [vlan vlan-id] [address ip-multicast-address] [source ip-address]

Parameters

vlan vlan-id—Specifies the VLAN ID.
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address ip-multicast-address—Specifies the IP multicast address.

source ip-address—Specifies the IP source address.

Command Mode
EXEC mode

User Guidelines
To see all Multicast groups learned by IGMP snooping, use the show ip igmp snooping groups
command without parameters.

Use the show ip igmp snooping groups command with parameters to see a needed subset of all
Multicast groups learned by IGMP snooping

To see the full Multicast address table (including static addresses), use the show bridge multicast
address-table command.

Example
The following example shows sample output for IGMP version 2.

31.17 show ip igmp snooping multicast-tv

The show ip igmp snooping multicast-tv EXEC mode command displays the IP addresses
associated with Multicast TV VLANS.

Syntax
show ip igmp snooping multicast-tv [vlan vlan-id]

Parameters
vlan vlan-id—Specifies the VLAN ID.

Command Mode
EXEC mode

Example
The following example displays the IP addresses associated with all Multicast TV VLANS.

switchxxxxxx# show ip igmp snooping multicast-tv
VLAN 1P Address

1000 239.255.
1000 239.255.
1000 239.255.
1000 239.255.
1000 239.255.
1000 239.255.
1000 239.255.
1000 239.255.

[cNeoNoNoloNoNoNe)
~N~NoOo O~ WNEO
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31.18 show ip igmp snooping cpe vians

The show ip igmp snooping cpe vlans EXEC mode command displays the CPE VLAN to
Multicast TV VLAN mappings.

Syntax
show ip igmp snooping cpe vlans [vlan vlan-id]

Parameters
vlan vlan-id —Specifies the CPE VLAN ID.

Command Mode
EXEC mode

Example
The following example displays the CPE VLAN to Multicast TV VLAN mappings.

switchxxxxxx# show ip igmp snooping cpe vlans
CPE VLAN Multicast-TV VLAN
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32 IPv6 MLD Snooping Commands

32.1 ipv6 mld snooping (Global)

The ipv6 mld snooping Global Configuration mode command enables IPv6 Multicast Listener
Discovery (MLD) snooping. To disable IPv6 MLD snooping, use the no form of this command.

Syntax
ipvé mld snooping

no ipvé mld snooping

Parameters
N/A

Default Configuration
IPv6 MLD snooping is disabled.

Command Mode
Global Configuration mode

Example
The following example enables IPv6 MLD snooping.

switchxxxxxx(config)# ipv6é mld snooping

32.2 ipv6 mld snooping vian

Use the ipv6 mld snooping vlan Global Configuration mode command to enable MLD snooping on
a specific VLAN. Use the no form of this command to disable MLD snooping on a VLAN interface.

Syntax
ipv6 mld snooping vlan vlan-id

no ipv6 mld snooping vlan vian-id

Parameters
vlan-id—Specifies the VLAN.

Default Configuration
Disabled

Command Mode
Global Configuration mode

User Guidelines
MLD snooping can only be enabled on static VLANS.
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MLDv1 and MLDv2 are supported.
To activate MLD snooping, the Bridge Multicast Filtering command must be enabled.

The user guidelines of the bridge multicast ipv6 mode Interface VLAN Configuration command
describe the configuration that can be written into the FDB as a function of the FDB mode, and the
MLD version that is used in the network.

Example

switchxxxxxx(config)# ipv6 mld snooping vlan 2

32.3 ipv6 mld robustness

Use the ipv6 mid robustness interface Configuration mode command to change a value of MLD
robustness. Use the no format of the command to return to default.

Syntax
ipv6 mld robustness count

no ipv6 mld robustness

Parameters
count - The number of expected packet losses on a link. (Range: 1-7)

Default Configuration
2

Command Mode
Interface Configuration (VLAN) mode

User Guidelines
You can execute the command before the VLAN is created.

Example

switchxxxxxx(config)# interface vlan 1
switchxxxxxx(config-if)# ipv6é mld robustness 3

32.4 ipv6 mld snooping vlan mrouter

Use the ipv6 mld snooping vlan mrouter Global Configuration mode command to enable
automatic learning of Multicast router ports. Use the no form of this command to remove the
configuration.

Syntax
ipv6 mld snooping vlan vlan-id mrouter learn pim-dvmrp

no ipv6 mld snooping vlan vlan-id mrouter learn pim-dvmrp
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Parameters
m  vlan-id—Specifies the VLAN.
m  pim-dvmrp—Learn Multicast router port by PIM, DVMRP and MLD messages.

Default Configuration
Learning pim-dvmrp is enabled.

Command Mode
Global Configuration mode

User Guidelines
Multicast router ports can be configured statically with the bridge multicast forward-all command.

You can execute the command before the VLAN is created.

Example

switchxxxxxx(config)# ipv6é mld snooping vlan 1 mrouter learn pim-dvmrp

32.5 ipv6 mld snooping vlan mrouter

Use the ipv6 mld snooping vlan mrouter Interface Configuration mode command to define a port
that is connected to a Multicast router port. Use the no form of this command to remove the
configuration.

Syntax
ipv6 mld snooping vlan vlan-id mrouter interface interface-list

no ipv6 mld snooping vlan vlan-id mrouter interface interface-list

Parameters
m  vlan-id—Specifies the VLAN.

m  interface-list—Specifies a list of interfaces. The interfaces can be from one of the following
types: port or port-channel.

Default Configuration
No ports defined

Command Mode
Interface Configuration mode

User Guidelines

This command may be used in conjunction with the bridge multicast forward-all command, which is
used in older versions to statically configure a port as a Multicast router.

A port that is defined as a Multicast router port receives all MLD packets (reports and queries) as
well as all Multicast data.

You can execute the command before the VLAN is created and for a range of ports as shown in the
example.
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Example

switchxxxxxx(config)interface gil/1/1/1/1

switchxxxxxx(config-if)# ipv6é mld snooping vlan 1 mrouter interface
gil/1/1/1/1 - 10

32.6 ipv6 mld snooping vlan forbidden mrouter

Use the ipv6 mld snooping vlan forbidden mrouter Global Configuration mode command to
forbid a port from being defined as a Multicast router port by static configuration or by automatic
learning. Use the no form of this command to remove the configuration.

Syntax
ipv6 mld snooping vlan vlan-id forbidden mrouter interface interface-list

no ipv6 mld snooping vlan vlan-id forbidden mrouter interface interface-list

Parameters
m  vlan-id—Specifies the VLAN.

m  interface-list—Specifies list of interfaces. The interfaces can be from one of the following
types: Ethernet port or Port-channel.

Default Configuration
No forbidden ports by default

Command Mode
Global Configuration mode

User Guidelines

A port that is forbidden to be defined as a Multicast router port (mrouter port) cannot be learned
dynamically or assigned statically.

The bridge multicast forbidden forward-all command was used in older versions to forbid dynamic
learning of Multicast router ports.

You can execute the command before the VLAN is created.

Example

switchxxxxxx(config)# ipv6 mld snooping vlan 1 forbidden mrouter
interface gil/1/1

32.7 ipv6 mld snooping vlan static

Use the ipv6 mld snooping vlan static Global Configuration mode command to register a
IPv6-layer Multicast address to the bridge table, and to add statically ports to the group. Use the no
form of this command to remove ports specified as members of a static Multicast group.

Syntax
ipv6 mld snooping vlan vlan-id static ipv6-address interface [interface-list]
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no ipv6é mld snooping vlan vlan-id static ipv6-address interface [interface-list]

Parameters
m  vlan-id—Specifies the VLAN.
m  ipv6-address—Specifies the IP multicast address

m  interface-list—Specifies list of interfaces. The interfaces can be from one of the following
types: Ethernet port or Port-channel.

Default Configuration
No Multicast addresses are defined.

Command Mode
Global configuration mode

User Guidelines
Static multicast addresses can only be defined on static VLANSs.

You can execute the command before the VLAN is created.
You can register an entry without specifying an interface.

Using the no command without a port-list removes the entry.

Example

switchxxxxxx(config)# ipv6 mld snooping vlan 1 static 239.2.2.2 gil/1/1

32.8 ipv6 mld query-interval

Use the ipv6 mld query-interval Interface Configuration mode command to configure the Query
interval. Use the no format of the command to return to default.

Syntax
ipv6 mld query-interval seconds

ipv6 mld query-interval

Parameters

seconds—Frequency, in seconds, at which MLD query messages are sent on the interface.
(Range: 30-18000)

Default Configuration
125

Command Mode
Interface Configuration (VLAN) mode

User Guidelines

This command provides the frequency value if this value is not received in MLD general query
messages. A field for this value is present in MLDv2 general query messages, but this field
may be blank. There is no field for this value in MLDv1 general query messages.
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Example

switchxxxxxx(config)# interface vlan 1
switchxxxxxx(config-if)# ipv6é mld query-interval 3000

32.9 ipv6 mld query-max-response-time

Use the ipv6 mld query-max-response-time Interface Configuration mode command to configure
the Query Maximum Response time. Use the no format of the command to return to default.

Syntax
ipv6 mld query-max-response-time seconds

no ipv6 mld query-max-response-time

Parameter
seconds—Maximum response time, in seconds, advertised in MLD queries. (Range: 5-20)

Default Configuration
10

Command Mode
Interface Configuration (VLAN) mode

User Guidelines

This command provides the maximum response time value if this value is not received in
MLD general query messages. A field for this value is present in MLDv2 general query
messages, but this field may be blank. There is no field for this value in MLDv1 general
query messages.

Example

switchxxxxxx(config)# interface vlan 1

switchxxxxxx(config-if)# ipv6 mld query-max-response-time 5

32.10 ipv6 mld last-member-query-interval

Use the ipv6 mid last-member-query-interval interface configuration command to configure the
Last Member Query Interval. Use the no format of the command to return to default.

Syntax
ipv6 mld last-member-query-interval milliseconds

no ipv6 mld last-member-query-interval

Parameter

milliseconds—Interval, in milliseconds, at which MLD group-specific host query messages are sent
on the interface. (Range: 100-64512).
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Default Configuration
1000

Command Mode
Interface Configuration (VLAN) mode

User Guidelines

This command provides this value if it is not is not received in MLD general query
messages. A field for this value is present in MLDv2 general query messages, but this field
may be blank. There is no field for this value in MLDv1 general query messages.

Example

switchxxxxxx(config)# interface vlan 1
switchxxxxxx(config-if)# ipv6 mld last-member-query-interval 2000

32.11 ipv6 mld snooping vlan immediate-leave

Use the ipv6 mld snooping vlan immediate-leave Global Configuration mode command to enable
MLD Snooping Immediate-Leave processing on a VLAN. When an MLD Leave Group message is
received from a host, the system removes the host port from the table entry. After it relays the MLD
queries from the Multicast router, it deletes entries periodically if it does not receive any MLD
membership reports from the Multicast clients.

MLD snooping Immediate-Leave processing allows the switch to remove an interface that sends a
leave message from the forwarding table without first sending out MAC-based general queries to the
interface.

Use the no format of the command to return to disable MLD Snooping Immediate-Leave processing.

Syntax
ipv6 mld snooping vlan vlan-id immediate-leave

no ipv6é mld snooping vlan vlan-id immediate-leave

Parameters
vlan-id—Specifies the VLAN ID value. (Range: 1-4094)

Default Configuration
Disabled

Command Mode
Global Configuration mode

User Guidelines
You can execute the command before the VLAN is created.

Example

switchxxxxxx(config)# ipv6 mld snooping vlan 1 immediate-leave
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32.12 show ipv6 mld snooping mrouter

The show ipv6 mld snooping mrouter EXEC mode command displays information on dynamically
learned Multicast router interfaces for all VLANSs or for a specific VLAN.

Syntax
show ipv6 mld snooping mrouter [interface vlan-id]

Parameters
interface vlan-id—Specifies the VLAN ID.

Default Configuration
Display information for all VLANSs.

Command Mode
EXEC mode

Example

The following example displays information on dynamically learned Multicast router interfaces for
VLAN 1000

switchxxxxxx# show ipv6é mld snooping mrouter interface 1000
VLAN Static Dynamic  Forbidden

1000 gil/1/1 gil/1/2 gil/1/3-23

32.13 show ipv6 mld snooping interface

The show ipv6 mld snooping interface EXEC mode command displays the IPv6 MLD snooping
configuration for a specific VLAN.

Syntax
show ipv6 mld snooping interface vlan-id

Parameters
vlan-id—Specifies the VLAN ID.

Default Configuration
Display information for all VLANSs.

Command Mode
EXEC mode

Example
The following example displays the MLD snooping configuration for VLAN 1000.

switchxxxxxx# show ipv6é mld snooping interface 1000
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MLD Snooping is globally enabled

MLD Snooping admin: Enabled

MLD snooping oper mode: Enabled

Routers MLD version: 2

Groups that are in MLD version 1 compatibility mode:

FF12::3, FF12::8

MLD snooping robustness:admin 2 oper 2

MLD snooping query interval: admin 125 sec oper 125 sec

MLD snooping query maximum response: admin 10 sec oper 10 sec
MLD snooping last member query counter: admin 2 oper 2

MLD snooping last member query interval: admin 1000 msec oper 600 msec
MLD snooping last immediate leave: enable

Automatic learning of multicast router ports is enabled

32.14 show ipv6 mld snooping groups

The show ipv6 mld snooping groups EXEC mode command displays the multicast groups
learned by the MLD snooping.

Syntax

show ipv6 mld snooping groups [vlan vilan-id] [address ipv6-multicast-address] [source
ipv6-address]

Parameters

m  vlan vlan-id—Specifies the VLAN ID.

m  address ipv6-multicast-address—Specifies the IPv6 multicast address.
m  source ipv6-address—Specifies the IPv6 source address.

Command Mode
EXEC mode

Default Configuration
Display information for all VLANs and addresses defined on them.

User Guidelines

To see the full multicast address table (including static addresses), use the show bridge multicast
address-table command.

The Include list contains the ports which are in a forwarding state for this group according to the
snooping database. In general, the Exclude list contains the ports which have issued an explicit
Exclude for that specific source in a multicast group.

The Reporters That Are Forbidden Statically list contains the list of ports which have asked to
receive a multicast flow but were defined as forbidden for that multicast group in a multicast bridge.

Note: Under certain circumstances, the Exclude list may not contain accurate information; for
example, in the case when two Exclude reports were received on the same port for the same group
but for different sources, the port will not be in the Exclude list but rather in the Include list

Version 1.0 06/03/2013



Amphenalanchise ph. 3.5 cLI Commands

Example

The following example shows the output for show ipv6 mld snooping groups.

switchxxxxxx# show ipvé mld snooping groups

VLAN  Group Address Source Address

3 FE80: :201:C9FF:FE40:

3 FE80: :201:C9OFF:FE40:
19 FF12::8 FE80::201:COFF:FE40:

8

8

1 FF12::
1 FF12::

19 FF12::
19 FF12::

MLD Reporters that are forbidden statically:

VLAN  Group Address Source Address
1 FF12::3 FE80: :201:C9FF:FE40
19 FF12::8 FE80: :201:C9FF:FE40
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FE80::201:COFF:FE40:
FE80::201:COFF:FE40:

Include
- Ports

8002 g i1/1/1

8003 g i1/1/2

8004 gil/1/9

8005 gil/1/1
gil/1/10-
11

18001 gil/1/s
18001 gil/1/9

Version 1.0

Exclude
Ports

gil/1/2
gil/1/3

Compatibility
Mode
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33 Link Aggregation Control Protocol
(LACP) Commands

33.1 lacp system-priority

Use the lacp system-priority Global Configuration mode command to set the system priority. Use
the no form of this command to restore the default configuration.

Syntax
lacp system-priority value

no lacp system-priority

Parameters
value—Specifies the system priority value. (Range: 1-65535)

Default Configuration
The default system priority is 1.

Command Mode
Global Configuration mode

Example
The following example sets the system priority to 120.

switchxxxxxx(config)# lacp system-priority 120

33.2 lacp port-priority

Use the lacp port-priority Interface Configuration (Ethernet) mode command to set the physical
port priority. Use the no form of this command to restore the default configuration.

Syntax
lacp port-priority value

no lacp port-priority

Parameters
value—Specifies the port priority. (Range: luse the no form of this command65535)

Default Configuration
The default port priority is 1.

Command Mode
Interface Configuration (Ethernet) mode
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Example
The following example sets the priority of gil/1/6.

switchxxxxxx(config)# interface gil/1/6
switchxxxxxx(config-if)# lacp port-priority 247

33.3 lacp timeout

Use the lacp timeout Interface Configuration (Ethernet) mode command to assign an administrative
LACP timeout to an interface. Use the no form of this command to restore the default configuration.

Syntax
lacp timeout {long | short}

no lacp timeout

Parameters
m  long—Specifies the long timeout value.
m  short—Specifies the short timeout value.

Default Configuration
The default port timeout value is Long.

Command Mode
Interface Configuration (Ethernet) mode

Example
The following example assigns a long administrative LACP timeout to gil/1/6.

switchxxxxxx(config)# interface gil/1/6
switchxxxxxx(config-if)# lacp timeout long

33.4 show lacp

Use the show lacp EXEC mode command to display LACP information for all Ethernet ports or for a
specific Ethernet port.

Syntax
show lacp interface-id [parameters | statistics | protocol-state]

Parameters

m  interface-id —Specify an interface ID. The interface ID must be an Ethernet port
m  parameters—Displays parameters only.

m  statistics—Displays statistics only.

m  protocol-state—Displays protocol state only.
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Command Mode
EXEC mode

Example

Link Aggregation Control Protocol (LACP) Commands

The following example displays LACP information for gil/1/1.

switchxxxxxx# show lacp ethernet gil/1/1

Port gil/1/1 LACP parameters:
Actor

system priority:
system mac addr:
port Admin key:
port Oper key:

port Oper number:
port Admin priority:
port Oper priority:
port Admin timeout:
port Oper timeout:
LACP Activity:
Aggregation:
synchronization:
collecting:
distributing:
expired:

Partner

system priority:
system mac addr:
port Admin key:
port Oper key:

port Oper number:
port Admin priority:
port Oper priority:
port Admin timeout:
port Oper timeout:
LACP Activity:
Aggregation:
synchronization:
collecting:
distributing:
expired:

Port gil/1/1 LACP Statistics:
LACP PDUs sent:
LACP PDUs received:

Port gil/1/1 LACP Protocol State:
LACP State Machines:

Receive FSM:
Mux FSM:

Control Variables:

Version 1.0

1
00:00:12:34:56:78
30

30

21

1

1

LONG

LONG

ACTIVE
AGGREGATABLE
FALSE

FALSE

FALSE

FALSE

0
00:00:00:00:00:00

(e eloNeoNo]

LONG

LONG

PASSIVE
AGGREGATABLE
FALSE

FALSE

FALSE

FALSE

Port Disabled State
Detached State
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BEGIN: FALSE
LACP_Enabled: TRUE
Ready N: FALSE
Selected: UNSELECTED
Port_moved: FALSE

NNT: FALSE
Port_enabled: FALSE

Timer counters:

periodic tx timer: 0
current while timer: 0
wait while timer: 0

33.5 show lacp port-channel

Use the show lacp port-channel EXEC mode command to display LACP information for a
port-channel.

Syntax
show lacp port-channel [port_channel_number]

Parameters
port_channel_number—Specifies the port-channel number.

Command Mode
EXEC mode

Example
The following example displays LACP information about port-channel 1.

switchxxxxxx# show lacp port-channel 1

Port-Channel 1:Port Type 1000 Ethernet

Actor
System 1
Priority: 000285:0E1C00
MAC Address: 29
Admin Key: 29
Oper Key:
Partner
System 0
Priority: 00:00:00:00:00:00
MAC Address: 14
Oper Key:
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34 GARP VLAN Registration Protocol
(GVRP) Commands

34.1 gvrp enable (Global)

Use the gvrp enable Global Configuration mode command to enable the Generic Attribute
Registration Protocol (GARP) VLAN Registration Protocol (GVRP) globally. Use the no form of this
command to disable GVRP on the device.

Syntax
gvrp enable

no gvrp enable

Parameters
N/A

Default Configuration
GVRP is globally disabled.

Command Mode
Global Configuration mode

Example
The following example enables GVRP globally on the device.

switchxxxxxx(config)# gvrp enable

34.2 gvrp enable (Interface)

Use the gvrp enable Interface Configuration (Ethernet, Port-channel) mode command to enable
GVRP on an interface. Use the no form of this command to disable GVRP on an interface.

Syntax
gvrp enable

no gvrp enable

Default Configuration
GVRP is disabled on all interfaces.

Command Mode
Interface Configuration (Ethernet, Port-channel) mode
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User Guidelines

An access port does not dynamically join a VLAN because it is always a member of a single VLAN
only. Membership in an untagged VLAN is propagated in the same way as in a tagged VLAN. That
is, the PVID must be manually defined as the untagged VLAN ID.

Example
The following example enables GVRP on gil1/1/6.

switchxxxxxx(config)# interface gil/1/6
switchxxxxxx(config-if)# gvrp enable

34.3 garp timer

Use the garp timer Interface Configuration mode command to adjust the values of the join, leave
and leaveall timers of GARP applications, such as GVRP. Use the no form of this command to
restore the default configuration.

Syntax
garp timer {join | leave | leaveall} timer-value

no garp timer

Parameters
m  The following specify the type of timer. The possible values are:

* join—Specifies the GARP join timer. The timer value for this type of timer specifies the time
interval between the two join messages sent by the GARP application.

* |eave—Specifies the GARP leave timer. The timer value for this type of timer specifies the
time interval for a GARP application to wait for a join message after receiving a leave
message for a GARP attribute, before it de-registers the GARP attribute.

* |eaveall—Specifies the GARP leaveall timer. The timer value for this type of timer specifies
the time interval between leaveall messages for a GARP entity, which prompt other GARP
entities to re-reregister all attribute information on this entity.

m timer-value—Specifies the timer value in milliseconds in multiples of 10. (Range:
10-2147483640)

Default Configuration
The following are the default timer values:

m  Join timer—200 milliseconds
m  Leave timer—600 milliseconds
m  Leaveall timer—10000 milliseconds

Command Mode
Interface Configuration (Ethernet, Port-channel) mode

User Guidelines
The timer-value must be a multiple of 10.

The following relationship must be maintained between the timers:

m  The leave timer value must be greater than or equal to three times the join timer.
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m  The leave-all timer value must be greater than the leave timer.

Set the same GARP timer values on all Layer 2-connected devices to ensure proper operation of the
GARP application.

Example
The following example sets the leave timer for gi1l/1/6 to 900 milliseconds.

switchxxxxxx(config)# interface gil/1/6
switchxxxxxx(config-if)# garp timer leave 900

34.4 gvrp vlan-creation-forbid

Use the gvrp vlan-creation-forbid Interface Configuration mode command to disable dynamic
VLAN creation or modification. Use the no form of this command to enable dynamic VLAN creation
or modification.

Syntax
gvrp vlan-creation-forbid

no gvrp vlan-creation-forbid

Default Configuration
Enabled.

Command Mode
Interface Configuration (Ethernet, Port-channel) mode

Example
The following example disables dynamic VLAN creation on gil/1/3.

switchxxxxxx(config)# interface gil/1/3
switchxxxxxx(config-if)# gvrp vlan-creation-forbid

34.5 gvrp registration-forbid

Use the gvrp registration-forbid Interface Configuration mode command to deregister all dynamic
VLANS on a port and prevent VLAN creation or registration on the port. Use the no form of this
command to allow dynamic registration of VLANS on a port.

Syntax
gvrp registration-forbid

no gvrp registration-forbid

Default Configuration
Dynamic registration of VLANSs on the port is allowed.
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Command Mode
Interface Configuration (Ethernet, Port-channel) mode

Example
The following example forbids dynamic registration of VLANs on gil/1/2.

switchxxxxxx(config)# interface gil/1/2
switchxxxxxx(config-if)# gvrp registration-forbid

34.6 clear gvrp statistics

Use the clear gvrp statistics Privileged EXEC mode command to clear GVRP statistical
information for all interfaces or for a specific interface.

Syntax
clear gvrp statistics [interface-id]

Parameters
Interface-id—Specifies an interface ID. The interface ID can be one of the following types: Ethernet
port or Port-channel.

Default Configuration
All GVRP statistics are cleared.

Command Mode
Privileged EXEC mode

Example
The following example clears all GVRP statistical information on gil/1/5.

switchxxxxxx# clear gvrp statistics gil/1/5

34.7 show gvrp configuration

Use the show gvrp configuration EXEC mode command to display GVRP configuration
information, including timer values, whether GVRP and dynamic VLAN creation are enabled, and
which ports are running GVRP.

Syntax
show gvrp configuration [interface-id | detailed]

Parameters
m  interface-id—Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or port-channel.

m  detailed—Displays information for non-present ports in addition to present ports.

Page 445/876 Version 1.0 06/03/2013



Amphenalanchise ph. 3.5 cLI Commands

Default Configuration
All GVRP statistics are displayed for all interfaces. If detailed is not used, only present ports are
displayed.

Command Mode
EXEC mode

Example
The following example displays GVRP configuration.

switchxxxxxx# show gvrp configuration
GVRP Feature is currently Enabled on the device.
Maximum VLANs: 4094

Port(s) GVRP-Status Regist- Dynamic Timers(ms)

ration VLAN Creation Join Leave Leave All
gil/1/1 Enabled Forbidden Disabled 600 200 10000
gil/1/2 Enabled Normal Enabled 1200 400 20000

34.8 show gvrp statistics

Use the show gvrp statistics EXEC mode command to display GVRP statistics for all interfaces or
for a specific interface.

Syntax
show gvrp statistics [interface-id]

Parameters

interface-id—Specifies an interface ID. The interface ID can be one of the following types: Ethernet
port or Port-channel.

Default Configuration
All GVRP statistics are displayed.

Command Mode
EXEC mode

Page 446/876 Version 1.0 06/03/2013



Amphenol

Page 447/876

Example

The following example displays GVRP statistical information.

switchxxxxxx# show gvrp statistics

GVRP statistics:

Legend

rJE : Join Empty Received
rEmp: Empty Received

rLE : Leave Empty Received
sJE : Join Empty Sent

SEmp: Empty Sent

SLE : Leave Empty Sent
Port rJE rJin rEmp rLIn
gil/1/1 o 0 0 0
gil/1/2 0 0 0 0
gil/1/3 0 0 0 0
gil/1/4 0 0 0 0
gil/1/5 0 0 0 0
gil/1/6 0 0 0 0
gil/1/7 0 0 0 0
gil/1/8 0 0 0 0

rJin:
rLIn:
rLA :
sJin:
sLIn:
SLA :

rLE

[eNeoNeoNeoNoNoNoNe)

Join In Received

Leave

In Received

Leave All Received
Join In Sent

Leave

rLA

[eNeoNeoNoNoNoNoNo)

In Sent
Leave All Sent

sJE

[cNeoNoNeoNeNeNeoNo)

[eNeoNeoNoNeoNoNoNo]

[eNeoNeoNoNoNoNoNo

[eNeoNeNoNoNoNoNo)

GARP VLAN Registration Protocol (GVRP) Commands

SLE SLA

[eNeoNeoNeoNeoNoNeNe]
[eNeoNeoNeoNoNeoNeNe]

34.9 show gvrp error-statistics

Use the show gvrp error-statistics EXEC mode command to display GVRP error statistics for all

interfaces or for a specific interface.

Syntax

show gvrp error-statistics [interface-id]

Parameters

interface-id—Specifies an interface ID. The interface ID can be one of the following types: Ethernet

port or Port-channel.

Default Configuration
All GVRP error statistics are displayed.

Command Mode
EXEC mode

Example

The following example displays GVRP error statistics.

switchxxxxxx# show gvrp error-statistics

GVRP Error Statistics:

Version 1.0
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INVPROT : Invalid Protocol Id

INVATYP : Invalid Attribute Type [INVALEN : Invalid Attribute Length
INVAVAL : Invalid Attribute Value INVEVENT: Invalid Event

Port  INVPROT INVATYP INVAVAL INVALEN INVEVENT

gil/1/1 0 0 0 0 0
gil/1/2 0 0 0 0 0
gil/1/3 0 0 0 0 0
gil/1/4 0 0 0 0 0
gil/1/5 0 0 0 0 0
gil/1/6 0 0 0 0 0
gil/1/7 0 0 0 0 0
gi1/1/8 0 0 0 0 0
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Voice VLAN Commands

35.1 voice vlan state

The voice vlan state Global Configuration mode command sets the type of voice VLAN that is
functional on the device or disables voice VLAN entirely.

The no format of the command returns to the default.

Syntax
voice vlan state {oui-enabled | disabled]

no voice vlan state

Parameters
m  oui-enabled—Voice VLAN is of type OUI.
m  disabled—Voice VLAN is disabled.

Default Configuration
Disabled

Command Mode
Global Configuration mode

User Guidelines
If the administrative state is:

m  disabled —The operational state is disabled.
m  oui-enabled —The operational state is oui-enabled.

The following example enables the OUI mode of Voice VLAN. The first try did not work - it was
necessary to first disable voice VLAN.

switchxxxxxx(config)# voice vlan state oui-enabled

Disable the voice VLAN before changing the voice VLAN trigger.
switchxxxxxx(config)#voice vlan state disabled
switchxxxxxx(config)#voice vlan state oui-enabled

<CR>

35.2 voicevlanid

Use the voice vlan id Global Configuration mode command to statically configure the VLAN
identifier of the voice VLAN. The no format of the command returns the voice VLAN to the default
VLAN (1).
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Syntax
voice vlan id vlan-id

no voice vian id

Parameters
vlan id vlan-id—Specifies the voice VLAN (range 1-4094).

Default Configuration
VLAN ID 1.

Command Mode
Global Configuration mode

User Guidelines

If the Voice VLAN does not exist, it is created automatically. It will not be removed automatically by
the no version of this command.

Example
The following example enables VLAN 35 as the voice VLAN on the device.

switchxxxxxx(config)# voice vlan id 35

For Auto Voice VLAN, changes in the voice VLAN ID, CoS/802.1p, and/or DSCP
will cause the switch to advertise the administrative voice VLAN as static
voice VLAN which has higher priority than voice VLAN learnt from external
sources.

Are you sure you want to continue? (Y/N)[Y] Y

30-Apr-2011 00:19:36 %VLAN-1-VoiceVlanCreated: Voice Vlan ID 104 was
created.

switchxxxxxx(config)#30-Apr-2011 00:19:51 %VLAN-1-ReceivedFromVSDP: Voice
VLAN updated by VSDP. Voice VLAN-ID 104, VPT 5, DSCP 46

35.3 voice vlan oui-table

Use the voice vlan oui-table Global Configuration mode command to configure the voice OUI table.
Use the no form of this command to restore the default configuration.

Syntax
voice vlan oui-table {add mac-address-prefix | remove mac-address-prefix} [text]

no voice vlan oui-table

Parameters

m  add mac-address-prefix—Adds the specified MAC address prefix to the voice VLAN OUI table
(length: 3 bytes).

m  remove mac-address-prefix—Removes the specified MAC prefix address from the voice VLAN
OUl table (length: 3 bytes).

m text—Adds the specified text as a description of the specified MAC address to the voice VLAN
OUl table (length: 1-32 characters).
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Default Configuration
The default voice VLAN OUI table is:

oul Description
00:e0:bb 3COM Phone
00:03:6b Cisco Phone

00:e0:75 Veritel Polycom Phone
00:d0:1e Pingtel Phone
00:01:e3 Siemens AG Phone
00:60:b9 NEC/Philips Phone
00:0f:e2 Huawei-3COM Phone
00:09:6e Avaya Phone

Command Mode
Global Configuration mode

User Guidelines
The classification of a packet from VolP equipment/phones is based on the packet’'s OUI in the
source MAC address. OUIs are globally assigned (administered) by the IEEE.

In MAC addresses, the first three bytes contain a manufacturer ID (Organizationally Unique
Identifiers (OUI)) and the last three bytes contain a unique station ID.

Since the number of IP phone manufacturers that dominates the market is limited and well known,
the known OUI values are configured by default and OUIs can be added/removed by the user when
required.

Example
The following example adds an entry to the voice VLAN OUI table.

switchxxxxxx(config)# voice vlan oui-table add 00:AA:BB description
experimental

35.4 voice vlan cos mode

Use the voice vlan cos mode Interface Configuration mode command to select the OUI voice
VLAN Class of Service (CoS) mode. Use the no form of this command to return to the default.

Syntax
voice vlan cos mode {src | all}

no voice vlan cos mode

Parameters

m  src—QoS attributes are applied to packets with OUlIs in the source MAC address. See the User
Guidelines of voice vlan oui-table.

m  all—QoS attributes are applied to packets that are classified to the Voice VLAN.
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Default Configuration
The default mode is src.

Command Mode
Global Configuration mode

Example
The following example applies QoS attributes to voice packets.

switchxxxxxx(config)# voice vlan cos mode all

35.5 voice vlan cos

Use the voice vlan cos Global Configuration mode command to set the OUI Voice VLAN Class of
Service (CoS). Use the no form of this command to restore the default configuration.

Syntax
voice vlan cos cos [remark]

no voice vlan cos

Parameters
m  cos cos—Specifies the voice VLAN Class of Service value. (Range: 0-7)
m  remark—Specifies that the L2 user priority is remarked with the CoS value.

Default Configuration
The default CoS value is 5.

The L2 user priority is not remarked by default.

Command Mode
Global Configuration mode

Example
The following example sets the OUI voice VLAN CoS to 7 and does not do remarking.

switchxxxxxx(config)# voice vlan cos 7

35.6 voice vlan aging-timeout

Use the voice vlan aging-timeout Global Configuration mode command to set the OUI Voice VLAN
aging timeout interval. Use the no form of this command to restore the default configuration.

Syntax
voice vlan aging-timeout minutes

no voice vlan aging-timeout
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Parameters

aging-timeout minutes—Specifies the voice VLAN aging timeout interval in minutes. (Range:
1-43200).

Default Configuration
1440 minutes

Command Mode
Global Configuration mode

Example
The following example sets the OUI Voice VLAN aging timeout interval to 12 hours.

switchxxxxxx(config)# voice vlan aging-timeout 720

35.7 voice vlan enable

Use the voice vlan enable Interface Configuration (Ethernet, Port-channel) mode command to
enable OUI voice VLAN configuration on an interface. Use the no form of this command to disable
OUI voice VLAN configuration on an interface.

Syntax
voice vlan enable

no voice vlian enable

Default Configuration
Disabled

Command Mode
Interface Configuration (Ethernet, Port-channel) mode

User Guidelines
This command is applicable only if the voice VLAN state is globally configured as OUI voice VLAN
(using voice vlan state).

The port is added to the voice VLAN if a packet with a source MAC address OUI address (defined by
voice vlan oui-table) is trapped on the port. Note: The packet VLAN ID does not have to be the voice
VLAN, it can be any VLAN.

The port joins the voice VLAN as a tagged port.

If the time since the last MAC address with a source MAC address OUI address was received on the
interface exceeds the timeout limit (configured by voice vlan aging-timeout), the interface is removed
from the voice VLAN.

Example
The following example enables OUI voice VLAN configuration on gil/1/2.

switchxxxxxx(config)# interface gil/1/2
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switchxxxxxx(config-if)# voice vlan enable

35.8 voice vlan secure

Use the voice vlan secure Interface Configuration (Ethernet, Port-channel) mode command to
enable the secure mode for the OUI voice VLAN. Use the no form of this command to disable the
secure mode (see User Guidelines for an explanation of secure mode).

Syntax
voice vlan secure

no voice vlan secure

Default Configuration
Disabled

Command Mode
Interface Configuration (Ethernet, Port-channel) mode

User Guidelines

Secure mode specifies that packets that are classified to the voice VLAN with a source MAC
address that is not a OUI address (defined by voice vlan oui-table) are discarded.

This command is relevant only to ports that were added to the voice VLAN automatically.

Example
The following example enables the secure mode for the OUI Voice VLAN on gil/1/8.

switchxxxxxx(config)# interface gil/1/8
switchxxxxxx(config-if)# voice vlan secure

35.9 show voice vlan

Use the show voice vlan EXEC mode command to display the voice VLAN status for all interfaces
or for a specific interface if the voice VLAN type is OUL.

Syntax
show voice vlan [type oui ] [interface-id | detailed]

Parameters
m type oui—Common and OUl-voice-VLAN specific parameters are displayed.
m  interface-id—Specifies an Ethernet port ID. Relevant only for the OUI type.

m  detailed—Displays information for non-present ports in addition to present ports. Only valid
when type is oui.

Default Configuration
If the type parameter is omitted the current Voice VLAN type is used.

If the interface-id parameter is omitted then information about all interfaces is displayed.
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All ports are displayed. If detailed is not used, only present ports are displayed.

Command Mode
EXEC mode

User Guidelines
Using this command without parameters displays the current voice VLAN type parameters and local
and agreed voice VLAN settings.

Using this command with the type parameter displays the voice VLAN parameters relevant to the
type selected. The the local and agreed voice VLAN settings are displayed only if this is the current
voice VLAN state.

The interface-id parameter is relevant only for the OUI VLAN type.

The following example displays the voice VLAN parameters.
switch>show voice vlan

Administrate Voice VLAN state is oui-enabled
The Operational Voice VLAN-ID is 2

Aging timeout: 1440 minutes

CoS: 6
Remark: Yes
ouUl table

MAC Address - Prefix Description

00:E0:BB 3COM

00:03:6B Cisco

00:EO0:75 Veritel

00:DO:1E Pingtel

00:01:E3 Simens

00:60:B9 NEC/Philips

00:0F:E2 Huawe i-3COM

00:09:6E Avaya

Interface Enabled Secure Activated CoS Mode
gil Yes Yes Yes all
gi2 Yes Yes No src
gi3 No No
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Loopback Detection Commands

36.1 loopback-detection enable (Global)

Use the loopback-detection enable Global Configuration mode command to enable the Loopback
Detection (LBD) feature globally. Use the no form of this command to disable the Loopback
Detection feature.

Syntax
loopback-detection enable

no loopback-detection enable

Default Configuration
Loopback Detection is disabled.

Command Mode
Global Configuration mode

User Guidelines

This command enables the Loopback Detection feature globally. Use the loopback-detection
enable Interface Configuration mode command to enable Loopback Detection on an interface.

Example
The following example enables the Loopback Detection feature on the device.

Console(config)# loopback-detection enable

36.2 loopback-detection enable (Interface)

Use the loopback-detection enable Interface Configuration (Ethernet) mode command to enable
the Loopback Detection (LBD) feature on an interface. Use the no form of this command to disable
the Loopback Detection feature on the interface.

Syntax
loopback-detection enable

no loopback-detection enable

Default Configuration
Loopback Detection is disabled on an interface.

Command Mode
Interface Configuration mode (Ethernet port or Port-channel)
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User Guidelines
This command enables Loopback Detection on an interface. Use the loopback-detection enable
Global Configuration command to enable Loopback Detection globally.

LBD packets are sent only if the interface spanning tree state is Forwarding.
If the STP mode is MSTP, Loopback Detection can be enabled only on STP-disabled interfaces.

The interface should be a VLAN member of its PVID; otherwise, LBD packets are not trapped by the
device.

The interface should be configured with Acceptable-Frame-Type Tagged-Only, otherwise LBD
packets are not trapped by the device.

LBD packets are subject to the user's MAC ACLs. Therefore, an LBD packet can be discarded by an
explicit deny rule, and by an implicit Deny All rule.

Example
The following example enables the Loopback Detection feature on port gil/1/6.

Console(config)# interface gil/1/6
Console(config-if)# loopback-detection enable

36.3 loopback-detection mode

Use the loopback-detection mode Global Configuration mode command to set the Loopback
Detection mode. Use the no form of this command to restore the default configuration.

Syntax
loopback-detection mode {src-mac-addr | base-mac-addr}

no loopback-detection mode

Parameters
m  src-mac-addr—Specifies that the LBD packet destination MAC address is the source interface
MAC address.

m  base-mac-addr—Specifies that the LBD packet destination MAC address is the device base
MAC address.

Default Configuration
src-mac-addr is the default.

Command Mode
Global Configuration mode

Example
The following example sets the Loopback Detection mode to a base-mac-addr.

Console(config)# loopback-detection mode base-mac-addr
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36.4 loopback-detection interval

Use the loopback-detection interval Global Configuration mode command to set the time interval
between LBD packets. Use the no form of this command to restore the default configuration.

Syntax
loopback-detection interval seconds

no loopback-detection interval

Parameters
seconds—Specifies the time interval in seconds between LBD packets. (Range: 30—60 seconds)

Default Configuration
The default time interval between LBD packets is 30 seconds.

Command Mode
Global Configuration mode

User Guidelines
This command is not relevant for spanning-tree BPDU handling.

Example
The following example sets the time interval between LBD packets to 45 seconds.

Console(config)# loopback-detection interval 45

36.5 show loopback-detection

Use the show loopback-detection EXEC mode command to display information about Loopback
Detection.

Syntax
show loopback-detection [interface-id | detailed]

Parameters
m  interface-id—Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or Port-channel.

m  detailed—Displays information for non-present ports in addition to present ports. If this is not
set, the default is to display all present ports.

Default Configuration
All ports are displayed. If detailed is not used, only present ports are displayed.

Command Mode
EXEC mode
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Example

The following example display information about Loopback Detection.

Loopback Detection Commands

Console# show loopback-detection

Loopback detection: Enabled
Mode: src-mac-addr
LBD packets interval: 30 Seconds

Interface
gil/1/1
gil/1/2
gil/1/3
gil/l/4
gil/1/5

Loopback Detection
Enabled
Enabled
Disabled
Disabled
Disabled
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37 DHCP Snooping and ARP Inspection
Commands

37.1 ip dhcp snooping

Use the ip dhcp snooping Global Configuration mode command to enable Dynamic Host
Configuration Protocol (DHCP) Snooping globally. Use the no form of this command to restore the
default configuration.

Syntax
ip dhcp snooping

no ip dhcp snooping

Parameters
N/A

Default Configuration
DHCP snooping is disabled.

Command Mode
Global Configuration mode

User Guidelines

For any DHCP Snooping configuration to take effect, DHCP Snooping must be enabled globally.
DHCP Snooping on a VLAN is not active until DHCP Snooping on a VLAN is enabled by using the ip
dhcp snooping vlan Global Configuration mode command.

Example
The following example enables DHCP Snooping on the device.

Console(config)# ip dhcp snooping

37.2 ip dhcp snooping vlan

Use the ip dhcp snooping vlan Global Configuration mode command to enable DHCP Snooping
on a VLAN. Use the no form of this command to disable DHCP Snooping on a VLAN.

Syntax
ip dhcp snooping vlan vian-id

no ip dhcp snooping vlan-id

Parameters
vlan-id—Specifies the VLAN ID.
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Default Configuration
DHCP Snooping on a VLAN is disabled.

Command Mode
Global Configuration mode

User Guidelines
DHCP Snooping must be enabled globally before enabling DHCP Snooping on a VLAN.

Example
The following example enables DHCP Snooping on VLAN 21.

Console(config)# ip dhcp snooping vlan 21

37.3 ip dhcp snooping trust

Use the ip dhcp snooping trust Interface Configuration (Ethernet, Port-channel) mode command
to configure a port as trusted for DHCP snooping purposes. Use the no form of this command to
restore the default configuration.

Syntax
ip dhcp snooping trust

no ip dhcp snooping trust

Parameters
N/A

Default Configuration
The interface is untrusted.

Command Mode
Interface Configuration (Ethernet, Port-channel) mode

User Guidelines

Configure as trusted the ports that are connected to a DHCP server or to other switches or routers.
Configure the ports that are connected to DHCP clients as untrusted.

Example
The following example configures gil/1/5 as trusted for DHCP Snooping.

Console(config)# interface gil/l/5
Console(config-if)# ip dhcp snooping trust
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37.4 ip dhcp snooping information option
allowed-untrusted

Use the ip dhcp snooping information option allowed-untrusted Global Configuration mode
command to allow a device to accept DHCP packets with option-82 information from an untrusted
port. Use the no form of this command to drop these packets from an untrusted port.

Syntax
ip dhcp snooping information option allowed-untrusted

no ip dhcp snooping information option allowed-untrusted

Parameters
N/A

Default Configuration
DHCP packets with option-82 information from an untrusted port are discarded.

Command Mode
Global Configuration mode

Example
The following example allows a device to accept DHCP packets with option-82 information from an
untrusted port.

Console(config)# ip dhcp snooping information option allowed-untrusted

37.5 ip dhcp snooping verify

Use the ip dhcp snooping verify Global Configuration mode command to configure a device to
verify that the source MAC address in a DHCP packet received on an untrusted port matches the
client hardware address. Use the no form of this command to disable MAC address verification in a
DHCP packet received on an untrusted port.

Syntax
ip dhcp snooping verify

no ip dhcp snooping verify

Default Configuration
The switch verifies that the source MAC address in a DHCP packet received on an untrusted port
matches the client hardware address in the packet.

Command Mode
Global Configuration mode
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Example
The following example configures a device to verify that the source MAC address in a DHCP packet
received on an untrusted port matches the client hardware address.

Console(config)# ip dhcp snooping verify

37.6 ip dhcp snooping database

Use the ip dhcp snooping database Global Configuration mode command to enable the DHCP
Snooping binding database file. Use the no form of this command to delete the DHCP Snooping
binding database file.

Syntax
ip dhcp snooping database

no ip dhcp snooping database

Parameters
N/A

Default Configuration
The DHCP Snooping binding database file is not defined.

Command Mode
Global Configuration mode

User Guidelines
The DHCP Snooping binding database file resides on Flash.

To ensure that the lease time in the database is accurate, the Simple Network Time Protocol (SNTP)
must be enabled and configured.

The device writes binding changes to the binding database file only if the device system clock is
synchronized with SNTP.

Example
The following example enables the DHCP Snooping binding database file.

Console(config)# ip dhcp snooping database

37.7 ip dhcp snooping database update-freq

Use the ip dhcp snooping database update-freq Global Configuration mode command to set the
update frequency of the DHCP Snooping binding database file. Use the no form of this command to
restore the default configuration.

Syntax
ip dhcp snooping database update-freq seconds

no ip dhcp snooping database update-freq
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Parameters
seconds—Specifies the update frequency in seconds. (Range: 600—-86400)

Default Configuration
The default update frequency value is 1200 seconds.

Command Mode
Global Configuration mode

Example
The following example sets the DHCP Snooping binding database file update frequency to 1 hour.

Console(confTig)# ip dhcp snooping database update-freq 3600

37.8 ip dhcp snooping binding
Use the ip dhcp snooping binding Privileged EXEC mode command to configure the DHCP

Snooping binding database and add binding entries to the database. Use the no form of this
command to delete entries from the binding database.

Syntax
ip dhcp snooping binding mac-address vlan-id ip-address interface-id expiry {seconds | infinite}

no ip dhcp snooping binding mac-address vlan-id

Parameters

m  mac-address—Specifies a MAC address.
m  vlan-id—Specifies a VLAN number.

m  ip-address—Specifies an IP address.
n

interface-id—Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or Port-channel.

m expiry
* seconds—Specifies the time interval, in seconds, after which the binding entry is no longer
valid. (Range: 10-4294967295)

* infinite—Specifies infinite lease time.

Default Configuration
No static binding exists.

Command Mode
Privileged EXEC mode

User Guidelines

After entering this command, an entry is added to the DHCP Snooping database. If the DHCP
Snooping binding file exists, the entry is also added to that file.

The entry is displayed in the show commands as a DHCP Snooping entry.

The user cannot delete dynamic temporary entries for which the IP address is 0.0.0.0.
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The user can add static entry to the DHCP Snooping database by using the command ip
source-guard binding.

Example
The following example adds a binding entry to the DHCP Snooping binding database.

Console# ip dhcp snooping binding 0060.704C.73FF 23 176.10.1.1 gil/1/5
expiry 900

37.9 clear ip dhcp snooping database

Use the clear ip dhcp snooping database Privileged EXEC mode command to clear the DHCP
Snooping binding database.

Syntax
clear ip dhcp snooping database

Parameters
N/A

Command Mode
Privileged EXEC mode

Example
The following example clears the DHCP Snooping binding database.

Console# clear ip dhcp snooping database

37.10 show ip dhcp snooping

Use the show ip dhcp snooping EXEC mode command to display the DHCP snooping
configuration for all interfaces or for a specific interface.

Syntax
show ip dhcp snooping [interface-id]

Parameters

interface-id—Specifies an interface ID. The interface ID can be one of the following types: Ethernet
port or Port-channel.

Command Mode
EXEC mode

Example
The following example displays the DHCP snooping configuration.
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console# show ip dhcp snooping

DHCP snooping is Enabled

DHCP snooping is configured on following VLANs: 21

DHCP snooping database is Enabled

Relay agent Information option 82 is Enabled

Option 82 on untrusted port is allowed

Verification of hwaddr field is Enabled

DHCP snooping file update frequency is configured to: 6666 seconds

Interface Trusted
gil/1/1 Yes
gil/1/2 Yes

37.11 show ip dhcp snooping binding

Use the show ip dhcp snooping binding User EXEC mode command to display the DHCP
Snooping binding database and configuration information for all interfaces or for a specific interface.

Syntax
show ip dhcp snooping binding [mac-address mac-address] [ip-address ip-address] [vlan
vlan-id] [interface-id]

Parameters

m  mac-address mac-address—Specifies a MAC address.
m ip-address ip-address—Specifies an IP address.

m  vlan vlan-id—Specifies a VLAN ID.
u

interface-id—Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or Port-channel.

Command Mode
User EXEC mode

Example
The following examples displays the DHCP snooping binding database and configuration
information for all interfaces on a device.-

Console# show ip dhcp snooping binding

Update frequency: 1200
Total number of binding: 2

Mac Address 1P Lease Type VLAN Interface
Address (sec)
0060.704C.73FF 10.1.8.1 7983 snooping 3 gil/1/21
0060.704C.7BC1  10.1.8.2 92332 snooping 3 gil/1/22
)
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37.12 ip source-guard

Use the ip source-guard command in Configuration mode to enable IP Source Guard globally on a
device or in Interface Configuration (Ethernet, Port-channel) mode to enable IP Source Guard on an
interface.

Use the no form of this command to disable IP Source Guard on the device or on an interface.

Syntax
ip source-guard

no ip source-guard

Parameters
N/A

Default Configuration
IP source guard is disabled.

Command Mode
Configuration or Interface Configuration (Ethernet, Port-channel) mode

User Guidelines
IP Source Guard must be enabled globally before enabling IP Source Guard on an interface.

IP Source Guard is active only on DHCP snooping untrusted interfaces, and if at least one of the
interface VLANSs are DHCP snooping enabled.

Example
The following example enables IP Source Guard on gil/1/5.

Console(config)# interface gil/l/5
Console(config-if)# ip source-guard

37.13 ip source-guard binding

Use the ip source-guard binding Global Configuration mode command to configure the static IP
source bindings on the device. Use the no form of this command to delete the static bindings.

Syntax
ip source-guard binding mac-address vlan-id ip-address {interface-id}

no ip source-guard binding mac-address vlan-id

Parameters

m  mac-address—Specifies a MAC address.
m  vlan-id—Specifies a VLAN number.

m  ip-address—Specifies an IP address.
n

interface-id—Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or Port-channel.
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Default Configuration
No static binding exists.

Command Mode
Global Configuration mode

User Guidelines

The device currently supports filtering that is based only on the source IP address. In future, the
device might supports filtering mode that is based on the MAC address and IP source address.
Currently the MAC address field is an informative field.

Example
The following example configures the static IP source bindings.

Console(config)# ip source-guard binding 0060.704C.73FF 23 176.10.1.1
gil/1/5

37.14 ip source-guard tcam retries-freq

Use the ip source-guard tcam retries-freq Global Configuration mode command to set the
frequency of retries for TCAM resources for inactive IP Source Guard addresses. Use the no form of
this command to restore the default configuration.

Syntax
ip source-guard tcam retries-freq {seconds | never}

no ip source-guard tcam retries-freq

Parameters
m  seconds—Specifies the retries frequency in seconds. (Range: 10—-600)
m  never—Disables automatic searching for TCAM resources.

Default Configuration
The default retries frequency is 60 seconds.

Command Mode
Global Configuration mode

User Guidelines

Since the IP Source Guard uses the Ternary Content Addressable Memory (TCAM) resources, there
may be situations when IP Source Guard addresses are inactive because of a lack of TCAM
resources.

By default, once every minute the software conducts a search for available space in the TCAM for
the inactive IP Source Guard addresses. Use this command to change the search frequency or to
disable automatic retries for TCAM space.

The ip source-guard tcam locate Privileged EXEC mode command manually retries locating
TCAM resources for the inactive IP Source Guard addresses.
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The show ip source-guard inactive EXEC mode command displays the inactive IP Source Guard
addresses.

Example
The following example sets the frequency of retries for TCAM resources to 2 minutes.

Console(config)# ip source-guard tcam retries-freq 120

37.15 ip source-guard tcam locate

Use the ip source-guard tcam locate Privileged EXEC mode command to manually retry to locate
TCAM resources for inactive IP Source Guard addresses.

Syntax
ip source-guard tcam locate

Parameters
N/A

Command Mode
Privileged EXEC mode

User Guidelines

Since the IP Source Guard uses the Ternary Content Addressable Memory (TCAM) resources, there
may be situations when IP Source Guard addresses are inactive because of a lack of TCAM
resources.

By default, once every minute the software conducts a search for available space in the TCAM for
the inactive IP Source Guard addresses.

Execute the ip source-guard tcam retries-freq never Global Configuration mode command to
disable automatic retries for TCAM space, and then execute this command to manually retry locating
TCAM resources for the inactive IP Source Guard addresses.

The show ip source-guard inactive EXEC mode command displays the inactive IP source guard
addresses.

Example
The following example manually retries to locate TCAM resources.

Console# ip source-guard tcam locate

37.16 show ip source-guard configuration

Use the show ip source-guard configuration EXEC mode command to display the IP source
guard configuration for all interfaces or for a specific interface.

Syntax
show ip source-guard configuration [interface-id]
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Parameters
interface-id—Specifies an interface ID. The interface ID can be one of the following types: Ethernet
port or Port-channel.

Command Mode
EXEC mode

Example
The following example displays the IP Source Guard configuration.

Console# show ip source-guard configuration
IP source guard is globally enabled.

Interface State

gil/1/21 Enabled
gil/1/22 Enabled
gil/1/23 Enabled
gil/1/24 Enabled
gil/1/32 Enabled
gil/1/33 Enabled
gil/1/34 Enabled

37.17 show ip source-guard status

Use the show ip source-guard status EXEC mode command to display the IP Source Guard
status.

Syntax
show ip source-guard status [mac-address mac-address] [ip-address ip-address] [vlan vlan]
[interface-id

Parameters

m  mac-address mac-address—Specifies a MAC address.
m ip-address ip-address—Specifies an IP address.

m  vlan vlan-id—Specifies a VLAN ID.
n

interface-id—Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or Port-channel.

Command Mode
EXEC mode
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Example
The following examples display the IP Source Guard status.

Console# show ip source-guard status
IP source guard is globally disabled.
Console# show ip source-guard status

Interface Filter Status IP Address MAC Address VLAN Type
gil/1/21 1P Active 10.1.8.1 0060.704C.73FF 3 DHCP
gil/1/22 1P Active 10.1.8.2 0060.704C.7BC1 3 DHCP
gil/1/23 1P Active 10.1.12.2 0060.704C.7BC3 4 DHCP
gil/1/24 1P Active Deny all

gil/1/25 1P Active 10.1.8.218 0060.704C.7BAC 3 Static
gil/1/32 1P Inactive 10.1.8.32 0060.704C.83FF 3 DHCP
gil/1/33 1P Inactive

gil/1/34 1P Inactive

gil/1/35 1P Inactive

37.18 show ip source-guard inactive

Use the show ip source-guard inactive EXEC mode command to display the IP Source Guard
inactive addresses.

Syntax
show ip source-guard inactive

Parameters
N/A

Command Mode
EXEC mode

User Guidelines

Since the IP Source Guard uses the Ternary Content Addressable Memory (TCAM) resources, there
may be situations when IP Source Guard addresses are inactive because of a lack of TCAM
resources.

By default, once every minute the software conducts a search for available space in the TCAM for
the inactive IP Source Guard addresses.

Use the ip source-guard tcam retries-freq Global Configuration mode command to change the
retry frequency or to disable automatic retries for TCAM space.

Use the ip source-guard tcam locate Privileged EXEC mode command to manually retry locating
TCAM resources for the inactive IP Source Guard addresses.

This command displays the inactive IP source guard addresses.
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Example
The following example displays the IP source guard inactive addresses.

Console# show ip source-guard inactive

TBD: TCAM resources search frequency: 10 minutes

Interface Filter 1P MAC Address VLAN Type
Address

gil/1/32 1P 10.1.8.32 0060.704C.8 3 DHCP

gil1/1/33 IP 3FF

gil/1/34 |

Reason

Resource
Problem
Trust port
No snooping
VLAN

37.19 show ip source-guard statistics

Use the show ip source-guard statistics EXEC mode command to display the Source Guard

dynamic information (permitted stations).

Syntax
show ip source-guard statistics [vlan vlan-id]

Parameters
vlan-id—Display the statistics on this VLAN.

Command Mode
EXEC mode

Example
console#show ip source-guard statistics

VLAN Statically Permitted Stations DHCP Snooping Permitted Stations

37.20 ip arp inspection

Use the ip arp inspection Global Configuration mode command globally to enable Address
Resolution Protocol (ARP) inspection. Use the no form of this command to disable ARP inspection.

Syntax
ip arp inspection

no ip arp inspection

Parameters
N/A

Version 1.0

06/03/2013



Amphenol DHCP Snooping and ARP Inspection Commands

Page 473/876

Default Configuration
ARP inspection is disabled.

Command Mode
Global Configuration mode

User Guidelines

Note that if a port is configured as an untrusted port, then it should also be configured as an
untrusted port for DHCP Snooping, or the IP-address-MAC-address binding for this port should be
configured statically. Otherwise, hosts that are attached to this port cannot respond to ARPS.

Example
The following example enables ARP inspection on the device.

Console(config)# ip arp inspection

37.21 ip arp inspection vian

Use the ip arp inspection vlan Global Configuration mode command to enable ARP inspection on
a VLAN, based on the DHCP Snooping database. Use the no form of this command to disable ARP
inspection on a VLAN.

Syntax
ip arp inspection vlan vlan-id

no ip arp inspection vlan vlan-id

Parameters
vlan-id—Specifies the VLAN ID.

Default Configuration
DHCP Snooping based ARP inspection on a VLAN is disabled.

Command Mode
Global Configuration mode

User Guidelines

This command enables ARP inspection on a VLAN based on the DHCP snooping database. Use the
ip arp inspection list assign Global Configuration mode command to enable static ARP inspection.

Example
The following example enables DHCP Snooping based ARP inspection on VLAN 23.

Console(config)# ip arp inspection vlan 23
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37.22 ip arp inspection trust

Use the ip arp inspection trust Interface Configuration (Ethernet, Port-channel) mode command to
configure an interface trust state that determines if incoming Address Resolution Protocol (ARP)
packets are inspected. Use the no form of this command to restore the default configuration.

Syntax
ip arp inspection trust

no ip arp inspection trust

Parameters
N/A

Default Configuration
The interface is untrusted.

Command Mode
Interface Configuration (Ethernet, Port-channel) mode

User Guidelines
The device does not check ARP packets that are received on the trusted interface; it only forwards
the packets.

For untrusted interfaces, the device intercepts all ARP requests and responses. It verifies that the
intercepted packets have valid IP-to-MAC address bindings before updating the local cache and
before forwarding the packet to the appropriate destination. The device drops invalid packets and
logs them in the log buffer according to the logging configuration specified with the ip arp
inspection log-buffer vlan Global Configuration mode command.

Example
The following example configures gil/1/3 as a trusted interface.

Console(config)# interface gil/1/3
Console(config-if)# ip arp inspection trust

37.23 ip arp inspection validate

Use the ip arp inspection validate Global Configuration mode command to perform specific checks
for dynamic Address Resolution Protocol (ARP) inspection. Use the no form of this command to
restore the default configuration.

Syntax
ip arp inspection validate

no ip arp inspection validate

Parameters
N/A
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Default Configuration
ARP inspection validation is disabled.

Command Mode
Global Configuration mode

User Guidelines
The following checks are performed:
m  Source MAC address: Compares the source MAC address in the Ethernet header against the

sender MAC address in the ARP body. This check is performed on both ARP requests and
responses.

m  Destination MAC address: Compares the destination MAC address in the Ethernet header
against the target MAC address in the ARP body. This check is performed for ARP responses.

m |P addresses: Compares the ARP body for invalid and unexpected IP addresses. Addresses
include 0.0.0.0, 255.255.255.255, and all IP multicast addresses.

Example
The following example executes ARP inspection validation.

Console(config)# ip arp inspection validate

37.24 ip arp inspection list create

Use the ip arp inspection list create Global Configuration mode command to create a static ARP
binding list and enters the ARP list configuration mode. Use the no form of this command to delete
the list.

Syntax
ip arp inspection list create name

no ip arp inspection list create name

Parameters
name—Specifies the static ARP binding list name. (Length: 1-32 characters)

Default Configuration
No static ARP binding list exists.

Command Mode
Global Configuration mode

User Guidelines
Use the ip arp inspection list assign command to assign the list to a VLAN.

Example

The following example creates the static ARP binding list ‘servers’ and enters the ARP list
configuration mode.
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Console(confTig)# ip arp inspection list create servers
Console(config-ARP-list)#

37.25 ip mac

Use the ip mac ARP-list Configuration mode command to create a static ARP binding. Use the no
form of this command to delete a static ARP binding.

Syntax
ip ip-address mac mac-address

no ip ip-address mac mac-address

Parameters
m ip-address—Specifies the IP address to be entered to the list.
m  mac-address—Specifies the MAC address associated with the IP address.

Default Configuration
No static ARP binding is defined.

Command Mode
ARP-list Configuration mode

Example
The following example creates a static ARP binding.

Console(config)# ip arp inspection list create servers
Console(config-ARP-list)# ip 172.16.1.1 mac 0060.704C.7321
Console(config-ARP-list)# ip 172.16.1.2 mac 0060.704C.7322

37.26 ip arp inspection list assign

Use the ip arp inspection list assign Global Configuration mode command to assign a static ARP
binding list to a VLAN. Use the no form of this command to delete the assignment.

Syntax
ip arp inspection list assign vlan-id name

no ip arp inspection list assign vian-id
Parameters
m  vlan-id—Specifies the VLAN ID.

m  name—Specifies the static ARP binding list name.

Default Configuration
No static ARP binding list assignment exists.
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Command Mode
Global Configuration mode

Example
The following example assigns the static ARP binding list Servers to VLAN 37.

Console(config)# ip arp inspection list assign 37 servers

37.27 ip arp inspection logging interval

Use the ip arp inspection logging interval Global Configuration mode command to set the
minimum time interval between successive ARP SYSLOG messages. Use the no form of this
command to restore the default configuration.

Syntax
ip arp inspection logging interval {seconds | infinite}

no ip arp inspection logging interval

Parameters
m  seconds—Specifies the minimum time interval between successive ARP SYSLOG messages.
A 0 value means that a system message is immediately generated. (Range: 0-86400)

m  infinite—Specifies that SYSLOG messages are not generated.

Default Configuration
The default minimum ARP SYSLOG message logging time interval is 5 seconds.

Command Mode
Global Configuration mode

Example
The following example sets the minimum ARP SYSLOG message logging time interval to 60
seconds.

Console(config)# ip arp inspection logging interval 60

37.28 show ip arp inspection

Use the show ip arp inspection EXEC mode command to display the ARP inspection configuration
for all interfaces or for a specific interface.

Syntax
show ip arp inspection [interface-id]

Parameters
interface-id—Specifies an interface ID. The interface ID can be one of the following types:Ethernet
port or Port-channel.
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Command Mode
EXEC mode

Example
The following example displays the ARP inspection configuration.

console# show ip arp inspection

IP ARP inspection is Enabled

IP ARP inspection is configured on following VLANs: 1
Verification of packet header is Enabled

IP ARP inspection logging interval is: 222 seconds

Interface Trusted
gil/1/1 Yes
gil/1/2 Yes

37.29 show ip arp inspection list

Use the show ip arp inspection list Privileged EXEC mode command to display the static ARP
binding list.

Syntax
show ip arp inspection list

Parameters
N/A

Command Mode
Privileged EXEC mode

Example
The following example displays the static ARP binding list.

Console# show ip arp inspection list
List name: servers
Assigned to VLANs: 1,2

1P ARP

172.16.1.1 0060.704C.7322
172.16.1.2 0060.704C.7322

37.30 show ip arp inspection statistics

Use the show ip arp inspection statistics EXEC command to display Statistics For The Following
Types Of Packets That Have Been Processed By This Feature: Forwarded, Dropped, IP/MAC
Validation Failure.
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Syntax
show ip arp inspection statistics [vlan vlan-id]

Parameters
vlan-id—Specifies VLAN ID.

Command Mode
EXEC mode

User Guidelines

To clear ARP Inspection counters use the clear ip arp inspection statistics CLI command.
Counters values are kept when disabling the ARP Inspection feature.

Example

console# show ip arp inspection statistics
Vlan Forwarded Packets Dropped Packets IP/MAC Failures

2 1500 100 80

37.31 clear ip arp inspection statistics

Use the clear ip arp inspection statistics Privileged EXEC mode command to clear statistics ARP
Inspection statistics globally.

Syntax
clear ip arp inspection statistics [vlan vlan-id]

Parameters
vlan-id—Specifies VLAN ID

Command Mode
Privileged EXEC mode

Example

console# clear ip arp inspection statistics
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38 DHCP Relay Commands

38.1 ip dhcp relay enable (Global)

Use the ip dhcp relay enable Global Configuration mode command to enable the DHCP relay
feature on the device. Use the no form of this command to disable the DHCP relay feature.

Syntax
ip dhcp relay enable

no ip dhcp relay enable

Parameters
N/A

Default Configuration
DHCP relay feature is disabled.

Command Mode
Global Configuration mode

Example
The following example enables the DHCP relay feature on the device.

switchxxxxxx(config)# ip dhcp relay enable

38.2 ip dhcp relay enable (Interface)

Use the ip dhcp relay enable Interface Configuration (VLAN, Ethernet, Port-channel) mode
command to enable the DHCP relay feature on an interface. Use the no form of this command to
disable the DHCP relay agent feature on an interface.

Syntax
ip dhcp relay enable

no ip dhcp relay enable

Parameters
N/A

Default Configuration
Disabled

Command Mode
Interface Configuration (VLAN, Ethernet, Port-channel) mode
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User Guidelines
The operational status of DHCP Relay on an interface is active if one of the following conditions
exist:
m  DHCP Relay is globally enabled, and there is an IP address defined on the interface.
Or

m  DHCP Relay is globally enabled, there is no IP address defined on the interface, the interface is
a VLAN, and option 82 is enabled.

Example
The following example enables DHCP Relay on VLAN 21.

switchxxxxxx(config)# interface vlan 21
switchxxxxxx(config-if)# ip dhcp relay enable

38.3 ip dhcp relay address (Global)

Use the ip dhcp relay address Global Configuration mode command to define the DHCP servers
available for the DHCP relay. Use the no form of this command to remove the server from the list.

Syntax
ip dhcp relay address ip-address

no ip dhcp relay address [ip-address]

Parameters
ip-address—Specifies the DHCP server IP address. Up to 8 servers can be defined.

Default Configuration
No server is defined.

Command Mode
Global Configuration mode

User Guidelines
Use the ip dhcp relay address command to define a global DHCP Server IP address. To define a
few DHCP Servers, use the command a few times.

To remove a DHCP Server, use the no form of the command with the ip-address argument.

The no form of the command without the ip-address argument deletes all global defined DHCP
servers.

Example
The following example defines the DHCP server on the device.

switchxxxxxx(config)# ip dhcp relay address 176.16.1.1
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38.4 ip dhcp information option

Use the ip dhcp information option Global Configuration command to enable DHCP option-82
data insertion. Use the no form of this command to disable DHCP option-82 data insertion.

Syntax
ip dhcp information option

no ip dhcp information option

Parameters
N/A

Default Configuration
DHCP option-82 data insertion is disabled.

Command Mode
Global Configuration mode

User Guidelines
DHCP option 82 would be enabled only if DHCP snooping or DHCP relay are enabled.

Example

switchxxxxxx(config)# ip dhcp information option

38.5 show ip dhcp information option

The show ip dhcp information option EXEC mode command displays the DHCP Option 82
configuration.

Syntax
show ip dhcp information option

Parameters
N/A

Default Configuration
N/A

Command Mode
EXEC mode

Example
The following example displays the DHCP Option 82 configuration.

switchxxxxxx# show ip dhcp information option
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Relay agent Information option is Enabled
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39
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IP Addressing Commands

39.1 ip address

Use the ip address Interface Configuration (Ethernet, VLAN, Port-channel) mode command to
define an IP address for an interface. Use the no form of this command to remove an IP address
definition.

Syntax
If the product is in router mode (Layer 3).

ip address ip-address {mask | /prefix-length}

no ip address [ip-address]

Parameters
m  ip-address—Specifies the IP address.
m  mask—Specifies the network mask of the IP address.

m  prefix-length—Specifies the number of bits that comprise the IP address prefix.The prefix
length must be preceded by a forward slash (/). (Range: 8-30)

Default Configuration
No IP address is defined for interfaces.

Command Mode

Interface Configuration (Ethernet, VLAN, Port-channel) mode. It cannot be configured for a range of
interfaces (range context).

User Guidelines

Defining a static IP address on an interface implicitly removes the DHCP client configuration on the
interface.

If the device is in router mode, it supports multiple IP addresses:

m  The product supports up to 32 IP addresses.

m  The IP addresses must be from different IP subnets. When adding an IP address from a subnet
that already exists in the list, the new IP address replaces the existing IP address from that
subnet.

If the IP address is configured in Interface context, the IP address is bound to the interface in that

context.

If a static IP address is already defined, the user must do no IP address in the relevant interface
context before changing the IP address.

If a dynamic IP address is already defined, the user must do no ip address in the relevant interface
context before configuring another dynamic IP address.

The Interface context may be a port, LAG or VLAN, depending on support that is defined for the
product.

Version 1.0 06/03/2013



Amphenol IP Addressing Commands

Page 485/876

Example
The following example configures VLAN 1 with IP address 131.108.1.27 and subnet mask
255.255.255.0.

switchxxxxxx(config)# interface vlan 1
switchxxxxxx(config-if)# ip address 131.108.1.27 255.255.255.0

39.2 ip address dhcp

Use the ip address dhcp Interface Configuration (Ethernet, VLAN, Port-channel) mode command
to acquire an IP address for an Ethernet interface from the Dynamic Host Configuration Protocol
(DHCP) server. Use the no form of this command to release an acquired IP address.

Syntax
ip address dhcp

no ip address dhcp

Parameters
N/A

Command Mode
Interface Configuration (Ethernet, VLAN, Port-channel) mode. It cannot be configured for a range of
interfaces (range context).

User Guidelines
This command enables any interface to dynamically learn its IP address by using the DHCP
protocol.

DHCP client configuration on an interface implicitly removes the static IP address configuration on
the interface.

If the device is configured to obtain its IP address from a DHCP server, it sends a DHCPDISCOVER
message to provide information about itself to the DHCP server on the network.

The no ip address dhcp command releases any IP address that was acquired, and sends a
DHCPRELEASE message.

Example
The following example acquires an IP address for gi1/1/16 from DHCP.

switchxxxxxx(config)# interface gil/1/16
switchxxxxxx(config-if)# ip address dhcp

39.3 renew dhcp

Use the renew dhcp Privileged EXEC mode command to renew an IP address that was acquired
from a DHCP server for a specific interface.
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Syntax
renew dhcp {interface-id} [force-autoconfig]

Parameters

m interface-id—Only required in routing mode (Layer 3). Specifies an interface ID (Ethernet port,
Port-channel or VLAN).

m  force-autoconfig - If the DHCP server holds a DHCP option 67 record for the assigned IP
address, the record overwrites the existing device configuration.

Command Mode
Privileged EXEC mode

User Guidelines

Note the following:

m  This command does not enable DHCP on an interface. If DHCP is not enabled on the requested
interface, the command returns an error message.

m  If DHCP is enabled on the interface and an IP address was already acquired, the command
tries to renew that IP address.

m  If DHCP is enabled on the interface and an IP address has not yet been acquired, the command
initiates a DHCP request.

Example

The following example renews an IP address that was acquired from a DHCP server for VLAN 19.
This assumes that the device is in Layer 3.

switchxxxxxx# renew dhcp vlan 19

39.4 ip default-gateway

The ip default-gateway Global Configuration mode command defines a default gateway (device).
Use the no form of this command to restore the default configuration.

Syntax
ip default-gateway ip-address

no ip default-gateway

Parameters
ip-address—Specifies the default gateway IP address.

Command Mode
Global Configuration mode

Default Configuration
No default gateway is defined.
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Example
The following example defines default gateway 192.168.1.1.

switchxxxxxx(config)# ip default-gateway 192.168.1.1

39.5 show ip interface

Use the show ip interface EXEC mode command to display the usability status of configured IP
interfaces.

Syntax
show ip interface [interface-id]

Parameters
interface-id—Specifies an interface ID. The interface ID can be one of the following types: Ethernet
port, Port-channel or VLAN.

Default Configuration
All' IP addresses.

Command Mode
EXEC mode

Example
The following example displays the configured IP interfaces and their types.

switchxxxxxx# show ip interface
IP Address IIF Type  Status

10.5.234.207/24 vlan 1 Static  Valid
192.168.105.85/24 vlan 1 DHCP Valid

39.6 arp

Use the arp Global Configuration mode command to add a permanent entry to the Address
Resolution Protocol (ARP) cache. Use the no form of this command to remove an entry from the
ARP cache.

Syntax
arp ip-address mac-address [interface-id]]

no arp ip-address

Parameters
m  ip-address—IP address or IP alias to map to the specified MAC address.
m  mac-address—MAC address to map to the specified IP address or IP alias.

m  interface-id—Address pair is added for specified interface that can be Ethernet port,
Port-channel or VLAN.
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Command Mode
Global Configuration mode

Default Configuration
No permanent entry is defined.

If no interface ID is entered, address pair is relevant to all interfaces.

User Guidelines

The software uses ARP cache entries to translate 32-bit IP addresses into 48-bit hardware (MAC)
addresses. Because most hosts support dynamic address resolution, static ARP cache entries
generally do not need to be specified.

Example

The following example adds IP address 198.133.219.232 and MAC address 00:00:0c:40:0f:bc to the
ARP table.

switchxxxxxx(config)# arp 198.133.219.232 00:00:0c:40:0f:bc gil/1/6

39.7 arp timeout (Global)

Use the arp timeout Global Configuration mode command to set the time interval during which an
entry remains in the ARP cache. Use the no form of this command to restore the default
configuration.

Syntax
arp timeout seconds

no arp timeout

Parameters

seconds—Specifies the time interval (in seconds) during which an entry remains in the ARP cache.
(Range: 1-40000000)

Default Configuration
The default ARP timeout is 60000 seconds in Router mode.

Command Mode
Global Configuration mode

Example
The following example configures the ARP timeout to 12000 seconds.

switchxxxxxx(config)# arp timeout 12000

39.8 arp timeout

Use the arp timeout inTerface Configuration command to configure how long an entry remains in
the ARP cache for specific interface. Use the no form of this command restore the default value.
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Syntax
arp timeout seconds

no arp timeout

Parameters

seconds—Time (in seconds) that an entry remains in the ARP cache. It is recommended not to set
it to less than 3600. (Range: 1-40000000)

Default
Defined by the arp timeout Global Configuration command

Command Mode

Interface Configuration (Ethernet, VLAN, Port-channel) mode. It cannot be configured for a range of
interfaces (range context).

User Guidelines
This configuration can be applied only if at least one IP address is defined on specific interface.

Example

switchxxxxxx (config)# interface vlan 1
switchxxxxxx(config-if)# arp timeout 12000

39.9 ip arp proxy disable

Use the ip arp proxy disable Global Configuration mode command to globally disable proxy
Address Resolution Protocol (ARP). Use the no form of this command reenable proxy ARP.

Syntax
ip arp proxy disable

no ip arp proxy disable

Parameters
N/A

Default
Enabled by default.

Command Mode
Global Configuration mode

User Guidelines
This command overrides any proxy ARP interface configuration.
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Example
The following example globally disables ARP proxy when the switch is in router mode.

switchxxxxxx(config)# ip arp proxy disable

39.10 ip proxy-arp

Use the ip proxy-arp Interface Configuration mode command to enable an ARP proxy on specific
interfaces. Use the no form of this command disable it.

Syntax
ip proxy-arp
no ip proxy-arp

Default Configuration
ARP Proxy is disabled.

Command Mode
Interface Configuration (Ethernet, VLAN, Port-channel) mode. It cannot be configured for a range of
interfaces (range context).

User Guidelines
This configuration can be applied only if at least one IP address is defined on a specific interface.

Example
The following example enables ARP proxy when the switch is in router mode.

switchxxxxxx(config-if)# ip proxy-arp

39.11 clear arp-cache

Use the clear arp-cache Privileged EXEC mode command to delete all dynamic entries from the
ARP cache.

Syntax
clear arp-cache

Command Mode
Privileged EXEC mode

Example
The following example deletes all dynamic entries from the ARP cache.

switchxxxxxx# clear arp-cache
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39.12 show arp

Use the show arp Privileged EXEC mode command to display entries in the ARP table.

Syntax
show arp [ip-address ip-address] [mac-address mac-address] [interface-id]

Parameters
m  ip-address ip-address—Specifies the IP address.
m  mac-address mac-address—Specifies the MAC address.

m interface-id—Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or Port-channel.

Command Mode
Privileged EXEC mode

User Guidelines
Since the associated interface of a MAC address can be aged out from the FDB table, the Interface
field can be empty.

If an ARP entry is associated with an IP interface that is defined on a port or port-channel, the VLAN
field is empty.

Example
The following example displays entries in the ARP table.

switchxxxxxx# show arp
ARP timeout: 80000 Seconds

VLAN Interface IP Address HW Address Status
VLAN 1 gil/1/1 10.7.1.102 00:10:B5:04:DB:4B  Dynamic
VLAN 1 gil/1/2 10.7.1.135 00:50:22:00:2A:A4 Static

39.13 show arp configuration

Use the show arp configuration privileged EXEC command to display the global and interface
configuration of the ARP protocol.

Syntax
show arp configuration

Parameters
This command has no arguments or key words.

Command Mode
Privileged EXEC mode
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Example

switchxxxxxx# show arp configuration
Global configuration:

ARP Proxy: enabled

ARP timeout: 80000 Seconds
Interface configuration:
g2:

ARP Proxy: disabled

ARP timeout:60000 Seconds
VLAN 1:

ARP Proxy: enabled

ARP timeout:70000 Seconds
VLAN 2:

ARP Proxy: enabled

ARP timeout:80000 Second (Global)

39.14 interface ip

Use the interface ip Global Configuration mode command to enter the IP Interface Configuration
mode.

Syntax
interface ip-address

Parameters
ip-address—Specifies one of the IP addresses of the device.

Command Mode
Global Configuration mode

Example
The following example enters the IP interface configuration mode.

switchxxxxxx(config)# interface ip 192.168.1.1
switchxxxxxx(config-ip)#

39.15 directed-broadcast

Use the directed-broadcast IP Interface Configuration mode command to enable the translation of
a directed broadcast to physical broadcasts. Use the no form of this command to disable this
function.

Syntax
directed-broadcast

no directed-broadcast
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Default Configuration
Translation of a directed broadcast to physical broadcasts is disabled. All IP directed broadcasts are
dropped.

Command Mode
IP Interface Configuration mode

Example
The following example enables the translation of a directed broadcast to physical broadcasts.

switchxxxxxx(config)# interface ip 192.168.1.1
switchxxxxxx(config-ip)# directed-broadcast

39.16 broadcast-address

Use the broadcast-address IP Interface Configuration mode command to define a broadcast
address for an interface. Use the no form of this command to restore the default IP broadcast
address.

Syntax
broadcast-address {255.255.255.255 | 0.0.0.0}

no broadcast-address

Parameters
m  255.255.255.255—Specifies 255.255.255.255 as the broadcast address.
m  0.0.0.0—Specifies 0.0.0.0 as the broadcast address.

Default Configuration
The default broadcast address is 255.255.255.255.

Command Mode
IP Interface Configuration mode

Example
The following example enables the translation of a directed broadcast to physical broadcasts.

switchxxxxxx(config)# interface ip 192.168.1.1
switchxxxxxx(config-ip)# broadcast-address 255.255.255.255

39.17 ip helper-address

Use the ip helper-address Global Configuration mode command to enable the forwarding of UDP
Broadcast packets received on an interface to a specific (helper) address. Use the no form of this
command to disable the forwarding of broadcast packets to a specific (helper) address.

Syntax
ip helper-address {ip-interface | all} address [udp-port-list]
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no ip helper-address {ip-interface | all} address

Parameters
m ip-interface—Specifies the IP interface.
m  all—Specifies all IP interfaces.

m  address—Specifies the destination broadcast or host address to which to forward UDP
broadcast packets. A value of 0.0.0.0 specifies that UDP broadcast packets are not forwarded
to any host.

m  udp-port-list—Specifies the destination UDP port number to which to forward Broadcast
packets. (Range: 1-65535). This can be a list of port numbers separated by spaces.

Default Configuration
Forwarding of UDP Broadcast packets received on an interface to a specific (helper) address is
disabled.

If udp-port-list is not specified, packets for the default services are forwarded to the helper address.

Command Mode
Global Configuration mode

User Guidelines

This command forwards specific UDP Broadcast packets from one interface to another, by
specifying a UDP port number to which UDP broadcast packets with that destination port number
are forwarded. By default, if no UDP port number is specified, the device forwards UDP broadcast
packets for the following six services:

IEN-116 Name Service (port 42)

DNS (port 53)

NetBIOS Name Server (port 137)

NetBIOS Datagram Server (port 138)

TACACS Server (port 49)

m  Time Service (port 37)

Many helper addresses may be defined. However, the total number of address-port pairs is limited to
128 for the device.

The setting of a helper address for a specific interface has precedence over the setting of a helper
address for all the interfaces.

Forwarding of BOOTP/DHCP (ports 67, 68) cannot be enabled with this command. Use the DHCP
relay commands to relay BOOTP/DHCP packets.

Example

The following example enables the forwarding of UDP Broadcast packets received on all interfaces
to the UDP ports of a destination IP address and UDP port 1 and 2.

switchxxxxxx(config)# ip helper-address all 172.16.9.9 49 53 1 2

39.18 show ip helper-address

Use the show ip helper-address Privileged EXEC mode command to display the IP helper
addresses configuration on the system.
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Syntax
show ip helper-address

Parameters
This command has no arguments or key words.

Command Mode
Privileged EXEC mode

Example
The following example displays the IP helper addresses configuration on the system.

switchxxxxxx# show ip helper-address

Interface Helper Address UDP Ports
192.168.1.1 172.16.8.8 37, 42, 49, 53, 137, 138
192.168.2.1 172.16.9.9 37, 49

39.19 source-precedence

Use the source-precedence IP Interface Configuration mode command to define a preference for
an IP address as a source IP address for DHCP relayed messages on an interface. Use the no form
of this command to restore the default configuration.

Syntax
source-precedence

no source-precedence

Default Configuration
Source precedence is not defined for the address.

Command Mode
IP Interface Configuration mode

User Guidelines
For relayed DHCP messages, the source IP address selected is:

1. The lowest of the IP addresses defined as source-precedence IP addresses.
2. The lowest of the IP addresses if there are no source-precedence IP addresses.

Example
The following example defines a preference for an IP address as a source IP address for DHCP
relayed messages on an interface.

switchxxxxxx(config-ip)# source-precedence
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Tunnel Commands

40.1 interface tunnel

Use the interface tunnel Global Configuration mode command to enter the Interface Configuration

(Tunnel) mode.

Syntax
interface tunnel number

Parameters
number—Specifies the tunnel number.

Default Configuration
N/A

Command Mode
Global Configuration mode

Example

The following example enters the Interface Configuration (Tunnel) mode.

interface tunnel 1
tunnel source auto
exit

40.2 tunnel destination

Use the tunnel destination command in Tunnel Interface Configuration mode to specify the
destination for the manual tunnel interface. To remove the destination, use the no form of this

command.

Syntax
tunnel destination {host-name | ip-address}

no tunnel destination
Parameters
m  host-name—DNS name of the remote host.

m  ip-address—IPv4 address of the remote host.

Default Configuration
No tunnel interface destination is specified.
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Command Mode
Tunnel Interface Configuration

User Guidelines

You cannot configure two tunnels to use the same encapsulation mode with exactly the same source
and destination address.

Example

The following example shows how to configure the tunnel destination address for Manual IPv6
tunnel:

interface vlan 1
ip address 10.0.0.1 255.255.255.0
exit
interface tunnell
ipv6 address 3ffe:b00:c18:1::3/127
tunnel source vlanl
tunnel destination 192.168.30.1
tunnel mode ipv6v6ip
exit

40.3 tunnel mode ipv6ip

Use the tunnel mode ipv6ip command in Interface Configuration mode to configure a static IPv6
tunnel interface. To remove an IPv6 tunnel interface, use the no form of this command.

Syntax
tunnel mode ipv6ip

no tunnel mode ipv6ip

Default Configuration
IPv6 tunnel interfaces are not configured.

Command Mode
Tunnel Interface Configuration

User Guidelines

IPv6 tunneling consists of encapsulating IPv6 packets within IPv4 packets for transmission across
an IPv4 routing infrastructure.

Using this command without keywords specifies an IPv6 configured tunnel where a
manually-configured IPv6 address is configured on a tunnel interface and manually-configured IPv4
addresses are configured as the tunnel source and the tunnel destination. The host or router at each
end of an IPv6 configured tunnel must support both the IPv4 and IPv6 protocol stacks.
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Example

The following configures a manual IPv6 tunnel. In the example, tunnel interface 1 is manually
configured with a global IPv6 address. The tunnel source and destination are also manually
configured:

40.4 tunnel source

Use the tunnel source Interface Configuration (Tunnel) mode command to set the local (source)
IPv4 address of a tunnel interface. The no form deletes the tunnel local address.

Syntax
tunnel source {auto | ipv4-address | interface-id}

no tunnel source

Parameters

m  auto—The system minimum IPv4 address is used as the source address for packets sent on
the tunnel interface. If the IPv4 address is changed, then the local address of the tunnel
interface is changed too.

m  ip4-address—Specifies the IPv4 address to use as the source address for packets sent on the
tunnel interface. The local address of the tunnel interface is not changed when the IPv4 address
is moved to another interface

m  interface-id—Interface which the minimum IPv4 address is used as the source address for
packets sent on the tunnel interface. If the minimum IPv4 address is removed from the interface
(removed at all, moved to another interface) then the next minimum IPv4 address is chosen as
the local IPv4 address.

Default
No source address is defined.

Command Mode
Interface Configuration (Tunnel) mode

User Guidelines

The configured source IPv4 address is used for forming the tunnel interface identifier. The interface
identifier is set to the 8 least significant bytes of the SIP field of the encapsulated IPv6 tunneled
packets.

Note. If the node is an IPv4 router (IPv4 Forwarding is enabled) it strongly recommends to use an
IPv4 address defined on a loopback interface as the tunnel source address. For example:

tunnel source loopback 1

Example

interface tunnel 1
tunnel source auto
exit
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40.5

show ipv6 tunnel

Use the show ipv6 tunnel EXEC mode command to display tunnel information.

Syntax

show ipv6 tunnel [all]

Parameters
all—The switch displays all parameters of the tunnel. If the keyword is not configured only the tunnel
parameters corresponding to its type are displayed.

Command Mode
EXEC mode

Example

The following example displays information for tunnell:

switchxxxxxx# show ipv6 tunnell

Tunnel 1
Tunnel
Tunnel
Tunnel
Tunnel
Tunnel

Tunnel 2
Tunnel
Tunnel
Tunnel
Manual

type

status

Local address type
Local Ipv4 address
Remote lpv4 address

type

status

Local address type
parameters

Tunnel Remote Ipv4 address

Version 1.0

: Manual

: UP

: VLAN 100
:192.1.3.4
1 192.3.4.5

: Manual
- DOWN

> auto

: 0.0.0.0
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41 DHCP Server Commands

41.1 ip dhcp server

Use the ip dhcp server Global Configuration mode command to enable the DHCP server features
on the device

Use the no form of this command to disable the DHCP server.

Syntax
ip dhcp server

no ip dhcp server

Default Configuration
The DHCP server is disabled.

Command Mode
Global Configuration mode

Example
The following example enables the DHCP server on the device:

Console(config)# ip dhcp server

41.2 ip dhcp pool host

Use the ip dhcp pool host Global Configuration mode command to configure a DHCP static
address on a DHCP Server and enter the DHCP Pool Host Configuration mode.

Use the no form of this command to remove the address pool.

Syntax
ip dhcp pool host name

no ip dhcp pool host name

Parameters

name—Specifies the DHCP address pool name. It can be either a symbolic string (such as
Engineering) or an integer (such as 8). (Length: 1-32 characters)

Default Configuration
DHCP hosts are not configured.

Command Mode
Global Configuration mode
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User Guidelines

During execution of this command, the configuration mode changes to the DHCP Pool Configuration
mode, which is identified by the (config-dhcp)# prompt. In this mode, the administrator can configure
host parameters, such as the IP subnet number and default router list.

Example
The following example configures station as the DHCP address pool:

Console(config)# ip dhcp pool host station
Console(config-dhcp)#

41.3 ip dhcp pool network

Use the ip dhcp pool network Global Configuration mode command to configure a DHCP address
pool on a DHCP Server and enter DHCP Pool Configuration mode.

Use the no form of this command to remove the address pool.

Syntax
ip dhcp pool network name

no ip dhcp pool network name

Parameters
name—Specifies the DHCP address pool name. It can be either a symbolic string (such as
‘engineering’) or an integer (such as 8). (Length: 1-32 characters)

Default Configuration
DHCP address pools are not configured.

Command Mode
Global Configuration mode

User Guidelines

During execution of this command, the configuration mode changes to DHCP Pool Network
Configuration mode, which is identified by the (config-dhcp)# prompt. In this mode, the administrator
can configure pool parameters, such as the IP subnet number and default router list.

Example
The following example configures Pooll as the DHCP address pool.

Console(config)# ip dhcp pool network Pooll
Console(config-dhcp)#

41.4 address (DHCP Host)

Use the address DHCP Pool Host Configuration mode command to manually bind an IP address to
a DHCP client.
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Use the no form of this command to remove the IP address binding to the client.

Syntax
address ip-address {mask | prefix-length} {client-identifier unique-identifier | hardware-address
mac-address}

no address

Parameters
m  address—Specifies the client IP address.
m  mask—Specifies the client network mask.

m  prefix-length—Specifies the number of bits that comprise the address prefix. The prefix is an
alternative way of specifying the client network mask. The prefix length must be preceded by a
forward slash (/).

®  unique-identifier—Specifies the distinct client identification in dotted hexadecimal notation.
Each byte in a hexadecimal character string is two hexadecimal digits. Bytes are separated by a
period or colon. For example, 01b7.0813.8811.66.

m  hardware-address—Specifies the MAC address.

Default Configuration
No address are bound.

Command Mode
DHCP Pool Host Configuration mode

Example
The following example manually binds an IP address to a DHCP client.

Console(config-dhcp)# address 10.12.1.99 255.255.255.0 01b7.0813.8811.66

41.5 address (DHCP Network)

Use the address DHCP Pool Network Configuration mode command to configure the subnet
number and mask for a DHCP address pool on a DHCP server.

Use the no form of this command to remove the subnet number and mask.

Syntax

address {network-number | low low-address high high-address} {mask | prefix-length}
no address

Parameters
m  network-number—Specifies the IP address of the DHCP address pool.
m  mask—Specifies the pool network mask.

m  prefix-length—Specifies the number of bits that comprise the address prefix. The prefix is an
alternative way of specifying the client network mask. The prefix length must be preceded by a
forward slash (/).

low low-address—Specifies the first IP address to use in the address range.
high high-address—Specifies the last IP address to use in the address range.
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Default Configuration
DHCP address pools are not configured.

If the low address is not specified, it defaults to the first IP address in the network.

If the high address is not specified, it defaults to the last IP address in the network.

Command Mode
DHCP Pool Network Configuration mode

Example

The following example configures the subnet number and mask for a DHCP address pool on a
DHCP server.

Console(config-dhcp)# address 10.12.1.0 255.255.255.0

41.6 lease

Use the lease DHCP Pool Network Configuration mode command to configure the time duration of
the lease for an IP address that is assigned from a DHCP server to a DHCP client.

Use the no form of this command to restore the default value.

Syntax
lease {days [{hours} [minutes]] | infinite}

no lease

Parameters
m  days—Specifies the number of days in the lease.

m  hours—Specifies the number of hours in the lease. A days value must be supplied before
configuring an hours value.

m  minutes—Specifies the number of minutes in the lease. A days value and an hours value must
be supplied before configuring a minutes value.

m infinite—Specifies that the duration of the lease is unlimited.

Default Configuration
The default lease duration is 1 day.

Command Mode
DHCP Pool Network Configuration mode

Examples
The following example shows a 1-day lease.

Console(config-dhcp)# lease 1

The following example shows a one-hour lease.
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Console(config-dhcp)# lease 0 1

The following example shows a one-minute lease.

Console(config-dhcp)# lease 0 0 1

The following example shows an infinite (unlimited) lease.

Console(config-dhcp)# lease infinite

41.7 client-name

Use the client-name DHCP Pool Host Configuration mode command to define the name of a DHCP
client. The client name should not include the domain name.

Use the no form of this command to remove the client name.

Syntax
client-name name

no client-name

Parameters

name—Specifies the client name, using standard ASCII characters. The client name should not
include the domain name. For example, the name Mars should not be specified as mars.yahoo.com.
(Length: 1-32 characters)

Command Mode
DHCP Pool Host Configuration mode

Default Configuration
No client name is defined.

Example
The following example defines the string clientl as the client name.

Console(config-dhcp)# client-name clientl

41.8 default-router

Use the default-router DHCP Pool Configuration mode command to configure the default router list
for a DHCP client.

Use the no form of this command to remove the default router list.

Syntax
default-router ip-address [ip-address? ... ip-address8]

no default-router
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Parameters

ip-address—Specifies the IP address of a router. One IP address is required, although up to eight
addresses can be specified in one command line.

Command Mode
DHCP Pool Host Configuration mode

DHCP Pool Network Configuration mode

Default Configuration
No default router is defined.

User Guidelines
The router IP address should be on the same subnet as the client subnet.

Example
The following example specifies 10.12.1.99 as the default router IP address.

Console(config-dhcp)# default-router 10.12.1.99

41.9 dns-server

Use the dns-server DHCP Pool Configuration mode command to configure the Domain Name
System (DNS) IP servers available to a DHCP client.

Use the no form of this command to remove the DNS server list.

Syntax
dns-server ip-address [ip-address2 ... ip-address8]

no dns-server

Parameters

ip-address—Specifies a DNS server IP address. One IP address is required, although up to eight
addresses can be specified in one command line.

Command Mode
DHCP Pool Host Configuration mode

DHCP Pool Network Configuration mode

Default Configuration
No DNS server is defined.

User Guidelines

If DNS IP servers are not configured for a DHCP client, the client cannot correlate host names to IP
addresses.
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Example
The following example specifies 10.12.1.99 as the client domain name server IP address.

Console(config-dhcp)# dns-server 10.12.1.99

41.10 domain-name

Use the domain-name DHCP Pool Configuration mode command to specify the domain name for a
DHCP client.

Use the no form of this command to remove the domain name.

Syntax
domain-name domain

no domain-name

Parameters
domain—Specifies the DHCP client domain name string. (Length: 1-32 characters)

Command Mode
DHCP Pool Host Configuration mode

DHCP Pool Network Configuration mode

Default Configuration
No domain name is defined.

Example
The following example specifies yahoo.com as the DHCP client domain name string.

Console(config-dhcp)# domain-name yahoo.com

41.11 netbios-name-server

Use the netbios-name-server DHCP Pool Configuration mode command to configure the NetBIOS
Windows Internet Naming Service (WINS) servers that are available to Microsoft DHCP clients.

Use the no form of this command to remove the NetBIOS name server list.

Syntax
netbios-name-server ip-address [ip-address? ... ip-address8]

no netbios-name-server

Parameters

ip-address—Specifies the NetBIOS WINS name server IP address. One IP address is required,
although up to eight addresses can be specified in one command line.
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Command Mode
DHCP Pool Host Configuration mode

DHCP Pool Network Configuration mode

Default Configuration
No bios server is defined.

Example

The following example specifies the IP address of a NetBIOS name server available to the DHCP
client.

Console(config-dhcp)# netbios-name-server 10.12.1.90

41.12 netbios-node-type

Use the netbios-node-type DHCP Pool Configuration mode command to configure the NetBIOS
node type for Microsoft DHCP clients.

Use the no form of this command to return to default.

Syntax
netbios-node-type {b-node | p-node | m-node | h-node}

no netbios-node-type

Parameters

m  b-node—Specifies the Broadcast NetBIOS node type.

m  p-node—Specifies the Peer-to-peer NetBIOS node type.
m  m-node—Specifies the Mixed NetBIOS node type.

m  h-node—Specifies the Hybrid NetBIOS node type.

Command Mode
DHCP Pool Host Configuration mode

DHCP Pool Network Configuration mode

Default Configuration
h-node (Hybrid NetBIOS node type).

Example
The following example specifies the client's NetBIOS type as mixed.

Console(config-dhcp)# netbios node-type m-node

41.13 next-server

Use the next-server DHCP Pool Configuration mode command to configure the next server (siaddr)
in the boot process of a DHCP client. The client will connect, using SCP/TFTP, to this server in order
to download the booffile.
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Use the no form of this command to remove the boot server.

Syntax
next-server ip-address

no next-server

Parameters

ip-address—Specifies the IP address of the next server in the boot process, which is typically a
Trivial File Transfer Protocol (TFTP) server.

Default Configuration
If the next-server command is not used to configure a boot server list, the DHCP server uses
inbound interface helper addresses as boot servers.

Command Mode
DHCP Pool Host Configuration mode

DHCP Pool Network Configuration mode

Example
The following example specifies 10.12.1.99 as the IP address of the next server in the boot process.

Console(config-dhcp)# next-server 10.12.1.99

41.14 next-server-name

Use the next-server-name DHCP Pool Configuration mode command to configure the next server
name (sname) in the boot process of a DHCP client. The client will connect, using SCP/TFTP, to this
server in order to download the booffile.

Use the no form of this command to remove the boot server name.

Syntax
next-server-name name

no next-server-name

Parameters
name—Specifies the name of the next server in the boot process. (Length: 1-64 characters)

Command Mode
DHCP Pool Host Configuration mode

DHCP Pool Network Configuration mode

Default Configuration
No next server name is defined.
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Example
The following example specifies www.bootserver.com as the name of the next server in the boot
process of a DHCP client.

Console(config-dhcp)# next-server www.bootserver.com

41.15 bootfile

Use the bootfile DHCP Pool Configuration mode command to specify the default boot image file
name for a DHCP client.

Use the no form of this command to delete the boot image file name.

Syntax
bootfile filename

no bootfile

Parameters
filename—Specifies the file name used as a boot image. (Length: 1-128 characters)

Command Mode
DHCP Pool Host Configuration mode

DHCP Pool Network Configuration mode

Example

The following example specifies boot_image_file as the default boot image file name for a DHCP
client.

Console(config-dhcp)# bootfile boot_image_file

41.16 time-server

Use the time-server DHCP Pool Configuration mode command to specify the time servers list for a
DHCP client.

Use the no form of this command to remove the time servers list.

Syntax
time-server ip-address [ip-address2 ... ip-address8]

no time-server

Parameters

ip-address—Specifies the IP address of a time server. One IP address is required, although up to
eight addresses can be specified in one command line.

Command Mode
DHCP Pool Host Configuration mode
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DHCP Pool Network Configuration mode

Default Configuration
No time server name is defined.

User Guidelines
The time server’s IP address should be on the same subnet as the client subnet.

Example
The following example specifies 10.12.1.99 as the time server IP address.

Console(config-dhcp)# time-server 10.12.1.99

41.17 option

Use the option DHCP Pool Configuration mode command to configure the DHCP server options.

Use the no form of this command to remove the options.

Syntax
option code {ascii ascii-string | hex hex-string | ip ip-address}

option ip-list code ip-address1 [ip-address?2 ...]

no option code

Parameters
m code—Specifies the DHCP option code.

m  ascii ascii-string—Specifies an NVT ASCII character string. ASCII character strings, which
contain white space, must be delimited by quotation marks.

m  hex hex-string—Specifies dotted hexadecimal data: Each byte in hexadecimal character
strings is two hexadecimal digits. Bytes are separated by a period or colon.

m  ip ip-address—Specifies an IP address.
ip-list—Specifies that a list of IP addresses immediately follows the option code.
ip-address1 [ip-address? ...]—Specifies a list of one or more IP addresses.

Command Mode
DHCP Pool Host Configuration mode

DHCP Pool Network Configuration mode

User Guidelines

DHCP provides a framework for passing configuration information to hosts on a TCP/IP network.
Configuration parameters and other control information are carried in tagged data items that are
stored in the DHCP message options field. The data items themselves are also called options. The
current set of DHCP options are documented in RFC 2131, Dynamic Host Configuration Protocol.

For options in hexadecimal format, the string parameter should include all the bytes in the option
value, including leading zeros.
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Examples

The following example configures DHCP option 19, which specifies whether the client should
configure its IP layer for packet forwarding. A value of 0 means disable Ip forwarding. A value of 1
means enable IP forwarding. IP forwarding is enabled in the following example.

Console(config-dhcp)# option 19 hex 01

The following example configures DHCP option 2, which specifies the offset of the client's subnet in
seconds from Coordinated Universal Time (UTC). A value of 0XxE10 in the following example
indicates a location 1 hour east of the meridian.

Console(config-dhcp)# option 2 hex 0000OE10

The following example configures DHCP option 72, which specifies the World Wide Web servers for
DHCP clients. World Wide Web servers 172.16.3.252 and 172.16.3.253 are configured in the
following example.

Console(config-dhcp)# option ip-list 72 172.16.3.252 172.16.3.253

41.18 ip dhcp excluded-address

Use the ip dhcp excluded-address Global Configuration mode command to specify the IP
addresses that a DHCP server should not assign to DHCP clients.

Use the no form of this command to remove the excluded IP addresses.

Syntax
ip dhcp excluded-address low-address [high-address]

no ip dhcp excluded-address low-address [high-address]

Parameters
m  |ow-address—Specifies the excluded IP address, or first IP address in an excluded address
range.

m  high-address—Specifies the last IP address in the excluded address range.

Default Configuration
All' IP pool addresses are assignable.

Command Mode
Global Configuration mode

User Guidelines

The DHCP server assumes that all pool addresses can be assigned to clients. Use this command to
exclude a single IP address or a range of IP addresses.
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Example
The following example configures an excluded IP address range from 172.16.1.100 through
172.16.1.199.

Console(config)# ip dhcp excluded-address 172.16.1.100 172.16.1.199

41.19 ip dhcp ping enable

Use the ip dhcp ping enable Global Configuration mode command to enable the DHCP server to
send ping packets before assigning the address to a requesting client.

Use the no form of this command to prevent the server from pinging pool addresses.

Syntax
ip dhcp ping enable

no ip dhcp ping enable

Default Configuration
DHCP pinging is disabled.

Command Mode
Global Configuration mode

User Guidelines

The DHCP server pings a pool address before assigning the address to a requesting client. If the
ping is unanswered, the DHCP server assumes (with a high probability) that the address is not in
use and assigns the address to the requesting client.

Example
The following example enables the DHCP server to send ping packets before assigning the address
to a requesting client.

Console(config)# ip dhcp ping enable

41.20 ping enable

Use the ping enable DHCP Pool Network Configuration mode command to enable the DHCP
server to send ping packets before assigning the address to a requesting client.

Use the no form of this command to prevent the server from pinging pool addresses.

Syntax
ping enable

no ping enable

Default Configuration
The default configuration is set to enable.
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Command Mode
DHCP Pool Network Configuration mode

User Guidelines

The DHCP server pings a pool address before assigning the address to a requesting client. If the
ping is unanswered, the DHCP server assumes (with a high probability) that the address is not in
use and assigns the address to the requesting client.

Example
The following example enables the DHCP server to send ping packets before assigning the address
to a requesting client.

Console(config-dhcp)# ping enable

41.21 ip dhcp ping count

Use the ip dhcp ping count Global Configuration mode command to specify the number of packets
a DHCP server sends to a pool address as part of a ping operation.

Use the no form of this command to restore the default configuration.

Syntax
ip dhcp ping count number

no ip dhcp ping count

Parameters

number—Specifies the number of ping packets that are sent before assigning the address to a
requesting client. (Range: 1-10)

Default Configuration
A DHCP server sends two packets to a pool address as part of a ping operation.

Command Mode
Global Configuration mode

Example
The following example specifies that a DHCP server sends five packets to a pool address as part of
a ping operation.

Console(config)# ip dhcp ping count 5

41.22 ip dhcp ping timeout

Use the ip dhcp ping timeout Global Configuration mode command to specify the time interval
during which a DHCP server waits for a ping reply from an address pool.

Use the no form of this command to restore the default time out.
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Syntax
ip dhcp ping timeout milliseconds

no ip dhcp ping timeout

Parameters

milliseconds —Specifies the amount of time (in milliseconds) that the DHCP server waits for a ping
reply before it stops attempting to reach a pool address for client assignment. The timeout range is
300-10000 milliseconds.

Default Configuration
The default timeout is 500 milliseconds.

Command Mode
Global Configuration mode

User Guidelines
This command specifies how long to wait for a ping reply (in milliseconds).

Example
The following example specifies that a DHCP server waits 1 second for a ping reply from an address
pool before it stops attempting to reach a pool address for client assignment.

Console(config)# ip dhcp ping timeout 1000

41.23 clear ip dhcp binding

The clear ip dhcp binding Privileged EXEC mode command deletes the dynamic address binding
from the DHCP server database.

Syntax
clear ip dhcp binding {address | *}

Parameters
m  address —Specifies the binding address to delete from the DHCP database.
m  *—Clears all automatic bindings.

Command Mode
Privileged EXEC mode

User Guidelines

Typically, the address supplied denotes the client IP address. If the asterisk (*) character is specified
as the address parameter, DHCP clears all dynamic bindings.

Use the no ip dhcp pool Global Configuration mode command to delete a manual binding.
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Example
The following example deletes the address binding 10.12.1.99 from a DHCP server database:

Console# clear ip dhcp binding 10.12.1.99

41.24 show ip dhcp

The show ip dhcp EXEC mode command displays the DHCP configuration.

Syntax
show ip dhcp

Command Mode
EXEC mode

Example
The following example displays the DHCP configuration.

console# show ip dhcp

DHCP server is enabled.
DHCP ping packets is enabled with 2 retries and 500 milliseconds.

41.25 show ip dhcp excluded-addresses

The show ip dhcp excluded-addresses EXEC mode command displays the excluded addresses.

Syntax
show ip dhcp excluded-addresses

Command Mode
EXEC mode

Example
The following example displays the excluded addresses.

console# show ip dhcp excluded-addresses
The number of excluded addresses ranges is 2
Excluded addresses:

10.1.1.212- 10.1.1.219, 10.1.2.212- 10.1.2.219

41.26 show ip dhcp pool host

The show ip dhcp pool host EXEC mode command displays the DHCP pool host configuration.
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Syntax
show ip dhcp pool host [address | name]

Parameters
m  address —Specifies the client IP address.
m  name —Specifies the DHCP pool name. (Length: 1-32 characters)

Command Mode
EXEC mode

Example
Example 1. The following example displays configuration of all DHCP host pools:

console# show ip dhcp pool host
The number of host pools is 1

Name IP Address Hardware Address Client ldentifier

station 172.16.1.11 01b7.0813.8811.66

Example 2. The following example displays the DHCP pool host configuration with name station:

console# show ip dhcp pool host station

Name IP Address Hardware Address Client ldentifier

station 172.16.1.11 01b7.0813.8811.66

Mask: 255.255.0.0

Default router: 172.16.1.1
Client name: clientl

DNS server: 10.12.1.99

Domain name: yahoo.com
NetBIOS name server: 10.12.1.90
NetBIOS node type: h-node
Next server: 10.12.1.99
Next-server-name: 10.12.1.100
Bootfile: Bootfile

Time server 10.12.1.99
Options:

Code Value

2 3600

14  qg/aaaa/bbb.txt

19 false
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21 134.14.14.1
31 1.1.1.1, 12.23.45.2
47 02af00aal0

DHCP Server Commands

41.27 show ip dhcp pool network

The show ip dhcp pool network EXEC mode command displays the DHCP network configuration.

Syntax
show ip dhcp pool network [name]

Parameters
name —Specifies the DHCP pool name. (Length: 1-32 characters)

Command Mode
EXEC mode

Example
The following example displays configuration of all DHCP network pools:

Router> show ip dhcp pool network

The number of network pools is 2

Name Address range mask Lease

marketing 10.1.1.17-10.1.1.178 255.255.255.0 0d:12h:0m
finance 10.1.2.8-10.1.2.178 255.255.255.0 0d:12h:0m
Router> show ip dhcp pool network marketing

Name Address range mask Lease

marketing 10.1.1.17-10.1.1.178 255.255.255.0 0d:12h:0m
Statistics:
All-range Available Free Pre-allocated Allocated Expired

162 150 68 50 20 3 9
Default router: 10.1.1.1

Ping packets: enabled

DNS server: 10.12.1.99

Domain name: yahoo.com

NetBIOS name server: 10.12.1.90
NetBIOS node type: h-node

Next server: 10.12.1.99
Next-server-name: 10.12.1.100
Bootfile: Bootfile

Time server 10.12.1.99

Options:
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Code Value

2 3600

14 qg/aaaa/bbb.txt

19 false

21 134.14.14.1

31 1.1.1.1, 12.23.45.2
47 02af00aa00

41.28 show ip dhcp binding

Use the show ip dhcp binding EXEC mode command to display the specific address binding or all

the address bindings on the DHCP server.

Syntax
show ip dhcp binding [ip-address]

Parameters
ip-address—Specifies the IP address

Command Mode
EXEC mode

Examples

The following examples display the DHCP server binding address parameters.

Router> show ip dhcp binding
DHCP server enabled

The number of used (all types) entries is 6

The number of pre-allocated entries is 1
The number of allocated entries is 1

The number of expired entries is 1

The number of declined entries is 2

The number of static entries is 1

The number of dynamic entries is 2

The number of automatic entries is 1

IP address Hardware Address Lease Expiration Type State

1.16.1.11 00a0.9802.32de Feb 01 1998
1.16.3.23 02c7.¥801.0422 12:00AM
1.16.3.24 02c7.1802.0422

1.16.3.25 02c7.1803.0422

1.16.3.26 02c7.¥804.0422

dynamic allocated
dynamic expired
dynamic declined
dynamic pre-allocated
dynamic declined

Router> show ip dhcp binding 1.16.1.11
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DHCP server enabled

IP address Hardware Address Lease Expiration Type State
1.16.1.11 00a0.9802.32de Feb 01 1998 dynamic allocated
12:00 AM

DHCP Server Commands

Router> show ip dhcp binding 1.16.3.24
IP address Hardware Address Lease Expiration Type State

1.16.3.24 02c7.1802.0422 dynamic declined

The following table describes the significant fields shown in the display.

Field Description

IP address The host IP address as recorded on the DHCP Server.
Hardware The MAC address or client identifier of the host as recorded
address on the DHCP Server.

Lease expiration The lease expiration date of the host IP address.

Type The manner in which the IP address was assigned to the
host.
State The IP Address state.

41.29 show ip dhcp server statistics

Use the show ip dhcp server statistics EXEC command to display DHCP server statistics.

Syntax
show ip dhcp server statistics

Command Mode
EXEC mode

Example
The following example displays DHCP server statistics

DHCP server enabled

The number of network pools is 7

The number of excluded pools is 2

The number of used (all types) entries is 7
The number of pre-allocated entries is 1
The number of allocated entries is 3

The number of expired entries is 1

The number of declined entries is 2

The number of static entries is 1

The number of dynamic entries is 2
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The number of automatic entries is 1

41.30 show ip dhcp allocated

Use the show ip dhcp allocated EXEC mode command to display the allocated address or all the
allocated addresses on the DHCP server.

Syntax
show ip dhcp allocated [ip-address]

Parameters
ip-address —Specifies the IP address

Command Mode
EXEC mode

Example
The following example displays the DHCP Server allocated IP addresses.

Router> show ip dhcp allocated
DHCP server enabled

The number of allocated entries is 3

IP address Hardware address Lease expiration Type

172.16.1.11 00a0.9802.32de Feb 01 1998 12:00 AM Dynamic

172.16.3.253 02c7.1800.0422 Infinite Automatic

172.16.3.254 02c7.f800.0422 Infinite Static

Router> show ip dhcp allocated 172.16.1.11

DHCP server enabled

The number of allocated entries is 2

IP address Hardware address Lease expiration Type

172.16.1.11 00a0.9802.32de Feb 01 1998 12:00 AM Dynamic

Router> show ip dhcp allocated 172.16.3.254

DHCP server enabled

The number of allocated entries is 2

IP address Hardware address Lease expiration Type

172.16.3.254 02c7.f800.0422 Infinite Static
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The following table describes the significant fields shown in the display.

Field Description

IP address The host IP address as recorded on the DHCP Server.
Hardware The MAC address or client identifier of the host as recorded
address on the DHCP Server.

Lease expiration The lease expiration date of the host IP address.

host.

Type The manner in which the IP address was assigned to the

41.31 show ip dhcp declined

Use the show ip dhcp declined EXEC command to display the specific declined address or all of
the declined addresses on the DHCP server.

show ip dhcp declined Field Descriptions

Syntax
show ip dhcp declined [ip-address]

Parameters
ip-address—Specifies the IP address.

Command Mode
EXEC mode

Example

Router> show ip dhcp declined
DHCP server enabled
The number of declined entries

IP address Hardware address
172.16.1.11 00a0.9802.32de
172.16.3.254 02c7.¥800.0422

Router> show ip dhcp declined
DHCP server enabled
The number of declined entries

IP address Hardware address
172.16.1.11 00a0.9802.32de

172.16.1.11

41.32 show ip dhcp expired

Use the show ip dhcp expired EXEC command to display the specific expired address or all of the

expired addresses on the DHCP server.
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Syntax
show ip dhcp expired [ip-address]

Parameters
ip-address—Specifies the IP.

Command Mode
EXEC mode

Example

Router> show ip dhcp expired
DHCP server enabled
The number of expired entries is 1

IP address Hardware address
172.16.1.11 00a0.9802.32de
172.16.3.254 02c7.¥800.0422

Router> show ip dhcp expired 172.16.1.11
DHCP server enabled
The number of expired entries is 1

IP address Hardware address
172.16.1.13 00a0.9802.32de

41.33 show ip dhcp pre-allocated

Use the show ip dhcp pre-allocated EXEC command to display the specific pre-allocated address
or all the pre-allocated addresses on the DHCP server.

Syntax
show ip dhcp pre-allocated [ip-address]

Parameters
ip-address—Specifies the IP.

Command Mode
EXEC mode

Examples

Router> show ip dhcp pre-allocated
DHCP server enabled
The number of pre-allocated entries is 1
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IP address Hardware address
172.16.1.11 00a0.9802.32de
172.16.3.254 02c7.¥800.0422

Router> show ip dhcp pre-allocated 172.16.1.11

DHCP server enabled
The number of pre-allocated entries is 1

IP address Hardware address
172.16.1.15 00a0.9802.32de
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42.1 ip access-list (IP extended)

Use the ip access-list extended Global Configuration mode command to name an IPv4 access list
(ACL) and to place the device in IPv4 Access List Configuration mode. All commands after this
command refer to this ACL. The rules (ACEs) for this ACL are defined in the permit ( IP ) and deny (
IP ) commands. The service-acl input command is used to attach this ACL to an interface.

Use the no form of this command to remove the access list.

Syntax
ip access-list extended acl-name

no ip access-list extended acl-name

Parameters
m  acl-name—Name of the IPv4 access list. (Range 1-32 characters)

Default Configuration
No IPv4 access list is defined.

Command Mode
Global Configuration mode

User Guidelines
An IPv4 ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy maps cannot

have the same name.

Example

switchxxxxxx(config)# ip access-list extended server
switchxxxxxx(config-ip-al)#

42.2 permit (IP)

Use the permit IP Access-list Configuration mode command to set permit conditions for an IPv4
access list (ACL). Permit conditions are also known as access control entries (ACEs). Use the no
form of the command to remove the access control entry.

Syntax

permit protocol {any | source source-wildcard} {any | destination destination-wildcard} [dscp
number | precedence number]

permit icmp {any | source source-wildcard} {any | destination destination-wildcard} [any | icmp-type]
[any | icmp-code]] [dscp number | precedence number]

permit igmp {any | source source-wildcard} {any | destination destination-wildcard}[igmp-type]
[dscp number | precedence number]
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permit tcp {any | source source-wildcard} {any|source-port/port-range}{any | destination
destination-wildcard} {any|destination-port/port-range} [dscp number | precedence number]
[match-all list-of-flags]

permit udp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [dscp number | precedence number]

no permit protocol {any | source source-wildcard} {any | destination destination-wildcard} [dscp
number | precedence number]

no permit icmp {any | source source-wildcard} {any | destination destination-wildcard} [any |
icmp-type] [any | icmp-code]] [dscp number | precedence number]

no permit igmp {any | source source-wildcard} {any | destination destination-wildcard}[igmp-type]
[dscp number | precedence number]

no permit tcp {any | source source-wildcard} {any|source-port/port-rangeHany | destination
destination-wildcard} {any|destination-port/port-range} [dscp number | precedence number]
[match-all list-of-flags]

no permit udp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [dscp number | precedence number]
Parameters

m  permit protocol—The name or the number of an IP protocol. Available protocol names are:
icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp,
ah, ipv6:icmp, eigrp, ospf, ipinip, pim, I12tp, isis. To match any protocol, use the ip
keyword.(Range: 0-255)
source—Source IP address of the packet.

source-wildcard—Wildcard bits to be applied to the source IP address. Use ones in the bit
position that you want to be ignored.

destination—Destination IP address of the packet.

destination-wildcard—Wildcard bits to be applied to the destination IP address. Use ones in
the bit position that you want to be ignored.
dscp number—Specifies the DSCP value.
precedence number—Specifies the IP precedence value.
icmp-type—Specifies an ICMP message type for filtering ICMP packets. Enter a number or one
of the following values: echo-reply, destination-unreachable, source-quench, redirect,
alternate-host-address, echo-request, router-advertisement, router-solicitation, time-exceeded,
parameter-problem, timestamp, timestamp-reply, information-request, information-reply,
address-mask-request, address-mask-reply, traceroute, datagram-conversion-error,
mobile-host-redirect, mobile-registration-request, mobile-registration-reply,
domain-name-request, domain-name-reply, skip, photuris. (Range: 0-255)

m  icmp-code—Specifies an ICMP message code for filtering ICMP packets. (Range: 0-255)

igmp-type—IGMP packets can be filtered by IGMP message type. Enter a number or one of
the following values: host-query, host-report, dvmrp, pim, cisco-trace, host-report-v2,
host-leave-v2, host-report-v3. (Range: 0-255)

m  destination-port—Specifies the UDP/TCP destination port. You can enter range of ports by
using hyphen. E.g. 20 - 21. For TCP enter a number or one of the following values: bgp (179),
chargen (19), daytime (13), discard (9), domain (53), drip (3949), echo (7), finger (79), ftp (21),
ftp-data (20), gopher (70), hostname (42), irc (194), klogin (543), kshell (544), Ipd (515), nntp
(119), pop2 (109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk (517),
telnet (23), time (37), uucp (117), whois (43), www (80). For UDP enter a number or one of the
following values: biff (512), bootpc (68), bootps (67), discard (9), dnsix (90), domain (53), echo
(7), mobile-ip (434), nameserver (42), netbios-dgm (138), nethios-ns (137), on500-isakmp
(4500), ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog (514), tacacs-ds
(49), talk (517), tftp (69), time (37), who (513), xdmcp (177).(Range: 0—-65535).
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m  source-port—Specifies the UDP/TCP source port. Predefined port names are defined in the
destination-port parameter. (Range: 0-65535)

m  match-all list-of-flags—List of TCP flags that should occur. If a flag should be set, it is prefixed
by “+”. If a flag should be unset, it is prefixed by “-". Available options are +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn and -fin. The flags are concatenated to a one string. For
example: +fin-ack.

Default Configuration
No IPv4 access list is defined.

Command Mode
IP Access-list Configuration mode

User Guidelines

If a range of ports is used for source port in an ACE, it is not counted again, if it is also used for a
source port in another ACE. If a range of ports is used for the destination port in an ACE, it is not
counted again if it is also used for destination port in another ACE.

If a range of ports is used for source port it is counted again if it is also used for destination port.

Example

switchxxxxxx(config)# ip access-list extended server
switchxxxxxx(config-ip-al)# permit ip 176.212.0.0 00.255.255 any

42.3 deny (IP)

Use the deny IP Access-list Configuration mode command to set deny conditions for IPv4 access
list. Deny conditions are also known as access control entries (ACEs). Use the no form of the
command to remove the access control entry.

Syntax

deny protocol {any | source source-wildcard} {any | destination destination-wildcard} [dscp number
| precedence number]

deny icmp {any | source source-wildcard} {any | destination destination-wildcard} [any | icmp-type]
[any | icmp-code]] [dscp number | precedence number]

deny igmp {any | source source-wildcard} {any | destination destination-wildcard}[igmp-type] [dscp
number | precedence number]

deny tcp {any | source source-wildcard} {any|source-port/port-rangeany | destination
destination-wildcard} {any|destination-port/port-range} [dscp number | precedence number]
[match-all list-of-flags]

deny udp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [dscp number | precedence number]

no deny protocol {any | source source-wildcard} {any | destination destination-wildcard} [dscp
number | precedence number]

no deny icmp {any | source source-wildcard} {any | destination destination-wildcard} [any |
icmp-type] [any | icmp-code]] [dscp number | precedence number]

no deny igmp {any | source source-wildcard} {any | destination destination-wildcard}[igmp-type]
[dscp number | precedence number]
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no deny tcp {any | source source-wildcard} {any|source-port/port-range{any | destination
destination-wildcard} {any|destination-port/port-range} [dscp number | precedence number]
[match-all list-of-flags]

no deny udp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [dscp number | precedence number]
Parameters

protocol—The name or the number of an IP protocol. Available protocol names: icmp, igmp, ip,
tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp,
eigrp, ospf, ipinip, pim, 12tp, isis. To match any protocol, use the Ip keyword. (Range: 0-255)
source—Source IP address of the packet.

source-wildcard—Wildcard bits to be applied to the source IP address. Use 1s in the bit
position that you want to be ignored.

destination—Destination IP address of the packet.

destination-wildcard—Wildcard bits to be applied to the destination IP address. Use 1s in the
bit position that you want to be ignored.

dscp number—Specifies the DSCP value.

precedence number—Specifies the IP precedence value.

icmp-type—Specifies an ICMP message type for filtering ICMP packets. Enter a number or one
of the following values: echo-reply, destination-unreachable, source-quench, redirect,
alternate-host-address, echo-request, router-advertisement, router-solicitation, time-exceeded,
parameter-problem, timestamp, timestamp-reply, information-request, information-reply,
address-mask-request, address-mask-reply, traceroute, datagram-conversion-error,
mobile-host-redirect, mobile-registration-request, mobile-registration-reply,
domain-name-request, domain-name-reply, skip, photuris. (Range: 0-255)
icmp-code—Specifies an ICMP message code for filtering ICMP packets. (Range: 0-255)
igmp-type—IGMP packets can be filtered by IGMP message type. Enter a number or one of
the following values: host-query, host-report, dvmrp, pim, cisco-trace, host-report-v2,
host-leave-v2, host-report-v3. (Range: 0—255)

destination-port—Specifies the UDP/TCP destination port. You can enter range of ports by
using hyphen. E.g. 20 - 21. For TCP enter a number or one of the following values: bgp (179),
chargen (19), daytime (13), discard (9), domain (53), drip (3949), echo (7), finger (79), ftp (21),
ftp-data (20), gopher (70), hostname (42), irc (194), klogin (543), kshell (544), Ipd (515), nntp
(119), pop2 (109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk (517),
telnet (23), time (37), uucp (117), whois (43), www (80). For UDP enter a number or one of the
following values: biff (512), bootpc (68), bootps (67), discard (9), dnsix (90), domain (53), echo
(7), mobile-ip (434), nameserver (42), netbios-dgm (138), netbios-ns (137), non500-isakmp
(4500), ntp (123), rip (520), snmp 161), snmptrap (162), sunrpc (111), syslog (514), tacacs-ds
(49), talk (517), tftp (69), time (37), who (513), xdmcp (177). (Range: 0-65535)
source-port—Specifies the UDP/TCP source port. Predefined port names are defined in the
destination-port parameter. (Range: 0-65535)

match-all list-of-flags—List of TCP flags that should occur. If a flag should be set it is prefixed
by “+".If a flag should be unset it is prefixed by “-”. Available options are +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn and -fin. The flags are concatenated to a one string. For
example: +fin-ack.

disable-port—The Ethernet interface is disabled if the condition is matched.

log-input—Specifies sending an informational syslog message about the packet that matches
the entry. Because forwarding is done in hardware and logging is done in software, if a large
number of packets match a deny ACE containing a log-input keyword, the software might not be
able to match the hardware processing rate, and not all packets will be logged.
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Default Configuration
No IPv4 access list is defined.

Command Mode
IP Access-list Configuration mode

User Guidelines

The number of TCP/UDP ranges that can be defined in ACLs is limited. If a range of ports is used for
a source port in ACE it is not counted again if it is also used for source port in another ACE. If a
range of ports is used for destination port in ACE it is not counted again if it is also used for
destination port in another ACE.

If a range of ports is used for source port, it is counted again if it is also used for destination port.

Example

switchxxxxxx(config)# ip access-list extended server
switchxxxxxx(config-ip-al)# deny ip 176.212.0.0 00.255.255 any

42.4 ipv6 access-list (IPv6 extended)

Use the ipv6 access-list Global Configuration mode command to define an IPv6 access list (ACL)
and to place the device in IPv6 Access List Configuration mode. All commands after this command
refer to this ACL. The rules (ACEs) for this ACL are defined in the permit ( IPv6 ) and deny ( IPv6 )
commands. The service-acl input command is used to attach this ACL to an interface.

Use the no form of this command to remove the access list.

Syntax
ipv6 access-list [acl-name]

no ipv6 access-list [acl-name]

Parameters
acl-name—Name of the IPv6 access list. Range 1-32 characters.

Default Configuration
No IPv6 access list is defined.

Command Mode
Global Configuration mode

User Guidelines

IPv6 ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy maps cannot have
the same name.

Every IPv6 ACL has an implicit permit icmp any any nd-ns any, permit icmp any any nd-na any,
and deny ipv6 any any statements as its last match conditions. (The former two match conditions
allow for ICMPv6 neighbor discovery.)

The IPv6 neighbor discovery process uses the IPv6 network layer service, therefore, by default,
IPv6 ACLs implicitly allow IPv6 neighbor discovery packets to be sent and received on an interface.
In IPv4, the Address Resolution Protocol (ARP), which is equivalent to the IPv6 neighbor discovery
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process, uses a separate data link layer protocol; therefore, by default, IPv4 ACLs implicitly allow
ARP packets to be sent and received on an interface.

Example

Switch (config)# ipv6 access-list acll
Switch(config-ipv6-acl)# permit tcp 2001:0DB8:0300:0201::/64 any any 80

42.5 permit (IPv6)

Use the permit command in IPv6 Access-list Configuration mode to set permit conditions (ACEs) for
IPv6 ACLs. Use the no form of the command to remove the access control entry.

Syntax

permit protocol {any |{source-prefix/length}{any | destination- prefix/length} [dscp number |
precedence number]

permit icmp {any | {source-prefix/length}{any | destination- prefix/length} {any|icmp-type}
{anylicmp-code} [dscp number | precedence number]

permit tcp {any | {source-prefix/length} {any | source-port/port-range}}{any | destination-
prefix/length} {any| destination-port/port-range} [dscp number | precedence number] [match-all
list-of-flags]

permit udp {any | {source-prefix/length}} {any | source-port/port-range}}{any | destination-
prefix/length} {any| destination-port/port-range} [dscp number | precedence number]

no permit protocol {any |{source-prefix/length{any | destination- prefix/length} [dscp number |
precedence number]

no permit icmp {any | {source-prefix/length{any | destination- prefix/length} {any|icmp-type}
{anylicmp-code} [dscp number | precedence number]

no permit tcp {any | {source-prefix/length} {any | source-port/port-range}}{any | destination-
prefix/length} {any| destination-port/port-range} [dscp number | precedence number] [match-all
list-of-flags]

no permit udp {any | {source-prefix/length}} {any | source-port/port-range}{any | destination-

prefix/length} {any| destination-port/port-range} [dscp number | precedence number] Parameters

m  protocol—The name or the number of an IP protocol. Available protocol names are: icmp (58),
tcp (6) and udp (17). To match any protocol, use the ipv6 keyword. (Range: 0-255)

m  source-prefix/length—The source IPv6 network or class of networks about which to set permit
conditions. This argument must be in the form documented in RFC 3513 where the address is
specified in hexadecimal using 16-bit values between colons.

m  destination-prefix/length—The destination IPv6 network or class of networks about which to
set permit conditions. This argument must be in the form documented in RFC 3513 where the
address is specified in hexadecimal using 16-bit values between colons.
dscp number—Specifies the DSCP value. (Range: 0-63)
precedence number—Specifies the IP precedence value.
icmp-type—Specifies an ICMP message type for filtering ICMP packets. Enter a number or one
of the following values: destination-unreachable (1), packet-too-big (2), time-exceeded (3),
parameter-problem (4), echo-request (128), echo-reply (129), mid-query (130), mld-report
(131), midv2-report (143), mld-done (132), router-solicitation (133), router-advertisement (134),
nd-ns (135), nd-na (136). (Range: 0—255)

m  icmp-code—Specifies an ICMP message code for filtering ICMP packets. (Range: 0-255)
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m  destination-port—Specifies the UDP/TCP destination port. You can enter a range of ports by
using a hyphen. E.g. 20 - 21. For TCP enter a number or one of the following values: bgp (179),
chargen (19), daytime (13), discard (9), domain (53), drip (3949), echo (7), finger (79), ftp (21),
ftp-data (20), gopher (70), hostname (42), irc (194), klogin (543), kshell (544), Ipd (515), nntp
(119), pop2 (109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk (517),
telnet (23), time (37), uucp (117), whois (43), www (80). For UDP enter a number or one of the
following values: biff (512), bootpc (68), bootps (67), discard (9), dnsix (90), domain (53), echo
(7), mobile-ip (434), nameserver (42), netbios-dgm (138), netbios-ns (137), non500-isakmp
(4500), ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog (514), tacacs
(49), talk (517), tftp (69), time (37), who (513), xdmcp (177). (Range: 0-65535)

m  source-port—Specifies the UDP/TCP source port. Predefined port names are defined in the
destination-port parameter. (Range: 0-65535)

m  match-all list-of-flag—List of TCP flags that should occur. If a flag should be set it is prefixed by
“+"If a flag should be unset it is prefixed by “-". Available options are +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn and -fin. The flags are concatenated to a one string. For
example: +fin-ack.

Default Configuration
No IPv6 access list is defined.

Command Mode
Ipv6 Access-list Configuration mode

User Guidelines
If a range of ports is used for the destination port in an ACE, it is not counted again if it is also used
for destination port in another ACE.

The number of TCP/UDP ranges that can be defined in ACLs is limited. If a range of ports is used for
a source port in ACE, it is not counted again if it is also used for a source port in another ACE. If a
range of ports is used for destination port in ACE it is not counted again if it is also used for
destination port in another ACE.

If a range of ports is used for source port it is counted again if it is also used for destination port.

Example
This example defines an ACL by the name of server and enters a rule (ACE) for tcp packets.

switchxxxxxx(config)# ipv6 access-list server
switchxxxxxx(config-ipv6-al)# permit tcp 3001::2/64 any any 80

42.6 deny (IPv6)

Use the deny command in IPv6 Access List Configuration mode to set permit conditions (ACESs) for
IPv6 ACLs. Use the no form of the command to remove the access control entry.

Syntax
deny protocol {any | {source-prefix/lengthi{any | destination- prefix/length} [dscp number |
precedence number][disable-port | log-input]

deny icmp {any | {source-prefix/length}{any | destination- prefix/length} {any|icmp-type}
{any|icmp-code} [dscp number | precedence number] [disable-port | log-input]
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deny tcp {any | {source-prefix/length} {any | source-port/port-range}}{any | destination-
prefix/length} {any| destination-port/port-range} [dscp number | precedence number] [match-all
list-of-flags][disable-port | log-input]

deny udp {any | {source-prefix/length}} {any | source-port/port-range}}{any | destination-
prefix/length} {any| destination-port/port-range} [dscp number | precedence number][disable-port |
log-input]

no deny protocol {any | {source-prefix/length}{any | destination- prefix/length} [dscp number |
precedence number][disable-port | log-input]

no deny icmp {any | {source-prefix/length}{any | destination- prefix/length} {any|icmp-type}
{anylicmp-code} [dscp number | precedence number][disable-port | log-input]

no deny tcp {any | {source-prefix/length} {any | source-port/port-range}}{any | destination-
prefix/length} {any| destination-port/port-range} [dscp number | precedence number] [match-all
list-of-flags][disable-port | log-input]

no deny udp {any | {source-prefix/length}} {any | source-port/port-range}}{any | destination-
prefix/length} {any| destination-port/port-range} [dscp number | precedence number][disable-port |
log-input]

Parameters

m  protocol—The name or the number of an IP protocol. Available protocol names are: icmp (58),
tcp (6) and udp (17). To match any protocol, use the ipv6 keyword. (Range: 0—-255)

m  source-prefix/length—The source IPv6 network or class of networks about which to set permit
conditions. This argument must be in the format documented in RFC 3513 where the address is
specified in hexadecimal using 16-bit values between colons.

m  destination-prefix/length—The destination IPv6 network or class of networks about which to
set permit conditions. This argument must be in the format documented in RFC 3513 where the
address is specified in hexadecimal using 16-bit values between colons.

dscp number—Specifies the DSCP value. (Range: 0-63)
precedence number—Specifies the IP precedence value.

icmp-type—Specifies an ICMP message type for filtering ICMP packets. Enter a number or one
of the following values: destination-unreachable (1), packet-too-big (2), time-exceeded (3),
parameter-problem (4), echo-request (128), echo-reply (129), mid-query (130), mld-report
(131), midv2-report (143), mld-done (132), router-solicitation (133), router-advertisement (134),
nd-ns (135), nd-na (136). (Range: 0-255)

icmp-code—Specifies an ICMP message code for filtering ICMP packets. (Range: 0-255)

destination-port—Specifies the UDP/TCP destination port. You can enter a range of ports by
using a hyphen. E.g. 20 - 21. For TCP enter a number or one of the following values: bgp (179),
chargen (19), daytime (13), discard (9), domain (53), drip (3949), echo (7), finger (79), ftp (21),
ftp-data 20), gopher (70), hostname (42), irc (194), klogin (543), kshell (544), Ipd (515), nntp
(119), pop2 (109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk (517),
telnet (23), time (37), uucp (117), whois (43), www (80). For UDP enter a number or one of the
following values: biff (512), bootpc (68), bootps (67), discard (9), dnsix (90), domain (53), echo
(7), mobile-ip (434), nameserver (42), nethios-dgm (138), netbios-ns (137), non500-isakmp
(4500), ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog (514), tacacs
(49), talk (517), tftp (69), time (37), who (513), xdmcp (177). (Range: 0—65535)

m  source-port—Specifies the UDP/TCP source port. Predefined port names are defined in the
destination-port parameter. (Range: 0-65535)

m  match-all list-of-flags—List of TCP flags that should occur. If a flag should be set it is prefixed
by “+".If a flag should be unset it is prefixed by “-". Available options are +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn and -fin. The flags are concatenated to a one string. For
example: +fin-ack.

m disable-port—The Ethernet interface is disabled if the condition is matched.
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m  log-input—Specifies to send an informational syslog message about the packet that matches
the entry. Because forwarding is done in hardware and logging is done in software, if a large
number of packets match a deny ACE containing a log-input keyword, the software might not be
able to match the hardware processing rate, and not all packets will be logged.

Default Configuration
No IPv6 access list is defined.

Command Mode
IPv6 Access-list Configuration mode

User Guidelines

The number of TCP/UDP ranges that can be defined in ACLs is limited. If a range of ports is used for
source port in ACE it is not counted again if it is also used for source port in another ACE. If a range
of ports is used for a destination port in ACE it is not counted again if it is also used for a destination
port in another ACE.

If a range of ports is used for source port it is counted again if it is also used for destination port.

Example

switchxxxxxx(config)# ipv6 access-list server
switchxxxxxx(config-ipv6-al)# deny tcp 3001::2/64 any any 80

42.7 mac access-list

Use the mac access-list Global Configuration mode command to define a Layer 2 access list (ACL)
based on source MAC address filtering and to place the device in MAC Access List Configuration
mode. All commands after this command refer to this ACL. The rules (ACEs) for this ACL are
defined in the permit ( MAC ) and deny (MAC) commands. The service-acl input command is used to
attach this ACL to an interface.

Use the no form of this command to remove the access list.

Syntax
mac access-list extended acl-name

no mac access-list extended acl-name

Parameters
acl-name—Specifies the name of the MAC ACL (Range: 1-32 characters).

Default Configuration
No MAC access list is defined.

Command Mode
Global Configuration mode

User Guidelines

A MAC ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy maps cannot
have the same name.
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Example

switchxxxxxx(config)# mac access-list extended serverl
switchxxxxxx(config-mac-al)# permit 00:00:00:00:00:01 00:00:00:00:00:ff any

42.8 permit (MAC)

Use the permit command in MAC Access List Configuration mode to set permit conditions (ACES)
for a MAC ACL. Use the no form of the command to remove the access control entry.

Syntax

permit {any | source source-wildcard} {any | destination destination-wildcard} [eth-type O | aarp |
amber | dec-spanning | decnet-iv | diagnostic | dsm | etype-6000] [vlan vlan-id] [cos cos
cos-wildcard]

no permit {any | source source-wildcard} {any | destination destination-wildcard} [eth-type O | aarp
| amber | dec-spanning | decnet-iv | diagnostic | dsm | etype-6000] [vlan vlan-id] [cos cos
cos-wildcard]

Parameters
m  source—Source MAC address of the packet.

m  source-wildcard—Wildcard bits to be applied to the source MAC address. Use 1s in the bit
position that you want to be ignored.

destination—Destination MAC address of the packet.

destination-wildcard—Wildcard bits to be applied to the destination MAC address. Use 1s in
the bit position that you want to be ignored.

eth-type—The Ethernet type in hexadecimal format of the packet.
vlan-id—The VLAN ID of the packet. (Range: 1-4094)
cos—The Class of Service of the packet. (Range: 0-7)
cos-wildcard—Wildcard bits to be applied to the CoS.

Default Configuration
No MAC access list is defined.

Command Mode
MAC Access-list Configuration mode

Example

switchxxxxxx(config)# mac access-list extended serverl
switchxxxxxx(config-mac-al)# permit 00:00:00:00:00:01 00:00:00:00:00:ff any

42.9 deny (MAC)

Use the deny command in MAC Access List Configuration mode to set deny conditions (ACEs) for a
MAC ACL. Use the no form of the command to remove the access control entry.
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Syntax

deny {any | source source-wildcard} {any | destination destination-wildcard} [{eth-type O}| aarp |
amber | dec-spanning | decnet-iv | diagnostic | dsm | etype-6000] [vlan vlan-id] [cos cos
cos-wildcard] [disable-port | log-input]

no deny {any | source source-wildcard} {any | destination destination-wildcard} [{eth-type O}| aarp |
amber | dec-spanning | decnet-iv | diagnostic | dsm | etype-6000] [vlan vlan-id] [cos cos
cos-wildcard] [disable-port | log-input]

Parameters
m  source—Source MAC address of the packet.

m  source-wildcard—Wildcard bits to be applied to the source MAC address. Use ones in the bit
position that you want to be ignored.

destination—Destination MAC address of the packet.

destination-wildcard—Wildcard bits to be applied to the destination MAC address. Use 1s in
the bit position that you want to be ignored.

eth-type—The Ethernet type in hexadecimal format of the packet.
vlan-id—The VLAN ID of the packet. (Range: 1-4094)

cos—The Class of Service of the packet.(Range: 0-7)
cos-wildcard—Wildcard bits to be applied to the CoS.

disable-port—The Ethernet interface is disabled if the condition is matched.

log-input—Sends an informational syslog message about the packet that matches the entry.
Because forwarding is done in hardware and logging is done in software, if a large number of
packets match a deny ACE containing a log-input keyword, the software might not be able to
match the hardware processing rate, and not all packets will be logged.

Default Configuration
No MAC access list is defined.

Command Mode
MAC Access-list Configuration mode

Example

switchxxxxxx(config)# mac access-list extended serverl
switchxxxxxx(config-mac-al)# deny 00:00:00:00:00:01 00:00:00:00:00:ff any

42.10 service-acl input

Use the service-acl input command in interface Configuration mode to bind an access list(s) (ACL)
to an interface.

Use the no form of this command to remove all ACLs from the interface.

Syntax
service-acl input acl-namel [acl-name?2] default-action [deny-any | permit-any]

no service-acl input
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Parameters
m  acl-name—Specifies an ACL to apply to the interface. See the user guidelines. (Range: 1-32
characters).

m  deny-any—Deny all packets (that were ingress at the port) that do not meet the rules in this
ACL.

m  permit-any—Forward all packets (that were ingress at the port) that do not meet the rules in
this ACL.

Default Configuration
No ACL is assigned.

Command Mode
Interface Configuration (Ethernet, Port-Channel) mode.

User Guidelines
The following rules govern when ACLs can be bound or unbound from an interface:

IPv4 ACLs and IPv6 ACLs can be bound together to an interface.

A MAC ACL cannot be bound on an interface which already has an IPv4 ACL or IPv6 ACL
bound to it.

Two ACLs of the same type cannot be bound to a port.

An ACL cannot be bound to a port that is already bound to an ACL, without first removing the
current ACL. Both ACLs must be mentioned at the same time in this command.

Example

switchxxxxxx(config)# mac access-list extended server-acl
switchxxxxxx(config-mac-al)# permit 00:00:00:00:00:01 00:00:00:00:00:ff any
switchxxxxxx(config-mac-al)# exit

switchxxxxxx(config)# interface gil/1/1

switchxxxxxx(config-if)# service-acl input server-acl default-action deny-any

42.11 service-acl output

Use the service-acl output command in Interface Configuration mode to control access to an
interface on the egress (transmit path).

Use the no form of this command to remove the access control.

Syntax
service-acl output acl-namel [acl-name2

no service-acl output

Parameters

acl-name-Specifies an ACL to apply to the interface. See the usage guidelines. (Range: acl-name is
from 0-32 characters. Use " for empty string)

Default
No ACL is assigned.
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Command Mode
Interface Configuration (Ethernet, Port-Channel) mode.

User Guidelines

The deny rule actions log-input and disable-port are not supported. Trying to use these actions will
result in an error.

IPv4 and IPv6 ACLs can be bound together on an interface.
A MAC ACL cannot be bound on an interface together with an IPv4 ACL or IPv6 ACL.
Two ACLs of the same type cannot be added to a port.

An ACL cannot be added to a port that is already bounded to an ACL, without first removing the
current ACL and binding the two ACLs together.

Example

This example binds an egress ACL to a port:

switchxxxxxx(config)# mac access-list extended server
switchxxxxxx(config-mac-al)# permit 00:00:00:00:00:01 00:00:00:00:00:ff any
switchxxxxxx(config-mac-al)# exit

switchxxxxxx(config)# interface gil

switchxxxxxx(config-if)# service-acl output server

42.12 time-range

Use the time-range Global Configuration mode command to define time ranges for functions . In
addition, this command enters the Time-range Configuration mode. All commands after this one
refer to the time-range being defined.

This command sets a time-range name. Use the absolute and periodic commands to actually
configure the time-range.

Use the no form of this command to remove the time range from the device.

Syntax
time-range time-range-name

no time-range time-range-name

Parameters
time-range-name—Specifies the name for the time range. (Range: 1-32 characters)

Default Configuration
No time range is defined

Command Mode
Global Configuration mode

User Guidelines

After adding the name of a time range with this command, use the absolute and periodic commands
to actually configure the time-range. Multiple periodic commands are allowed in a time range. Only
one absolute command is allowed.
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If a time-range command has both absolute and periodic values specified, then the periodic items
are evaluated only after the absolute start time is reached, and are not evaluated again after the
absolute end time is reached.

All time specifications are interpreted as local time.

To ensure that the time range entries take effect at the desired times, the software clock should be
set by the user or by SNTP. If the software clock is not set by the user or by SNTP, the time range
ACEs are not activated.

The user cannot delete a time-range that is bound to any features, such as ACLs.

Example

switchxxxxxx(config)# time-range http-allowed
console(config-time-range)#periodic mon 12:00 to wed 12:00

42.13 absolute

Use the absolute Time-range Configuration mode command to specify an absolute time when a
time range is in effect. Use the no form of this command to remove the time limitation.

Syntax
absolute start hh:mm day month year

no absolute start
absolute end hh:mm day month year

no absolute end

Parameters

m  start—Absolute time and date that the permit or deny statement of the associated function
going into effect. If no start time and date are specified, the function is in effect immediately.

m  end—Absolute time and date that the permit or deny statement of the associated function is no
longer in effect. If no end time and date are specified, the function is in effect indefinitely.

hh:mm—Time in hours (military format) and minutes (Range: 0-23, mm: 0-5)
day—Day (by date) in the month. (Range: 1-31)

month—Month (first three letters by name). (Range: Jan...Dec)

year—Year (no abbreviation) (Range: 2000—-2097)

Default Configuration
There is no absolute time when the time range is in effect.

Command Mode
Time-range Configuration mode

Example

switchxxxxxx(config)# time-range http-allowed
switchxxxxxx(config-time-range)# absolute start 12:00 1 jan 2005
switchxxxxxx(config-time-range)# absolute end 12:00 31 dec 2005
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42.14 periodic

Use the periodic Time-range Configuration mode command to specify a recurring (weekly) time
range for functions that support the time-range feature. Use the no form of this command to remove
the time limitation.

Syntax

periodic day-of-the-week hh:mm to day-of-the-week hh:mm

no periodic day-of-the-week hh:mm to day-of-the-week hh:mm

periodic list hh:mm to hh:mm day-of-the-week1 [day-of-the-week2... day-of-the-week?7]

no periodic list hh:mm to hh:mm day-of-the-week1 [day-of-the-week?2... day-of-the-week7]
periodic list hh:mm to hh:mm all

no periodic list all hh:mm to hh:mm all

Parameters

m  day-of-the-week—The starting day that the associated time range is in effect. The second
occurrence is the ending day the associated statement is in effect. The second occurrence can
be the following week (see description in the User Guidelines). Possible values are: mon, tue,
wed, thu, fri, sat, and sun.

m  hh:mm—The first occurrence of this argument is the starting hours:minutes (military format)
that the associated time range is in effect. The second occurrence is the ending hours:minutes
(military format) the associated statement is in effect. The second occurrence can be at the
following day (see description in the User Guidelines). (Range: 0—23, mm: 0-59)

m  list day-of-the-weekl—Specifies a list of days that the time range is in effect.

Default Configuration
There is no periodic time when the time range is in effect.

Command Mode
Time-range Configuration mode

User Guidelines

The second occurrence of the day can be at the following week, e.g. Thursday—Monday means that
the time range is effective on Thursday, Friday, Saturday, Sunday, and Monday.

The second occurrence of the time can be on the following day, e.g. “22:00-2:00".

Example

switchxxxxxx(config)# time-range http-allowed
switchxxxxxx(config-time-range)# periodic mon 12:00 to wed 12:00

42.15 show time-range

Use the show time-range EXEC command to display the time range configuration.

Syntax
show time-range time-range-name
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Parameters
time-range-name—Specifies the name of an existing time range.

Command Mode
EXEC mode

Example

switchxxxxxx# show time-range

http-allowed

absolute start 12:00 1 Jan 2005 end 12:00 31 Dec 2005
periodic Monday 12:00 to Wednesday 12:00

42.16 show access-lists

Use the show access-lists Privileged EXEC mode command to display access control lists (ACLS)
configured on the switch.

Syntax
show access-lists [name]

show access-lists

Parameters
m  name—Specifies the name of the ACL.

Command Mode
Privileged EXEC mode

Example

switchxxxxxx#show access-lists
Standard IP access list 1

Extended IP access list ACL2

permit 234 172.30.19.1 0.0.0.255 any
permit 234 172.30.23.8 0.0.0.255 any

42.17 show interfaces access-lists

Use the show interfaces access-lists Privileged EXEC mode command to display access lists
(ACLs) applied on interfaces.

Syntax
show interfaces access-lists [interface-id]
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Parameters

interface-id—Specifies an interface ID. The interface ID can be one of the following types: Ethernet
port, port-channel or VLAN.

Command Mode
Privileged EXEC mode

Example

Interface ACLs

gil/1/1 blockcdp, blockvtp
gil/1/2 Ingress: serverl

Egress : ip

42.18 clear access-lists counters

Use the clear access-lists counters Privileged EXEC mode command to clear access-lists (ACLS)
counters.

Syntax
clear access-lists counters [interface-id]

Parameters
interface-id—Specifies an interface ID. The interface ID can be one of the following types: Ethernet

port or port-channel.

Command Mode
Privileged EXEC mode

Example

switchxxxxxx# clear access-lists counters gil/1l/1

42.19 show interfaces access-lists counters

Use the show interfaces access-lists counters Privileged EXEC mode command to display
Access List (ACLs) counters.

Syntax
show interfaces access-lists counters [interface-id | port-channel-number]

Parameters

interface-id—Specifies an interface ID. The interface ID can be one of the following types: Ethernet
port or port-channel.

Command Mode
Privileged EXEC mode
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User Guidelines
The deny ACE hits count includes only ACEs with the log-input keyword.

Because forwarding is done in hardware and counting is done in software, if a large number of
packets match a deny ACE containing a log-input keyword, the software might not be able to match
the hardware processing rate, and not all packets are counted.

Example

switchxxxxxx# show interfaces access-lists counters

Interface Deny ACE Hits
gil/1/1 79
gil/1/2 9

gil/1/3 0

Number of hits that were counted in global counter (due to lack of resources) =19
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Quality of Service (QoS) Commands

43.1 (qos

Use the qos Global Configuration mode command to enable QoS on the device and set its mode.
Use the no form of this command to disable QoS on the device.

Syntax
gos [basic | advanced [ports-not-trusted | ports-trusted]]

no qos

Parameters
m  basic—QoS basic mode. If no option is specified, the QoS mode defaults to the basic mode.

m  advanced—Specifies the QoS advanced mode, which enables the full range of QoS
configuration.

m  ports-not-trusted—Relevant for advanced mode only. Indicates that packets, which are not
classified by policy map rules to a QoS action, are mapped to egress queue 0. This is the
default setting in advanced mode.

m  ports-trusted—Relevant for advanced mode only. Indicates that packets, which are not
classified by policy map rules to a QoS action, are mapped to an egress queue based on the
packet's fields. Use the qos advanced-mode trust command to specify the trust mode.

Default Configuration
If qos is entered without any keywords, the QoS basic mode is enabled.

If gos advanced is entered without a keyword, the default is ports-not-trusted.

Command Mode
Global Configuration mode

Examples
Example 1- The following example enables QoS basic mode on the device.

switchxxxxxx(config)# qos

Example 2 - The following example enables QoS advanced mode on the device with the
ports-not-trusted option.

switchxxxxxx(config)# qos advanced

43.2 qos advanced-mode trust

Use the qos advanced-mode trust Global Configuration command to configure the trust mode in
advanced mode. Use the no form of this command to return to default.
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Syntax
gos advanced-mode trust {cos | dscp | cos-dscp}

no qos advanced-mode trust

Parameters

m  cos—<Classifies ingress packets with the packet CoS values. For untagged packets, the port
default CoS is used.

dscp—~Classifies ingress packets with the packet DSCP values.

m  cos-dscp—Classifies ingress packets with the packet DSCP values for IP packets. For other
packet types, use the packet CoS values.

Default Configuration
cos-dscp

Command Mode
Global Configuration

User Guidelines
The configuration is relevant for advanced mode in the following cases:
m  ports-not-trusted mode: For packets that are classified to the QoS action trust.

m  ports-trusted mode: For packets that are not classified by to any QoS action or classified to
the QoS action trust.

Example
The following example sets cos as the trust mode for QoS on the device.

switchxxxxxx(config)# qos advanced-mode trust cos

43.3 show qos

Use the show qos EXEC mode command to display the QoS information for the device. The trust
mode is displayed for the QoS basic mode.

Syntax
show gos

Parameters
N/A

Default Configuration
Disabled Command Mode

Command Mode
EXEC mode

User Guidelines
Trust mode is displayed if QoS is enabled in basic mode.
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Examples
Example 1 - The following example displays QoS attributes when QoS is enabled in basic mode
and the advanced mode is supported.

switchxxxxxx# show gos
Qos: basic
Basic trust: dscp

Example 2 - The following example displays QoS attributes when QoS is enabled in basic mode on
the device and the advanced mode is not supported.

switchxxxxxx# show gos
Qos: disable
Trust: dscp

43.4 class-map

The class-map command and its subcommands are used to define packet classification, marking,
and aggregate policing as part of a globally-named service policy applied on a per-interface basis.

A class map consists of one or more ACLs (see ACL Commands). It defines a traffic flow by
determining which packets match some or all of the criteria specified in the ACLs.

Use the class-map Global Configuration mode command to create or modify a class map and enter
the Class-map Configuration mode (only possible when QoS is in the advanced mode).

Use the no form of this command to delete a class map.

All class map commands are only available when QoS is in advanced mode.

Syntax
class-map class-map-name [match-all | match-any]

no class-map class-map-name

Parameters
m  class-map-name—Specifies the class map name.

m  match-all—Performs a logical AND of all the criteria of the ACLs belonging to this class map.
All match criteria in this class map must be matched.

m  match-any—Performs a logical OR of the criteria of the ACLs belonging to this class map. Only
a single match criteria in this class map must be matched.

Default Configuration
If neither match-all nor match-any is specified, the match-all parameter is selected by default.

Command Mode
Global Configuration mode

User Guidelines
The class-map enters Class-map Configuration mode. In this mode, up to two match commands
can be entered to configure the criteria for this class. Each match specifies an ACL.
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When using two match commands, each must point to a different type of ACL, such as: one IP ACL
and one MAC ACL. The classification is by first match, therefore, the order of the ACLs is important.

Error messages are generated in the following cases:
m  There is more than one match command in a match-all class map
m  There is a repetitive classification field in the participating ACLs.

After entering the Class-map Configuration mode, the following configuration commands are
available:

m  exit: Exits the Class-map Configuration mode.

m  match: Configures classification criteria.

m  no: Removes a match statement from a class map.

Example

The following example creates a class map called Class1 and configures it to check that packets
match all classification criteria in the ACL specified.

switchxxxxxx(config)# class-map classl match-all
switchxxxxxx(config-cmap)#match access-group acl-name

43.5 show class-map

The show class-map EXEC mode command displays all class maps when QoS is in advanced
mode.

Syntax
show class-map [class-map-name]

Parameters
class-map-name—Specifies the name of the class map to be displayed.

Command Mode
EXEC mode

Example
The following example displays the class map for Class1.

switchxxxxxx# show class-map
Class Map matchAny classl
Match access-group mac

43.6 match

Use the match Class-map Configuration mode command to bind the ACLs that belong to the
class-map being configured. Use the no form of this command to delete the ACLs.

This command is available only when the device is in QoS advanced mode.
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Syntax
match access-group acl-name

no match access-group acl-name

Parameters
acl-name—Specifies the MAC or IP ACL name.

Default Configuration
No match criterion is supported.

Command Mode
Class-map Configuration mode.

Example

The following example defines a class map called Class1. Class1 contains an ACL called
enterprise. Only traffic matching all criteria in enterprise belong to the class map.

switchxxxxxx(config)# class-map classl
switchxxxxxx(config-cmap)# match access-group enterprise

43.7 policy-map
A policy map contains one or more class maps and an action that is taken if the packet matches the
class map. Policy maps may be bound to ports/port-channels.

Use the policy-map Global Configuration mode command to creates a policy map and enter the
Policy-map Configuration mode. Use the no form of this command to delete a policy map.

This command is only available when QoS is in advanced mode.

Syntax
policy-map policy-map-name

no policy-map policy-map-name

Parameters
policy-map-name—Specifies the policy map name.

Default Configuration
N/A

Command Mode
Global Configuration mode

User Guidelines

Use the policy-map Global Configuration mode command to specify the name of the policy map to
be created, added to, or modified before configuring policies for classes whose match criteria are
defined in a class map.
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Entering the policy-map Global Configuration mode command also enables configuring or modifying
the class policies for that policy map. Class policies in a policy map can be configured only if the
classes have match criteria defined for them.

Policy map is applied on the ingress path.

The match criteria is for a class map. Only one policy map per interface is supported. The same
policy map can be applied to multiple interfaces and directions.

The service-policy command binds a policy map to a port/port-channel.

Example
The following example creates a policy map called Policyl and enters the Policy-map Configuration
mode.

switchxxxxxx(config)# policy-map policyl
switchxxxxxx(config-pmap)#

43.8 class

Use the class Policy-map Configuration mode command after the policy-map command to attach
ACLs to a policy-map.

Use the no form of this command to detach a class map from a policy map.

This command is only available when QoS is in advanced mode.

Syntax
class class-map-name [access-group acl-name]

no class class-map-name

Parameters
m class-map-name—Specifies the name of an existing class map. If the class map does not
exist, a new class map is created under the specified name.

m  access-group acl-name—Specifies the name of an IP or MAC Access Control List (ACL).

Default Configuration
No class map is defined for the policy map.

Command Mode
Policy-map Configuration mode

User Guidelines
This is the same as creating a class map and then binding it to the policy map.

You can specify an existing class map in this command, or you can use the access-group
parameter to create a new class map.

After the policy-map is defined, use the service-policy command to attach it to a port/port-channel.
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Example

The following example defines a traffic classification (class map) called class1 containing an ACL
called enterprise. The class is in a policy map called policyl. The policy-map policyl now contains
the ACL enterprise.

switchxxxxxx(config)# policy-map policyl
switchxxxxxx(config-pmap)# class classl access-group enterprise

43.9 show policy-map

Use the show policy-map EXEC mode command to display all policy maps or a specific policy
map.

This command is only available when QoS is in advanced mode.

Syntax
show policy-map [policy-map-name]

Parameters
policy-map-name—Specifies the policy map name.

Default Configuration
All policy-maps are displayed.

Command Mode
EXEC mode

Example
The following example displays all policy maps.

switchxxxxxx# show policy-map

Policy Map policyl

class classl

set IP dscp 7

Policy Map policy2

class class 2

police 96000 4800 exceed-action drop

class class3

police 124000 96000 exceed-action policed-dscp-transmit

43.10 trust

Use the trust Policy-map Class Configuration mode command to configure the trust state. This
command is relevant only when QoS is in advanced, ports-not-trusted mode. Trust indicates that
traffic is sent to the queue according to the packet’s QoS parameters (UP or DSCP).

Use the no form of this command to return to the default trust state.

This command is only available when QoS is in advanced mode.
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Syntax
trust

no trust

Parameters
N/A

Default Configuration
The default state is according to the mode selected in the gos command (advanced mode). The type
of trust is determined in qos advanced-mode trust.

Command Mode
Policy-map Class Configuration mode

User Guidelines

Use this command to distinguish the QoS trust behavior for certain traffic from others. For example,
incoming traffic with certain DSCP values can be trusted. A class map can be configured to match
and trust the DSCP values in the incoming traffic.

The type of trust is determined in qos advanced-mode trust.

Trust values set with this command supersede trust values set on specific interfaces with the qos
trust (Interface) Interface Configuration mode command.

The trust and set commands are mutually exclusive within the same policy map.

Policy maps, which contain set or trust commands or that have ACL classification to an egress
interface, cannot be attached by using the service-policy Interface Configuration mode command.

If specifying trust cos, QoS maps a packet to a queue, the received or default port CoS value, and
the CoS-to-queue map.

Example
The following example creates an ACL, places it into a class map, places the class map into a policy
map and configures the trust state using the DSCP value in the ingress packet.

switchxxxxxx(config)# ip access-list extended ipl
switchxxxxxx(config-mac-al)# permit ip any any
switchxxxxxx(config-mac-al)# exit
switchxxxxxx(config)# class-map cl
switchxxxxxx(config-cmap)# match access-group ipl
switchxxxxxx(config-cmap)# exit
switchxxxxxx(config)# policy-map pl
switchxxxxxx(config-pmap)# class cl
switchxxxxxx(config-pmap-c)# trust cos-dscp

43.11 set

Use the set Policy-map Class Configuration mode command to select the value that QoS uses as
the DSCP value, the egress queue or to set user priority values.

This command is only available when QoS is in advanced mode.
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Syntax
set {dscp new-dscp | queue queue-id | cos new-cos}

no set

Parameters

m  dscp new-dscp—Specifies the new DSCP value for the classified traffic. (Range: 0—63)
m  queue queue-id—Specifies the egress queue. (Range: 1-8)

m  Ccos new-cos—Specifies the new user priority to be marked in the packet. (Range: 0-7)

Command Mode
Policy-map Class Configuration mode

User Guidelines
The set and trust commands are mutually exclusive within the same policy map.

To return to the Configuration mode, use the exit command. To return to the Privileged EXEC mode,
use the end command.

Example
The following example creates an ACL, places it into a class map, places the class map into a policy
map and sets the DSCP value in the packet to 56 for classes in the policy map called p1.

switchxxxxxx(config)# ip access-list extended ipl
switchxxxxxx(config-mac-al)# permit ip any any
switchxxxxxx(config-mac-al)# exit
switchxxxxxx(config)# class-map cl
switchxxxxxx(config-cmap)# match access-group ipl
switchxxxxxx(config-cmap)# exit
switchxxxxxx(config)# policy-map pl
switchxxxxxx(config-pmap)# class cl
switchxxxxxx(config-pmap-c)# set dscp 56

43.12 police

Use the police Policy-map Class Configuration mode command to define the policer for classified
traffic. This defines another group of actions for the policy map (per class map).

This command is used after the policy-map and class commands.
Use the no form of this command to remove a policer.

This command is only available when QoS is in advanced mode.

Syntax
police committed-rate-kbps committed-burst-byte [exceed-action {drop | policed-dscp-transmit}]

no police
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Parameters

m  committed-rate-kbps—Specifies the average traffic rate (CIR) in kbits per second
(bps).(Range: 3-10485760)

m  committed-burst-byte—Specifies the normal burst size (CBS) in bytes. (Range:
3000-19173960)

m  exceed-action {drop | policed-dscp-transmit}—Specifies the action taken when the rate is
exceeded. The possible values are:
* drop—Drops the packet.
* policed-dscp-transmit—Remarks the packet DSCP, according to the policed-DSCP map as

configured by the gos map policed-dscp Global Configuration mode command.

Default Usage
N/A

Command Mode
Policy-map Class Configuration mode

User Guidelines
This command only exists in when the device is in Layer 2 mode.

Policing uses a token bucket algorithm. CIR represents the speed with which the token is added to
the bucket. CBS represents the depth of the bucket.

Example

The following example defines a policer for classified traffic. When the traffic rate exceeds 124,000
kbps and the normal burst size exceeds 9600 bytes, the packet is dropped. The class is called
classl and is in a policy map called policyl.

switchxxxxxx(config)# policy-map policyl
switchxxxxxx(config-pmap)# class classl
switchxxxxxx(config-pmap-c)# police 124000 9600 exceed-action drop

43.13 service-policy

Use the service-policy Interface Configuration (Ethernet, Port-channel) mode command to bind a
policy map to a port/port-channel. Use the no form of this command to detach a policy map from an
interface.

This command is only available in QoS advanced mode.

Syntax
service-policy input policy-map-name

no service-policy input
Parameters

policy-map-name—Specifies the policy map name to apply to the input interface. (Length: 1-32
characters)
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Command Mode
Interface Configuration (Ethernet, Port-channel) mode

User Guidelines
Only one policy map per interface per direction is supported.

Example
The following example attaches a policy map called Policyl to the input interface.

switchxxxxxx(config-if)# service-policy input policyl

43.14 qos aggregate-policer

Use the qos aggregate-policer Global Configuration mode command to define the policer
parameters that can be applied to multiple traffic classes. Use the no form of this command to
remove an existing aggregate policer.

This command is only available when QoS is in advanced mode.

Syntax
gos aggregate-policer aggregate-policer-name committed-rate-kbps excess-burst-byte
[exceed-action {drop | policed-dscp-transmit}]

no qos aggregate-policer aggregate-policer-name

Parameters
m  aggregate-policer-name—Specifies the aggregate policer name.

m committed-rate-kbps—Specifies the average traffic rate (CIR) in kbits per second (kbps).
(Range: 3-57982058)

excess-burst-byte—Specifies the normal burst size (CBS) in bytes. (Range: 3000-19173960)

exceed-action {drop | policed-dscp-transmit}—Specifies the action taken when the rate is
exceeded. The possible values are:

* drop—Drops the packet.
* policed-dscp-transmit—Remarks the packet DSCP.

Default Configuration
No aggregate policer is defined.

Command Mode
Global Configuration mode

User Guidelines
This command only exists when the device is in Layer 2.

Define an aggregate policer if the policer aggregates traffic from multiple class maps.

Aggregate policers cannot aggregate traffic from multiple devices. If the aggregate policer is applied
to more than one device, the traffic on each device is counted separately and is limited per device.

Traffic from two different ports on the same device can be aggregated for policing purposes.

An aggregate policer can be applied to multiple classes in the same policy map.
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An aggregate policer cannot be deleted if it is being used in a policy map. The no police aggregate
Policy-map Class Configuration mode command must first be used to delete the aggregate policer
from all policy maps before using the no mls gos aggregate-policer command.

Policing uses a token bucket algorithm. CIR represents the speed with which the token is added to
the bucket. CBS represents the depth of the bucket.

Example

The following example defines the parameters of a policer called Policerl that can be applied to
multiple classes in the same policy map. When the average traffic rate exceeds 124,000 kbps or the
normal burst size exceeds 9600 bytes, the packet is dropped.

switchxxxxxx(config)# qos aggregate-policer policerl 124000 9600
exceed-action drop

43.15 show qos aggregate-policer

Use the show gqos aggregate-policer EXEC mode command to display aggregate policers

This command is only available in QoS advanced mode.

Syntax
show qos aggregate-policer [aggregate-policer-name]

Parameters
aggregate-policer-name—Specifies the aggregate policer name.

Default Configuration
All policers are displayed.

Command Mode
EXEC mode

Example
The following example displays the parameters of the aggregate policer called Policerl.

switchxxxxxx# show qos aggregate-policer policerl
aggregate-policer policerl 96000 4800 exceed-action drop
not used by any policy map

43.16 police aggregate

Use the police aggregate Policy-map Class Configuration mode command to apply an aggregate
policer to multiple class maps within the same policy map. Use the no form of this command to
remove an existing aggregate policer from a policy map.

This command is only available in QoS advanced mode.
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Syntax
police aggregate aggregate-policer-name

no police aggregate aggregate-policer-name

Parameters
aggregate-policer-name—Specifies the aggregate policer name.

Command Mode
Policy-map Class Configuration mode

User Guidelines
An aggregate policer can be applied to multiple classes in the same policy map. An aggregate
policer cannot be applied across multiple policy maps or interfaces.

Use the exit command to return to the Configuration mode. Use the end command to return to the
Privileged EXEC mode.

Example
The following example applies the aggregate policer called Policerl to a class called classl in a
policy map called policyl and class2 in policy map policy?2.

switchxxxxxx(config)# qos aggregate-policer policerl 124000 9600
exceed-action drop

switchxxxxxx(config)# policy-map policyl
switchxxxxxx(config-pmap)# class classl
switchxxxxxx(config-pmap-c)# police aggregate policerl
switchxxxxxx(config-pmap-c)# exit
switchxxxxxx(config-pmap)# exit

switchxxxxxx(config)# policy-map policy2
switchxxxxxx(config-pmap)# class class2
switchxxxxxx(config-pmap-c)# police aggregate policerl

43.17 wrr-queue cos-map

Use the wrr-queue cos-map Global Configuration mode command to map Class of Service (CoS)
values to a specific egress queue. Use the no form of this command to restore the default
configuration.

Syntax
wrr-queue cos-map queue-id cos0... cos7

no wrr-queue cos-map [queue-id]

Parameters
m  queue-id—Specifies the queue number to which the CoS values are mapped.

m  cos0... cos7—Specifies up to 8 CoS values to map to the specified queue number. (Range:
0-7)
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Default Configuration
The default CoS value mapping to 8 queues is as follows:

CoS value 0 is mapped to queue 3.
CoS value 1 is mapped to queue 1.
CoS value 2 is mapped to queue 2.
CoS value 3 is mapped to queue 4.
CoS value 4 is mapped to queue 5.
CoS value 5 is mapped to queue 6.
CoS value 6 is mapped to queue 7.

CoS value 7 is mapped to queue 8.

Command Mode
Global Configuration mode

User Guidelines
Use this command to distribute traffic to different queues.

Example
The following example maps CoS value 4 and 6 to queue 2.

switchxxxxxx(config)# wrr-queue cos-map 2 4 6

43.18 wrr-queue bandwidth

Use the wrr-queue bandwidth global Configuration command to assign Weighted Round Robin
(WRR) weights to egress queues. The weight ratio determines the frequency at which the packet
scheduler removes packets from each queue. Use the no form of this command to restore the
default configuration.

Syntax
wrr-queue bandwidth weightl weight2... weighting

no wrr-queue bandwidth

Parameters

weightl weightl... weighting the ratio of bandwidth assigned by the WRR packet scheduler to the
packet queues. See explanation in the User Guidelines. Separate each value by a space. (Range for
each weight: 0-255)

Default Configuration
wrr is disabled by default. The default wrr weight is '1' for all queues.

Command Mode
Global Configuration mode
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User Guidelines

The ratio for each queue is defined as the queue weight divided by the sum of all queue weights (the
normalized weight). This sets the bandwidth allocation of each queue.

A weight of 0 indicates that no bandwidth is allocated for the same queue, and the shared bandwidth
is divided among the remaining queues. It is not recommended to set the weight of a queue to a 0 as
it might stop transmission of control-protocols packets generated by the device.

All gueues participate in the WRR, excluding the expedite queues, whose corresponding weight is
not used in the ratio calculation.

An expedite queue is a priority queue, which is serviced until empty before the other queues are
serviced. The expedite queues are designated by the priority-queue out num-of-queues command.

Example
The following assigns WRR values to the queues.

switchxxxxxx(config)#priority-queue out num-of-queues O
switchxxxxxx(config)#wrr-queue bandwidth 6 6 6 6 6 6 6 6

43.19 priority-queue out num-of-queues

An expedite queue is a strict priority queue, which is serviced until empty before the other lower
priority queues are serviced.

Use the priority-queue out num-of-queues Global Configuration mode command to configure the
number of expedite queues. Use the no form of this command to restore the default configuration.

Syntax
priority-queue out num-of-queues number-of-queues

no priority-queue out num-of-queues

Parameters

m  number-of-queues—Specifies the number of expedite (strict priority) queues. Expedite queues
are assigned to the queues with the higher indexes. (Range: 0-8).

There must be either O wrr queues or more than one.

m  If number-of-queues = 0, all queues are assured forwarding (according to wrr weights) If the
number-of-queues = 8, all queues are expedited (strict priority queues).

Default Configuration
All queues are expedite queues.

Command Mode
Global Configuration mode

User Guidelines

the weighted round robin (WRR) weight ratios are affected by the number of expedited queues,
because there are fewer queues participating in WRR. This indicates that the corresponding weight
in the wrr-queue bandwidth Interface Configuration mode command is ignored (not used in the
ratio calculation).
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Example
The following example configures the number of expedite queues as 2.

switchxxxxxx(config)# priority-queue out num-of-queues 2

43.20 traffic-shape

The egress port shaper controls the traffic transmit rate (Tx rate) on a port.

Use the traffic-shape Interface Configuration mode command to configure the egress port shaper.
Use the no form of this command to disable the shaper.

Syntax
traffic-shape committed-rate [committed-burst]

no traffic-shape

Parameters
m  committed-rate—Specifies the maximum average traffic rate (CIR) in kbits per second (kbps).
(Range: FE, GE: 64kbps—maximum port speed; 10GE: 64Kbps—maximum port speed))

m  committed-burst—Specifies the maximum permitted excess burst size (CBS) in bytes.
(Range: 4096 - 16762902 bytes)

Default Configuration
The shaper is disabled.

Command Mode
Interface Configuration (Ethernet, Port-channel) mode

Example
The following example sets a traffic shaper on gi1/1/5 when the average traffic rate exceeds 64
kbps or the normal burst size exceeds 4096 bytes.

switchxxxxxx(config)# interface gil/1/5
switchxxxxxx(config-if)# traffic-shape 64 4096

43.21 traffic-shape queue

The egress port shaper controls the traffic transmit rate (Tx rate) on a queue on a port.

Use the traffic-shape queue Interface Configuration mode command to configure the egress queue
shaper. Use the no form of this command to disable the shaper.

Syntax
traffic-shape queue queue-id committed-rate [committed-burst]

no traffic-shape queue queue-id

Parameters
m  queue-id—Specifies the queue number to which the shaper is assigned. (Range: 1-8)
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m  committed-rate—Specifies the average traffic rate (CIR) in kbits per second (kbps). (Range: 64
kbps—maximum port speed)

m  committed-burst—Specifies the excess burst size (CBS) in bytes. (Range: 4096 - 16762902
bytes)

Default Configuration
The shaper is disabled.

Command Mode
Interface Configuration (Ethernet, Port-channel) mode

Example
The following example sets a shaper on queue 1 on gil/1/5 when the average traffic rate exceeds
124000 kbps or the normal burst size exceeds 9600 bytes.

switchxxxxxx(config)# interface gil/1/5
switchxxxxxx(config-if)# traffic-shape queue 1 64 4096

43.22 rate-limit (Ethernet)

Use the rate-limit Interface Configuration mode command to limit the incoming traffic rate on a port.
Use the no form of this command to disable the rate limit.

Syntax
rate-limit committed-rate-kbps [burst committed-burst-bytes]

no rate-limit

Parameters

m  committed-rate-kbps—Specifies the maximum number of kilobits per second of ingress traffic
on a port. The range is 3—max port speed.

®  burst committed-burst-bytes—The burst size in bytes (3 to maximum port speed). If
unspecified, defaults to 128K.

Default Configuration
Rate limiting is disabled.

Committed-burst-bytes is 128K.

Command Mode
Interface Configuration (Ethernet) mode

User Guidelines

Storm control and rate-limit (of Unicast packets) cannot be enabled simultaneously on the same
port.

Example
The following example limits the incoming traffic rate on gi1/1/5 to 150,000 kbps.
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switchxxxxxx(config)# interface gil/1/5
switchxxxxxx(config-if)# rate-limit 150000

43.23 rate-limit (VLAN)

Use the Layer 2 rate-limit (VLAN) Global Configuration mode command to limit the incoming traffic
rate for a VLAN. Use the no form of this command to disable the rate limit.

Syntax
rate-limit vlan-id committed-rate committed-burst

no rate-limit vlan

Parameters
m  vlan-id—Specifies the VLAN ID.

m  committed-rate—Specifies the average traffic rate (CIR) in kbits per second (kbps). (Range:
3-57982058)

m  committed-burst—Specifies the maximum burst size (CBS) in bytes. (Range: 3000-19173960)

Default Configuration
Rate limiting is disabled.

Committed-burst-bytes is 128K.

Command Mode
Global Configuration mode

User Guidelines

The rate limit is calculated separately for each unit in a stack, and for each packet processor in a
unit.

Traffic policing in a policy map takes precedence over VLAN rate limiting. If a packet is subject to
traffic policing in a policy map and is associated with a VLAN that is rate limited, the packet is
counted only in the traffic policing of the policy map.

Example
The following example limits the rate on VLAN 11 to 150000 kbps or the normal burst size to 9600
bytes.

switchxxxxxx(config)# rate-limit 11 150000 9600

43.24 qos wrr-queue wrtd

Use the qos wrr-queue wrtd Global Configuration mode command to enable Weighted Random
Tail Drop (WRTD). Use the no form of this command to disable WRTD.

Syntax

qos wrr-queue wrtd

no qos wrr-queue wrtd
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Parameters
N/A

Default
Disabled

Command Mode
Global Configuration mode

User Guidelines
The command is effective after reset.

Example

switchxxxxxx(conf)#>qos wrr-queue wrtd

This setting will take effect only after copying running configuration to startu
p configuration and resetting the device

switchxxxxxx(config)#

43.25 show qos wrr-queue wrtd

Use the show gqos wrr-queue wrtd Exec mode command to display the Weighted Random Tail
Drop (WRTD) configuration.

Syntax
show gqos wrr-queue wrtd

Parameters
N/A

Default Configuration
N/A

Command Mode
Exec mode

Example

switchxxxxxx# show qos wrr-queue wrtd
Weighted Random Tail Drop is disabled
Weighted Random Tail Drop will be enabled after reset

43.26 show qos interface

Use the show gos interface EXEC mode command to display Quality of Service (QoS) information
on the interface.
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Syntax
show gos interface [buffers | queueing | policers | shapers | rate-limit] [interface-id]

Parameters

m  buffers—Displays the buffer settings for the interface's queues. For GE ports, displays the
queue depth for each of the 8 queues. For FE ports, displays the minimum reserved setting.

m  queueing—Displays the queue's strategy (WRR or EF), the weight for WRR queues, the CoS
to queue map and the EF priority.

m  policers—Displays all the policers configured for this interface, their settings, and the number
of policers currently unused (on a VLAN).

m  shapers—Displays the shaper of the specified interface and the shaper for the queue on the
specified interface.

rate-limit—Displays the rate-limit configuration.

interface-id—Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port, or Port-channel.

Default Configuration
N/A

Command Mode
EXEC mode

User Guidelines

If no parameter is specified with the show qos interface command, the port QoS mode (DSCP
trusted, CoS trusted, untrusted, and so on), default CoS value, DSCP-to-DSCP- map (if any)
attached to the port, and policy map (if any) attached to the interface are displayed. If a specific
interface is not specified, the information for all interfaces is displayed.

Examples

Example 1 - This is an example of the output from the show qos interface buffers command for 8
queues.

switchxxxxxx#show qos interface buffers gil/1/1
gil/1/1

Notify Q depth:

buffers gil/1/1

Ethernet gil/1/1

qid thresh0O threshl thresh2

1 100 100 80
2 100 100 80
3 100 100 80
4 100 100 80
5 100 100 80
6 100 100 80
7 100 100 80
8 100 100 80
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Example 2 - This is an example of the output from the show qos interface shapers command.

switchxxxxxx#show qos interface shapers gil/i/1
gil/i/1

Port shaper: enable

Committed rate: 192000 bps

Committed burst: 9600 bytes

Target Target
QID Status Committed Committed
Rate [bps] Burst [bytes]
1 Enable 100000 17000
2 Disable N/A NZA
3 Enable 200000 19000
4 Disable N/A N/A
5 Disable N/A N/A
6 Disable N/A N/A
7 Enable 178000 8000
8 Enable 23000 1000

Example - 3 This is an example of the output from show qos interface policer

switchxxxxxx# show qos interface policer gil/1/1

Ethernet gil/1/1

Class map: A

Policer type: aggregate
Commited rate: 192000 bps
Commited burst: 9600 bytes
Exceed-action: policed-dscp-transmit
Class map: B

Policer type: single
Commited rate: 192000 bps
